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Department of the Treasury
Bureau of the Public Debt

Fiscal Service Fiscal Service PKI Certificate Action Request
For Servers, Organizations, & Code Signing Certificates
%(Before You Begin) (Print Clearly Or Type All Information Except Signature)
(‘f& (Block 1) Certificate Identity Type Requested
Select Only One (1) Type: ] organization Identity [] System Component Identity [ ] Code Signing Identity
% (Block 2) Certificate Action Requested

SELECT ONLY ONE (1) ACTION:

I:' New PKI Certificate

| REQUEST A CERTIFICATE, WITH THE FOLLOWING LEVEL OF ASSURANCE, BE ISSUED BY THE FISCAL SERVICE TO THE ORGANIZATION /
SYSTEM COMPONENT / CODE SIGNER DESCRIBED IN BLOCK 3:

|:| SSL Server Certificate (Includes Code Signers and services requiring SSL/TLS connectivity [e.g., Web Servers])

|:| Enterprise Certificate

Level of Assurance (Select one): |:| Basic (Sponsor identity may be established using trusted information in a

secured database of user-supplied information. Private key may be
stored on software. )

|:| Medium (Requires in-person proofing of the Sponsor and private key stored on
hardware)

Other Information:

% |:| Recover PKI Certificate

PLEASE RECOVER THE ORGANIZATION/SYSTEM COMPONENT / CODE SIGNER CERTIFICATE HELD BY THE SPONSOR NAMED IN BLOCK
4 BECAUSE OF THE FOLLOWING REASON (CHECK ONE):

|:| Forgotten or Lost Password

|:| Entrust Profile Lost or Corrupted

|:| Organization / System Component / Code Signer Information has Changed [i.e., name, e-mail address, etc.]:

Info that has changed:

|:| Other Describe:

E& [ ] Revoke PKI Certificate

PLEASE REVOKE THE ORGANIZATION / SYSTEM COMPONENT / CODE SIGNER CERTIFICATE HELD BY THE SPONSOR NAMED IN BLOCK 4
BECAUSE OF THE FOLLOWING REASON (CHECK ONE):

|:| Lost or Damaged Key Hardware Storage Module (HSM)

|:| Certificate No Longer Needed:

Reason:

|:| Certificate Compromised or Lost:

Date Certificate known to be compromised: / / (mm/dd/yyyy)



BEFORE YOU BEGIN
This form is a request for the Certificate Authority (CA) to take a certificate action such as revocation, recovery, or creation of a Server, Organization or Code Signing Certificate. 

The form shall be retained for a period of 10 years and 6 months, and shall be kept in a locked container accessible to those persons providing signatory approval for a particular role as defined within, or their designee.  

Completed forms for FMS and TWAI should be sent to:

Financial Management Service
IT Security Staff
Room 269
3700 East-West Highway
Hyattsville, MD 20782

Completed forms for BPD should be sent to:

Bureau of the Public Debt
Security/Analysis Branch
200 3rd Street
Room 409
Parkersburg, WV 26101

jheikkin
(Before You Begin)

BLOCK 1 - CERTIFICATE TYPE
Check the identity type based on the intended use:

1.  Organization - Include organization name, address and documentation of the existence of the organization.  

2.  System Component - For use with a hardware component (Examples: Server, Router or Server Service).

3.  Code Signing - For use in code signing of application software.

BLOCK 2 - NEW PKI CERTIFICATE
SSL Server Certificate - Software-based keys used to establish SSL/TLS connections for HTTP, LDAP, and other network services that need to encrypt and protect data communications.  No in-person proofing is required.

Enterprise Certificate - The Enterprise Certificate uses separate keys for signing and encryption.

1.  The Basic (Level 2) assurance certificate does not require in-person proofing of the sponsor and keys may be stored in software. 

2.  The Medium (Level 3) assurance certificate offers the greatest trust level requiring in-person proofing of the sponsor and hardware key storage. The Hardware Security Module (HSM) can be a smart card or other key token device.

RECOVER PKI CERTIFICATE
In checking this block, you are requesting that the Certificate Authority (CA):

1.  Revoke your current certificate.

2.  Issue a new certificate with new signature and encryption keys.

This action requires in-person proofing in the case of a Medium (Level 3) assurance certificate.

REVOKE PKI CERTIFICATE
In checking this box, you are requesting that your digital certificate be revoked.  Certificate revocation requests must be made by the subscribing organization.  

This action requires in-person proofing in the case of a Medium (Level 3) assurance certificate.


N

(Block 3) Organization / System Component / Code Signer Information
Desired Common Name of Organization / System Component / Code Signer

System Component Description (general description [router, application server, etc.], make and serial number, location)

|:| Attribute Certificate
Attribute Name

Attribute Value

(Block 4) Sponsor Information

PLEASE NOTE: A SPONSOR MUST HAVE PREVIOUSLY BEEN ISSUED A VALID, MEDIUM ASSURANCE, INDIVIDUAL CERTIFICATE
FROM THE FISCAL SERVICE CERTIFICATE AUTHORITY.

Sponsor First Name (Full Legal Name Required) Middle Name Last Name Generation Qualifier
(Jr., Sr. 1ll, etc.)

Organization Name (Agency/Bureau) Work E-Mail Address

Organization Street Address (include room # and/or mail stop)

City State Zip Code Country Name

Work Phone Number Work Fax Number

| have read and understand the Fiscal Service Subscriber Agreement and my signature on this document is my agreement to abide by this
Agreement as a Sponsor and the rules and policies of the Fiscal Service regarding the Agreement. As such, | understand that as a Sponsor, |
am responsible for the installation, maintenance, and renewal of the certificate on behalf of the organization, system component, or code
signing identity represented on this form.

| certify that the information, statements and representations provided by me on this form are true and accurate to the best of my knowledge. |
understand that a willfully false certification is a criminal offense and is punishable by law (18 U.S.C. 1001).

Sponsor Signature Date (mm/ddryyyy)

N=S1=)



BLOCK 3 - DESIRED COMMON NAME
DESIRED COMMON NAME:

A PKI sponsor must provide a uniquely identifying name for the organizational entity or code signing entity to be issued a certificate.  This information may be the organization name or in the event or issuance of a code signing certificate, the group name of the organizational entity responsible for code authenticity.

SYSTEM COMPONENT DESCRIPTION:  

Some components (routers, firewalls, servers, etc.) will be named as certificate subjects.  Typically the Common Name (CN) is set to the Host Name.  If the applicant is a system component (e.g., a web server), the component applicant shall be represented by a trusted person who is in the role of a "PKI Sponsor" for that component.  Any system component that utilizes a software certificate shall have their certificate registered at Level 2 (basic) rather then Level 3 (medium), as the medium level requires a hardware-based token.

BLOCK 3 - ATTRIBUTE CERTIFICATES
Attribute certificates are a mechanism, based on the X.509 standard, for conveying privilege information to support authorization services. The specific privilege information being conveyed may be assignment of a user to a role or assignment of specific privileges to a user or role. 

Attribute certificates are similar to public-key certificates in that they are digitally signed by an issuing authority and they provide a secure binding of the certificate content to the entity to which the certificate is issued. In the case of public-key certificates, the issuing authority is a Certification Authority (CA) and the certificate binds a public key to the entity. In the case of attribute certificates, the issuing authority is an Attribute Authority (AA) and the certificate binds a set of attributes or privileges to the entity. Attribute certificates do not contain public keys. 
How are attribute certificates used? 

Attribute certificates may be used for a number of purposes, including authorization of users to perform specific functions (for example, to download specific entertainment media) or assignment of users to roles (for example, purchasing agent). 

Policy certificates, used by Entrust/PKI for setting user policies, are an example of an attribute certificate.

Attribute Certificates are rarely, if ever, used within the CA.

BLOCK 4 - SPONSOR INFORMATION]
The name of the PKI Sponsor contact requesting a new certificate, or requesting certificate revocation or recovery.

After the block has been completed, sign and date in the appropriate fields, then transmit the form to the CA Security Officers for action.
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