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Introduction

This guide outlines the steps for an agency user to enable the use of Personal Identity Verification (PIV, PIV-I) and Common
Access Card (CAC) credentials. These steps must be completed to link your UserID to your PIV, PIV-l or CAC credential.

Note: The guide provides instructions utilizing Internet Explorer and is recommended to complete the process.
Chrome and Firefox should provide the same results.

Users must have a Fiscal Service FSLDAP account with a username and password before starting the process.
An account can be obtained by using the Fiscal Service Certificate Activation and Self Service (CASS) link
https://piv.treasury.gov/cass/ and then clicking on “l do not have a Fiscal Service SSO account”. Fiscal Service
CASS provides a secure, reliable and automated way to link a user’s Smartcard credential to their SSO account.

If you already have an account, click on the “I need to link my PIV or PIV-I cert to an existing Fiscal Service SSO
account and continue with linking steps on page 4. If your account has already been linked, you will receive the
following message: “Your credential has already been linked to an SSO account. Your access should already be

in place.” For additional assistance call the Fiscal Service Help Desk at 304-480-7777.

Once the SmartCard credentials are linked to a Fiscal Service Single-Sign On (SSO), the SmartCard may be used to
access Fiscal Service applications that support two-factor authentication. You may go to https://piv.treasury.gov
if you feel that your card is already linked to SSO.
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Note: Users will need to continue to maintain their password for their UserID. As a reminder, users will be
notified via email when the password is close to the 120 day expiration date.

The Certificate's Subject, Principal Name and other values are populated to the user’s container on the
appropriate Fiscal Service Identity/SSO Account. Once the SmartCard credential is linked, the user is notified
via email.

Note: Only one account can be linked to your SmartCard per environment (QA and Production). If you
use a different UserID in QA-Current (QA-C) and QA-Future (QA-F), only one of the UserIDs can be
linked to your SmartCard. Contact the Treasury Support Center if you have more than one UserID in
the QA environment.

Please contact your IT Service Help Desk for assistance in the instance any issues occur following these instructions. If
issues persist, contact the appropriate help desk below for assistance.

Fiscal Accounting (GWA): 877-440-9476 Do
Not Pay (DNP): 855-837-4391
Treasury Check Information System (TCIS): 855-838-0743

Instructions

*DoD please see review the pre-steps below before linking your smartcard.

*All other agencies proceed to “Linking the SmartCard Credential to Fiscal Service Single-Sign On (SSO) UserID
section.

DoD Components - Pre-Steps

DoD credentials have been targeted for updates by DMDC. If your credential has not been updated since December
2018, you may need to perform an update to your credential. The following memo provides some information and
background:

https://www.cac.mil/Portals/53/Documents/USDPR _DoDCIO _memo_Modernizing-the-CAC 7Dec2018.pdf

To perform a self-service update, or to determine if an update is needed, please visit the URL below, and select the
“Sign In” button under “CAC Maintenance”:
https://www.dmdc.osd.mil/self service
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Linking the SmartCard Credential to Fiscal Service Single-Sign On ($50) UserID

1. Remove all physical certificate-based credentials from the workstation (e.g. hard tokens, USB-based
certificate credentials).

2. Insert PIV card into the card reader.

Navigate to the CASS Home Page: PROD - https://piv.treasury.gov/cass/
PREPROD - https://accpiv.treasury.gov/cass/

4. The Windows Security box will display and prompt the user to select the appropriate certificate.
Choose the correct certificate used for authentication and enter the associated PIN for that
credential.

"Windows Security ﬂ’

l Confirm Certificate
Confirm this certificate by clicking OK. If this is not the correct certificate,
j  click Cancel.

———1 Timothy User )
| | Issuer: Federal Program Agency Hame
| Valid From: 4/15/2014 te 4/14/2017

Click here to view certificate prope...

! o] (Lo ] |
Windows 10
Windows Security =

Select a Certificate

Signing Certificate - Timoth...
Issuer: Federal Program Agency Name
Valid From: 2/24/2014 to 1/30/2017

Click here to view certificate prope...

Authentication Certificate - ..
Issuer: Federal Program Agency Name
Valid From: 2/24/2014 to 1/30/2017

&l (<]
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Secunty

! Confirm Certificate }

Confren thes cortifacate By Chéliong O, N they i mlk Bt comect cetifacate,
thck Cancel

Alberto Jose A Clavecillas (.
| Thswer: OCIO CA
T Vakd Froen 47152004 to 471472017

Lhech heve 80 e cotfeople gt

Bsuer: OO0 CA
Vakd From: 1/25/2017 to 4/3/2019
Chek hee 10 view Certifate propertes

More choces

5. If multiple certificates selections are available and the user is unsure about which certificate to
choose, complete the following:

a) Click on “Click here to view certificate properties”.
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Windows Security 83|

Select a Certificate

Signing Certificate - Timoth...
Issuer; Federal Program Agency Name
Valid From: 2724/2014 to 1/30/2007

Click here to view cerificate prope..,

el (2 (ad <2

Authentication Certificate - ..
isuer: Federal Program Agenty Mame
Valid From: 2/24/2014 to 1/20/2007
tuser0l

Esues: Fiscal Senace
Valid From: 9/11/2015 ta 8/11/2018

tuserQl
Essuer: Fiscal Senice
Valid From: 11/7/2013 to 11/7/2016

(o ][ conca

Windows Secunty
Select a Certificate

= Signing Certificate - Timoth_
[suer: Soaal Secunty Admanetrstio..
Valid Frome 2/24/2014 to 1/30/201

Fass CErtiSul ite DGiaE.

Authentication Certificate - .

bsuer So0sl Secunty Admanedratio...
Wabd Frome 2r24/2014 te 1/30/2017

' 7 | lsuer; Fiscal Senvice
!

Valid From: 9/11/2015 8o 9/11/2018
————
thilen01
3 [ssuer: Frrcal Seraice
J Walid From: 11/7/2013 to 11/7/2016
e

@
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Select a Certificate

Site accpiv.ireasury.gov needs your credentials:

Authentication - Alberto Jose A. Clavecillas
2] (ariate)

Ksuer: OCIO CA
Valid From: 1/25/2017 to 4/3/2019
Click here to view certificate properties

More choices

Authentication - BFSTest PPSBF
ssuer: Development OCIO CA
Valid From: 5/6/2015 to 5/5/2018

Authentication - BFSTest PPSDU
Issuer; Development OCIO CA
Valid From: 5/23/2016 to 5/22/2019

I' Valid From: 4/15/2014 to 4/14/2017
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Windiows Securty b 4

Select a Certificate

Site piv.treasury.gov needs your credentials:

Authentication - Alberto Jose A. Clavecillas
(affiliate)

lssuer: OCIO CA
Valid From: 1/25/2017 to 4/3/2019

Click here to view certificate properties
More choices

oK Cancel

b) The Certificate Details window will open. Click on Details tab.

c) The Details tab will display. Scroll down and select the Enhanced Key Usage option as shown
below. The user will know if this is the correct certificate to use when a “Client Authentication” is
shown within lower display window.

[

Certificate Details

[General” neii | Certification Path |

g Certificate Information

This i ish for the )
®2.16.840.1.101.3.2.1.5.4
®2.16.840.1.101.3.2.1.3.13
= All application policies

Issued to:  Timothy User

Issued by: Federal Program Agency Name

Valid from 4/ 15/ 2014 to 4/ 14/ 2017

¥ You have a private key that corresponds to this certificate. l

lInstall Certificate....| | Tssuer Stateme |

Learn more about certificates

6. APIN prompt will display once the correct certificate has been chosen. User will enter PIN for the

SmartCard.
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7. Within the CASS screen, choose the hyperlink for “I need to link my PIV or PIV-I cert to an existing

@

Microsoft Smart Card Provider
Please enter your PIN.

Click here for more inf

= ;’ PIN
|-. I BET
(= S}

Fiscal Service SSO account”. *This is the same link for CAC cards*

8. For certificates without an email address, CASS will prompt users to enter their email address and
name. Enter your name and email address and click Submit. You will receive an email with a link to
register. Click this link or enter it into your web browser. If your certificate has a mail attribute, CASS

Q-

.hm ‘petrensur. O = @ © | @ US Department of the Trea_.

BUREAL OF THE

Fiscal Service

NT OF THE TREASURY

@ SINGLE
SIGNON

Manage ldentityfAccount  Contact

Lo not have a Frscal Senace SSO accourd

do not have a Frscal Senace SSO account _
Lneed to ink my PIV of PV cer 1o an exsting Fiscal Sesvice SSO account

WARNING: This system ins LS. G Data. use of this system is probibited,

This computer System, Incuang al related Frtwshs SHACHS (3 e nlereat 2CCHSS) A0
Provided caly for suthonzed U S Govemment use U S Governmant Comguler sysiems may be moniisned for 38 Limidl purposes.
InUaNg 10 ensure that heir use is auhonzed mmmoom«M|nlw\ 10 FACERIN PrOBCRON BOMNSEUNMNIATHD JOCHSS, Aevd
10 venty secunty procedures. aty. and achve IR3CKS By Porzed U S Government
eniies 12 %31 of verfy the Security of Tis system l:u'ncmo Information may be examined, 1ecoroed, COPNA and used for
SUNOTed PATOses Al nfirmaton NCVANG DErsonal INBXMASon. placed of sent overus 3y3iem My Se mondired

Use of tus. System, f s System. UnJumonzed use may
subject you o Cminal prosecution. Evidence of unaumonzed use colecled durng Qg iy be used for
Of Siher BOVEISe aB0n Use of is system congent o fot s e

Use of Tus system imples understanding of Rese erms and condtons

will automatically skip to the next step.
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SINGLE
SIGNCON

Manage Identity/Account Contact

Enter your personal information.
*Legal First Name: |:|
Legal Middle Name: [ |
*Legal Last Name |:|

*Official Email Address | || submit |

WARNING: This system contains U.S. Government Data. Unauthorized use of this system is prohibited.

9. CASS will prompt for the Fiscal Service Single-SignOn (SSO) UserID and Password used to access
Fiscal Service applications. Enter the appropriate credentials and click Submit.

= SINGLE
@/ SIGNON

Manage Identity/Account Contact

Enter the userlD and password for the SSO account you wish fo link to your PIV or PIV-I credential

UserlD:

Password

WARNING: This system contains U.S. Government Data. Unauthorized use of this system is prohibited.

10. Once the user has logged into CASS, the “Your request has been submitted successfully” message
will display. A subsequent email will be sent to the user’s email address that is saved within the
Fiscal Service SSO contact profile. The email will contain “Treasury Fiscal Service SSO Certificate
Activation Notification” in the subject line of the email.
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Manage Identity/Account Contact

Your request has been submitted successfully. You should receive an email within 24 hours with further
instructions

WARNING: This system contains U.S. Government Data. Unauthorized use of this system is prohibited.

This. comnmer system, m:ludmn allrelated equipment, networks, and network devices (specifically including Internet access) are

use.U.S. computer systems may be monitored for all lawful purposes,
including to ensumlna\meu use is authorized, for management of the system, to facilitate protection against unauthorized access, and
1o verify ang security. Monitoring includes active attacks by aulhorized LS. Government
enlities 1 testof verty he Securly TN, SyStém, Dufing MOTDAAg, information may b EXaMind, ecorded, copied and used or
authorized purpases. All information, including personal information, placed or sent overthis system may be monitored.

Use of this computer system, authorized o unauthorized. cunslllutes consent to monitoring of this system. Unauthorized use may
subject you to criminal Evidence monitoring may be used for administrative, criminal,
or other adverse action. Use of this system constitutes Hdad monitoring for these purposes

Use of this system implies understanding of these terms and conditions,

11. Once the email has been received, you may now attempt to log into your Fiscal Service

Application using your PIV/CAC card.
Troubleshooting

Verifying Certificates

k3

Pnmt L
Felee ]
coom (115%) "
I Galety E

Addd gile 10 San menu

Wt dosamiboadds Chrlal
g Manage add-ons
i F1Z Developsr Took

(0 B0 pursaid i58

Compuatibility View sestings

In Internet Explorer, go to Tools

> Internet Options.

Internel opliced
Aot nfereet Explnrer

1. Select the Content Tab > Certificates.
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Intemet Options 15

| Ganetal | Security | Prvacy Comtent | Connections | Programs | Advanced |

Conificates
Uze canifi [ phed and i
R
| Clear SSL state Curiificates
AutoComplots
AutoComplate siores previous anvies on Somngs |
| e it

Feeds and Web Slices

Fonds and Web Sces provide updated Semngs

g | contentfrom websites that can be read in
Intarnat Explorer and other programs

@  Somesetings are ) your system

ok | cancel

2. Search for your certificate with the following Certificate intended purposes:

“Client Authentication, Smart Card Logon”.

Certificales . S— —

Intended purpose: SAR> =

P s o oot it Advtes Tt ok
Tssued To Tasaind By Expirati... Friendly Nam
Lol authenterpplica...  authentc 9/3/2022  <Mone>
ol 12002 <Mone>
Alippdevgga MAT-FILESERVER IB/20...  <Mone>
=| Entrust NFT Medie..  5/22/20... <Mane>

Wommmm mm  Entrust NFI Medis...  5/22/20... <Naone>
G aw Entrust NFT Mediu...

| Communicotions 5... 4/27/20.. <None>

Certificate Intended purposes
Chent Authentication, Smart Card Legen, 1.3.5.1.5.2.3.4, Any Purpase

Learn more about ceridiceley

Note: Several certificates with this intended purpose may exist. Be sure to identify the certificate that is not

expired.
3. Double click on the certificate.
4. Select the Details tab > highlight Enhanced Key Usage > click Edit Properties...
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Certificate
‘General‘ Details |F Path‘
Show.  [<All> -

Field Value a
[Elvalidto Wednesday. May 22, 201.

[E]subject

[E]Public key RSA (2048 Bits) T
] Cetificate Policies [1]Certificate Policy:Polic.. 3

{2 Authority Information Ac... [1]Authority Info Access: ...

nhanced Key Usage  Client Authentication (1.3. |7

SubjectA\LemaUvs Na. RFC822 Name=7030849...
CRL Distribution Points  [1]JCRL Distribution Point: .. o

Client Authentication (136.155.7.32)
Smart Card Logon (1.3.6.1.4.1.311.20.2.2)

|| |Unknown Key Usage (136.152.34) |
Any Purpose (2599 37.0)

Edit Properties.

Leamn more about certificate details

5. Type in a friendly name, such as “Your Name Smart Card” or “PIV Auth”.

Certificate
-

| General ‘ Details | Cerification Palhl r

Certificate Properties . oL

General ‘ Cross-Certificates | QCsP | Extended Validation

Friendly name: PIV Auth
Description:
Certificate purposes

(@) Enable all purposes for this certificate
) Disable all purposes for this certificate

(") Enable only the following purposes

Note: You may only edit cerificate purposes that are allowed by the
certification path.

Client Authentication
Smart Card Logon
13615234

Any Purpose

Add Purpose..

Learn more about ceriificate properties

0K ] [ Cancel ] [ Apply

6. Click Apply, then OK.

7. Click OK in the Certificate window.
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Certificate R |

‘Genelal‘ Details ‘F Path‘

Show:  [<All> -

Value
Wednesday. May 22.201...

RSA (2048 Bits)
Certificate Policies [1]Certificate Policy:Palic.. 3
(& Authority Information Ac. [1]Authority Info Access

nhanced Key Usage  Client Authentication (1.3
i Subject Altemative Na.. RFC822 Name=7030849..
CRL Distribution Points ~ [1]CRL Distribution Point: ... =

Client Authentication (1.3.6.155.7.32)
i Smart Card Logon (1.3.6.1.4.1.311.20.2.2) I
Unknown Key Usage (1.3.6.1.52.34) I
\Any Purpose (2.5.29.37.0)

Edit Properties.

Leam more about ceriificate details I

8. Click Close in the Certificate window.

Corblcals. o S (_—— — — =X

 COMMUNICALIONS ... #/27/20..,

Certificate ntended purposes
Client Authentication, Smart Card Logon, 1.3.6.1.5.2.3.4, Any Purpase

Learn more about certificates

InMended purpose: | <All> -
Persanal | Other Pecgle | G [ Trusted oot C: it

Tsaseel Ta Tsamed By Expiratli...  Fricndly Hami
ol Authentepplica.., authents 932052 <None> !
L 14/20/2.,  <Hone>
Lol Ippdevana HAT-FRESERVER  1/20/20.., <Hone> |
{59 Entrust NFT Mediu... <Hone>
Lyl Entrust NF1 Mediu.. <Hone> I

9. Click Clear SSL state.
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Internet Options B X

General‘ Secumyl Privacy Content ‘Cunnecﬂuns} Programs ] Advanced‘

Certificates
Use cerificates for encryp and

AutoComplets

AutoComplete stores previous enfries on Settings

2, webpages and suggesis matches for you

Feeds and Web Slices

i Feeds and Web Slices provide updated Settings
b

content from websites that can be read in
Internet Explorer and other programs.

@  Some safiings are managed by your system administrator.

OK Cancel

10. A pop up will display stating SSL Cache Cleared Successfully, click OK

551 Cache Cleared Successfully *

o The 55L cache was successfully cleared,

11. Click OK to close Internet Options window.
Error Message: Credential is already linked to an SSO account

1. Place your PIV or CAC credential into the card reader

2. Navigate to the ISIM preproduction SSO page https://isimpreprod.fiscal.treasury.gov/itim/self/ (or the ISIM
production SSO page for production environment User IDs https://isim.fiscal.treasury.gov/itim/self/) 3. Click
the PIV Card or iKey box
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' SINGLE
| |

Forgot Password  Change Password  ForgotUserID  Contact

« Sacun, or sruteratans, e o v

PIV Card of iKey ©  SecuriD @  UserID & Password (7]

Please make surs your cardiKey is plugged into User 1D User 1D {ITIM)
the reader

Passeods Password

N WITH YOL

LOG
rv

e

LOGIN LOGIN

Select a certificate with the friendly name entered in Step 6 from Identifying Smart Card Certificate, click
OK, then enter a PIN Example:

- ~
Windows Security ﬁ

Select a Certificate

r
|| n Windows Security M

Issuer: Entrust NFI Medium Assuranc...
Valid From: 2/23/2017 to 5/22/2019 Microsoft Smart Card Provider
Please enter your PIN.

Issuer: Entrust NFI Medium Assuranc... 0 PIN
Valid From: 2/23/2017 to 5/22/2019 ' 4

Click here to view certificate prope...

[rm |

Click here for more information

[3

Click Home if you are not directed to this screen

IBM Security *I‘r" oo
Identity Mana )
P N Fiscal Service @ J

Heip Logef!

My Password Change Password
= Use this link to change: your passwords.

i Change Fergatten Passward information
Use this link f you need to change: red to log in when you rgotten your password

change Account Passworg
Use this Iink to change accoun! password for accounts that are excluded from password synchronization

My Access. Request Account
= Requesta new account

Delets Account
Delete one of your existing accounts.

VYiew or Changs Account
Change one of your existing accounts.

Request Access
Request access to items such s accounts and appications

Select View or Change Account within the My Access section

Identify the User ID is listed as linked to your PIV or CAC credential

e

IBM Security *T0 wworme A
Identity Manager \\i ! Fiscal Service § % /
Preproduction E
Help i
Home > View or change account Legefl
View or Change Account

Click the account type of the account you want io view or change. If you do not see your recently requested account below, chick View My Requests

Active
Actve
- Active Thes Single Sign On (FSLDAR) account (user (D) wil

Pagelol1  Tota3 Displaed 3
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Error Message - “Can’t connect securely to this page” (TLS Error)

If you receive “Can't connect securely to this page due to outdated or unsafe TLS security settings.

, & htips//piv.treasury.gov,

Can't connect securely to th...

g EB > |=] @™ v Page~ Safety~ Tools~ ‘é' !,@ E,E.j,

T PR [P SIS, o[ %
oNNect securely to this

This might be because the site uses outdated or unsafe TLS security settings. If this keeps happening, try
contacting the website's owner.

Try this:

= Go back to the last page

Verify the TLS settings

Internet Bowser Menu bar — select Tools - > select Internet Options -> select Advanced (tab)
Scroll down to the TLS options are listed. Confirm TLS 1.2 is enabled.
If TLS 1.2 is not enabled, contact your IT Service Help Desk for additional assistance.

(=2 https://piv.treasury.gov

File Edit View Favorites Tools _

General Searity Privacy Content Connecions Programs Advanced

g
g

Enable DOM Storage Py

/] Enable Integrated Windows Auth
Enable native XMLHTTP support

RRREE

[] send Do Not Track requests to sites you visitin Intemet £
[] usesst 3.0

B use s Lo

UseTLS L1

[ usens 12

A wam about certificate address msmatch™

[[] wam if changing between sacure and not secure mode

[ Wam i POST submittal is redrected to a zone thatdoesn
w

< »
*Takes effect after you restart your computer
Restore advanced settings
Reset Internet Explorer settings

Resets Internet Explorer’s settings to therr default Reset.

You should only use this if your browser is in an unusable state,

0 Seme cottrgs are managed by your system administrator.

oK Cancel Aacky
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Error Message — “PIV Authentication Certificate is already active”

H Activate PIV Certificate

“y
PIV Information
The PIV Authentication Certificate is already active. No PIV action needs to be taken on your CAC.
Cancel
A

Error Message — “Unable to decode certificate”

@ hitps// prv treasury.gov - @G| | Search..

vice Enterprise Single ... | ™ DFAS Portal Home: ) Linking Fiscasl Service 550 - PIV.. @ US. Department of the Trea.. = |
thy Chickpea Chicke. £ | hiips--dfasportal.dfas.mil.. 2] Dashboard 2] DM Software on Demand g Support Agreements - Ho.. 2 Workdlows E Gelnvobcing

9 SINGLE
Manage ientity/Account Contact

Unable 1o decode certificate. This is likely not an authentication cenificate. If you were prompted for
maore that one cerificate, please try 1o authenticate with the other

The UserlID listed as linked to my PIV/CAC credential in IBM Security Identity Manager
(ISIM) is not correct

1. Send an email to itservicedesk@fiscal.treasury.gov requesting to remove a UserlD linked to your PIV or
CAC credential. Be sure to include the User ID that needs to be removed, AND the ISIM environment
the User ID is in (e.g., ISIM preproduction or production).

2. Once confirmation is received that the User ID has been removed, go back through the Linking the
SmartCard Credential to Fiscal Service Single-Sign On (550) UserID steps starting on page 4 of this guide.
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Please contact your IT Service Help Desk for assistance if any other issues arise while attempting to link your card. If
the issue cannot be resolved or additional questions arise during the process, please contact the appropriate help

desk below.

Fiscal Accounting (GWA): 877-440-9476 Do
Not Pay (DNP): 855-837-4391
Treasury Check Information System (TCIS): 855-838-0743
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