JAVA Setup to access GFRS

To access the GFRS application the end users’ JAVA needs to be setup in the following manner:

1. Installation — A 32-bit (i586) version of JAVA should be installed. The appropriate versions are:

Platform Product \
1.7 1.7.0_25
1.7 1.7.0_51
1.7 1.7.0_80

2. When installed properly, the JAVA control panel will appear as such:
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3.

In the Java Control Panel, under the “Security” tab, the settings should be as follows:

Java Contral Pane

| General | Update | Java | Security;| Aduanced|

(=] -

Enable Java contentin the browser

Security level for applications not on the Exception Site list

(71 Very High - Only Java applications identified by a certificate from a trusted authority are
allowed to run, and only if the certificate can be verified as not revaoked.

@ High - Java applications identified by a certificate from a trusted authority are allowed to
run, even if the revocation status of the certificate cannot be verified.

Exception Site List

Applications launched from the sites listed below will be allowed to run after the appropriate security

prompts.

Click Edit Site List...
to add items to this list,

Edit Site List. ..

Restore Security Prompts ] [ Manage Certificates... ]

Ok

[ cancel || soply




4. Inthe Java Control Panel, under the “Advanced” tab, the settings should be as follows:

IFeneral | Update | Java | Semritﬂ Advanced

----- Don't prompt for dient certificate selection when no certificates or only one exists -
----- Warn if site certificate does not match hostname
----- [] Show site certificate from server even if it is valid
ixed code (sandboxed vs. trusted) security verification
~{) Enable - show warning if needed
~{) Enable - hide warning and run with protections
Il -} Enable - hide warning and don't run untrusted code
-(@) Disable verification (not recommended)
Perfarm signed code certificate revocation checks an
--() Publisher's certificate only
3 All certificates in the chain of trust
--(@ Do not chedk (not recommended)
heck for signed code certificate revocation using
Il ----- Certificate Revocation Lists (CRLs)
----- Online Certificate Status Protocol (OCSF)

--(@) Both CRLs and QOCSP ‘

=
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Perform TLS certificate revocation checks on
() Server certificate only

@ All certificates in the chain of trust

-1 Do not chedk (not recommended)

heck for TLS certificate revocation using

-~ Certificate Revocation Lists (CRLs)

-~ Online Certificate Status Protocol (OCSP)
--(@) Both CRLs and QCSP

m
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dvanced Security Settings
----- Use certificates and keys in browser keystore
----- Enable blacklist revocation chedk

oK ] [ Cancel Apply ‘J

e Mixed code (sandboxed vs. trusted) security verification — should be set to “Disable
verification (not recommended)”

e Perform signed code certificate revocation checks on — should be set to “Do not check
(not recommended)”

e Check for signed code certificate revocation using — should become greyed out.

e No other changes should be needed.

5. Besure to restart all browsers / browser windows and reattempt access to the GFRS application.
6. When you open the GFRS application in Internet Explorer (must use IE) you will see the
following prompts:



£ GFRS Apphaation (Accrpta.. % |
Fle [d2 Yew Fpoota Jooh Help

This application would like to use a version of Java (1.7.0_25) that is not installed
on your system. We recommend running the application with the latest version of
Java on your computer.

More Information

Name: orade. forms.webutil.common.Register ...

Location:  https://gfrs fiscal treasury. gov-8888

£ Run with the latest version |

Note: You already installed one of the acceptable versions. In this example 1.7.0_80 is installed. Choose
to run with the version you have installed.



»
Do you want to run this application?

('?;_) Publisher: Oracle America, Inc.
e

Location: https://gfrs.fiscal.treasury.gov:8888

This application will run with unrestricted access which may put your computer and

personal information at risk. Run this application only if you trust the location and
publisher abowve.

|| Do not show this again for apps from the publisher and location above

This application will be blocked in a future Java [ Run | cancel ]
security update because the JAR file manifest does : :
not contain the Permissions attribute. Please

contact the Publisher for more information. More
Information

Security Warning

Do you want to run this application?

Publisher: UNKNOWN

Location: https://gfrs.fiscal.treasury.gov: 8888

Running applications by UNKNOWN publishers will be blocked in a future
release because it is potentially unsafe and a security risk.

Risk:

This application will run with unrestricted access which may put your computer and

personal information at risk. The information provided is unreliable or unknown so it is
recommended not to run this application unless you are familiar with its source

This application will be blocked in a future Java security update because the JAR file

manifest does not contain the Permissions attribute. Please contact the Publisher for
more information. More Information

Select the box below, then click Run to start the application

I accept the risk and want to run this application.

Cancel




Do you want to Continue?
The connection to this website is untrusted.

7. You should now be able to access the GFRS application. If you are still having issues, first try
restarting the PC and retrying the connection.



