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which must remain in effect 1o process transactions that cannot be handled by
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RECORD OF CHANGES

VERSION EFFECTIVE CHANGE
NUMBER DATE CHANGE DESCRIPTION LOCATION
1.08 31 Oct 2003 | Initial Publication in Naval Logistics Library
NAVSUP PUB 727
1.09 15 Jan 2004 | Minor editorial and usability changes Throughout
NAVSUP Other specific changes include:
PUB 727B Chapter 2
e Display screens updated e Throughout
e Merchant ID, event code, and amount entry | ¢ 2.2.2, 2.2.3,
and function key changes 2.2.9,22.11,
and throughout
e Clear/remove a merchant ID e2.29a
e Event maintenance ©2.29b
Chapter 5
¢ Reference to bulk refund and event e53and5.5.2
maintenance
Chapter 8
e Disbursing application screen prints updated | e Throughout
e All funds transfer options under single link | ¢ 8.4.7
e Funds transfer to another card’s chip using | ¢ 8.4.8
SSN
e Individual refunds — miscellaneous and ¢ 8.4.10
chip-purchase
e Bulk refunds 08412
¢ Event maintenance 0 8.4.27
¢ NOC selection information updated ¢ 8.4.30
e Provisional split pay ©8.4.32
e Suggested courses of action for returned ¢ 8.8 and
transactions that result in negative balance Appendix L
¢ End-of-month process to begin five days ¢389.1
before end of month for S-2, S-3, and S-4
e Sample letter of authority to hold cash e8.2.1and
8.15.3
Appendixes
e CAD will not allow more than one EOM e Appendix A
message to be sent in 15 second period
e Merchant ID, event code, and amount e Appendix B
function key changes
e Toll-free number changed on affidavit form | ¢ Appendix I
e Suggested courses of action for returned e Appendix L
transactions that result in negative balance
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VERSION EFFECTIVE CHANGE
NUMBER DATE CHANGE DESCRIPTION LOCATION
1.10 31 Oct 2005 | Minor editorial and usability changes Throughout

NAVSUP Emphasis added that all dates and times in Throughout
PUB 727C Navy Cash are recorded and reported in

Greenwich Mean Time (GMT) / Coordinated

Universal Time (UTC) / ZULU time

Other specific changes include:

Chapter 1 — Navy Cash Overview

¢ Reference to Navy Cash Preventive e14
Maintenance System (PMS) included

e Name of Navy Integrated Call Center el5.4iand
(NICC) changed to Global Distance Support [ 1.5.9
Center (GDSC)

e List of Acronyms updated ¢159

¢ Reference to Provisional Split Pay included | e 1.9

Chapter 2 — K22/K80 Operating Procedures

¢ Reference to Navy Cash Preventive 022
Maintenance System (PMS) included

¢ Proxy mode Intercept Merchant/Merchant ©23.2,2.33,
Override and Set New Merchant ID deleted and 2.3.9

Chapter 3 — General Mess

¢ Reference to Navy Cash Preventive 3.2
Maintenance System (PMS) included

e Maximum limit on chip on merchant cards | e 3.1, 3.4.4, and
increased from $1,000 to $9,999.99 3.5.2

e Meal price and surcharge separate amounts | e 3.3 and 3.4

¢ Eliminated option to send e-mail to CSCto | ¢ 3.5.2
transfer funds from one merchant account to
another to pay food invoice

Chapter 4 — Private Messes

¢ Reference to Navy Cash Preventive 042
Maintenance System (PMS) included

e Merchant Settlement Reports added and 43,414, and
weekly settlement/deposit dates changed 4.17.3

e Maximum limit on chip on merchant cards | ¢ 4.1.5 and 4.10
increased from $1,000 to $9,999.99

e Options added to settle daily or weekly and | e 4.3 and 4.14
to checking or Navy Cash merchant account

¢ Eliminated option to send e-mail to CSCto | ¢ 4.10.3
transfer funds from one merchant account to
another to pay food invoice
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VERSION EFFECTIVE CHANGE
NUMBER DATE CHANGE DESCRIPTION LOCATION
Chapter 5 — MWR
1.10 31 Oct 2005 | e Reference to Navy Cash Preventive 52
(continued) Maintenance System (PMS) included
e Merchant Settlement Reports added and ¢5.3.¢c, 5.9k,
weekly settlement/deposit dates changed and 5.12.3
e Options added to settle daily or weekly and | ¢ 5.3 and 5.9
to checking or Navy Cash merchant account
Chapter 6 — Post Office
¢ Reference to Navy Cash Preventive ©6.2
Maintenance System (PMS) included
e Sale of USPS stamp booklets to ship’s store | 6.5
e Two scenarios added to describe possible 6.7
account shortages and corrective actions
¢ Eliminated e-mail from Treasury Financial | 6.7
Agent confirming funds deposited to USPS
e Procedures included for uploading unit 1412 | ¢ 6.7
data using the RCU disk
¢ Attach Merchant Sales Summary Report 6.7
vice Daily Transaction Detail Report to
PS Form 1412
e PS Form 1412/Merchant Sales Summary 6.7
Report kept on file for four vice three years
e Use of visitor card to pay for official mail ¢ 6.10
postage and postal services
Chapter 7 — Ship’s Store
e Chapter reorganized e Throughout
¢ Reference to Navy Cash Preventive ©7.2
Maintenance System (PMS) included
e Operator IDs for store operators must be 7.3
established first in Navy Cash application
and then entered into ROM |1 back office
e If connectivity is a problem, don’t log off 7.3
K22, so business can be conducted next day
¢ Navy Cash can be used to support non- ©7.34
EPOS store sales
e Description of ROM II-Navy Cash ®7.39
Comparison Report and ROM Il Reporting
function in Navy Cash application added
¢ Vending (CAD) maintenance updated e7.45
¢ Reference added to End-of-Month (EOM) ©7.6.3
spreadsheet as a part of EOM process
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VERSION EFFECTIVE CHANGE
NUMBER DATE CHANGE DESCRIPTION LOCATION
Chapter 8 — Disbursing
1.10 31 Oct 2005 | » Navy Cash application screen prints updated | e Throughout
(continued) e Use visitor cards for new enrollments ¢ 8.2.2 and

whenever possible 8.4.21

e Maximum limit on chip on merchant cards | ¢ 8.2.3
increased from $1,000 to $9,999.99

¢ Reference to Navy Cash Preventive ¢8.25
Maintenance System (PMS) included

¢ Navy Cash cards to be inventoried once ¢83.1
each month vice every 60 days

e Damaged cards no longer need to be sentto | ¢ 8.3.2
the FISC or JPMC

e Updated custodial responsibility for custody | ¢ 8.3.3
of spare K22s and CADs

e Transfer of responsibility upon relief and 834
Navy Cash Pre-Audit/Turnover Checklist

e Transfer custody of SecurlD token upon e8.34
relief

e Procedures for unclaimed value on visitor ©8.49.b
cards added

¢ Review of Unmatched Chip-to-Chip ¢8.4.11
Transaction Report changed from monthly
to weekly

e Procedures for unclaimed value for 8411
unmatched chip-to-chip transactions added

e Change card status procedures updated ¢ 8.4.15

¢ “New Enrollee Card Pick Up” function ¢ 8.4.18
deleted

e Canceled cards must be destroyed, e.g., cut | ¢ 8.4.15 and
up, in the presence of the cardholder 8.4.20

e Disbursing Officer review Negative Balance | ¢ 8.4.20 and
Report on a daily basis 8.8.1

e Updated addresses for Treasury Financial ¢ 8.4.20 and
Agent, JPMorgan Chase Bank, N.A. 8.8.1
(JPMC), for sending in enrollment forms
and Government checks

e To open account, individual must fill out ©8.4.21
and sign enrollment form; Disbursing
Officer must forward signed form to JPMC

e Disbursing Officer must ensure that ¢ 8.4.21 and
individuals are enrolled in Navy Cash 8.4.32
before they sign up for SPO.
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VERSION EFFECTIVE CHANGE
NUMBER DATE CHANGE DESCRIPTION LOCATION
e Individuals not part of ship’s company ©8.4.21
1.10 31 Oct 2005 should include company name or command
(continued) name on line 2 of the address block on the
enrollment forms when they enroll.
e Merchant Settlement Reports added and ¢ 8.4.23.g and
weekly settlement/deposit dates changed 8.15.6
¢ ROM I1/Navy Cash Comparison Report ¢ 8.4.24 and
added 8.15.4
e To be assigned operator ID, individual must | e 8.4.26
be Navy/Marine Cash cardholder; and, to be
added to Navy Cash application user list,
“Add as Disbursing User” block must be
checked
e Installing new equipment and pulling cable | ¢ 8.4.26 and
to nearest Navy Cash router is ship’s 8.5.3
responsibility
¢ VVending and Ship’s Store — vending ¢ 8.4.27 and
maintenance and end of month procedures Appendix A
updated
¢ For Marine Corps split pay, change in point | ¢ 8.4.31.b
of contact at FRB Boston
¢ Procedures for money exchange by vendors | ¢ 8.5.1
in a foreign port updated
e Disbursing Officer action in case of ¢388.1
negative account balance updated
¢ Out-of-service debt—collecting on negative | ¢ 8.8.1
account balance after member leaves service
e Updated end-or-month reporting procedures | ¢ 8.9.1
e Name of Navy Integrated Call Center ¢ 8.14
(NICC) changed to Global Distance Support
Center (GDSC)
e Navy Cash Trouble Call Worksheet ¢ 8.14.1 and
8.15.20
e Log in to disbursing website at least ¢8.14.3
monthly to keep account active
¢ Revised letters of authority for accountable | ¢ 8.15.1 and
officer and agent 8.15.2
¢ Bulk Card Log ¢8.15.10
e Navy Cash Pre-Audit/Turnover Checklist ©8.15.12
¢ Navy Cash SPO enrollment/disenrollment | ¢ 8.15.14
form
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VERSION EFFECTIVE CHANGE
NUMBER DATE CHANGE DESCRIPTION LOCATION
e Currency Exchange Log ¢ 8.15.17
1.10 31 Oct 2005 | e Quarterly Cash Verification Team Navy ¢8.15.18
(continued) Cash Checklist
Appendixes
¢ VVending maintenance and end of month e Appendix A
procedures updated
e Proxy mode Intercept Merchant/Merchant e Appendix B
Override and Set New Merchant ID deleted
e Updated flow diagram for configuring K22 | e Appendix B
e Enrollment form updated e Appendix F
¢ Disbursing Officer Checklist for Recurring |  Appendix J
Tasks updated
e Sample Internal Procedures and Controls e Appendix K
instruction updated
e Suggested guidelines for negative account e Appendix L
balances updated
e Procedures for purchasing stamps in the e Appendix M
ship’s post office for sale in the ship’s store
e Procedures for processing official mail e Appendix N
using a visitor card
e Procedures for coordinating move of Navy | ¢ Appendix O
Cash to barge during shipyard availabilities
1.11 31 Mar 2006 | Minor editorial and usability changes Throughout
NAVSUP Chapter 1 — Navy Cash Overview
PUB 727D e New personnel can now be enrolled in Navy | ¢ 1.6.3
Cash without issuing them temporary cards
Chapter 8 — Disbursing
¢ Navy Cash application screen prints updated | e Throughout
¢ Do not change time or time zone on server | 8.1 and 8.4
e New personnel can now be enrolled in Navy | e 8.2.2 and
Cash without issuing them temporary cards 8.4.20
¢ Navy Cash card limits can now be modified | e 8.2.3 and
through Navy Cash application on ship 8.4.21
e To perform any personal Navy Cash ©8.2.4,8.4.35,
transactions in disbursing office, PS (DK) Appendix K
should see Disbursing Officer or Deputy
¢ Navy Cash card inventory procedures ¢38.3.1
updated
e Disbursing Notification notes ¢ 8.4.3 and
8.4.22.f
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VERSION EFFECTIVE CHANGE
NUMBER DATE CHANGE DESCRIPTION LOCATION
e Monitor cardholder transfer dates ¢ 8.4.19.b and
1.11 31 Mar 2006 8.4.21
(continued) e Ensure access to bank or credit union ¢ 8.4.19.c and
account remains blocked until Navy Cash 8.8.1
account balance is zero or positive
e Account information can now be updated ¢ 8.4.21 and 8.14
through the Navy Cash application
e Any change in cardholder’s name will e8421e
automatically generate request for new
permanent card
e Ensure Transfer Date and Type is currentin | @ 8.4.21.f
each cardholder’s member profile
e For contingency purposes, cardholders e 8.4.21.h
should have personal checks and ATM/
debit/check card on board in event Navy
Cash is at or near complete mission failure
o Note Maintenance enables disbursing office | ¢ 8.4.22
to view and add notes to member profiles
¢ Disbursing Notification notes sent to ship 0 8.4.22f
to notify of any replication conflicts
e Titles and contents of reports that can be ¢ 8.4.24
generated on the ship updated
¢ Deleted operator can now be reactivated at | @ 8.4.27.f
Navy Cash application
¢ Avoiding failed split pay payroll payments | ¢ 8.4.33
e Procedures for foreign concessionaire ¢85.2
vendors updated
e Creating new merchants updated 853
e To control negative balances, Navy Cash ¢8.8.1.e,882
card limits and access to bank and credit and 8.4.21
union accounts ashore can now be modified
through Navy Cash application on ship
e Managing and requisitioning spares updated | ¢ 8.13

e Account information can now be updated
through the Navy Cash application

e Sample reports updated

e Sample of Navy Cash Payroll Report added

e Sample of SPO Payroll Report added

Appendixes

e To perform any personal Navy Cash
transactions in disbursing office, PS (DK)
should see Disbursing Officer or Deputy

e 8.14 and 8.4.21
e 38.15

¢ 8.15.17
¢ 8.15.18

e Appendix K
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VERSION EFFECTIVE CHANGE
NUMBER DATE CHANGE DESCRIPTION LOCATION
e Updated procedures for barge support e Appendix O
111 31 Mar 2006 |  Pre- and post-deployment grooms e Appendix P
(continued) « Navy Cash merchants e Appendix Q
1.12 31 Aug 2007 | Minor editorial and usability changes Throughout
NAVSUP Chapter 1 — Navy Cash Overview
PUB 727E e Points of contact information updated e154
¢ Global Distance Support Center (GDSC) e154]
menu selection numbers updated
¢ Additional guidance for Marine enrollments | e 1.6.4
Chapter 2 — K22/K80 Operating Procedures
e Enforce User Logon Selection must be set e238a
to Do Not Force Logon even when ROM 11
and Navy Cash are integrated
Chapter 7 — Ship’s Store
e Enforce User Logon Selection must be set e73.1la
to Do Not Force Logon even when ROM 11
and Navy Cash are integrated
Chapter 8 — Disbursing
¢ Navy Cash application screen prints updated | e Throughout
¢ Navy DISBO to support Marines embarked | 8.1
on ship without Marine DISBO
¢ Replacement cards can now be requested e8.2.2and
without issuing temporary cards 8.4.19
e Navy Cash card expiration—if no activity 824
for six months when card expires, any
remaining balance transferred to linked
bank or credit union account automatically
e Dormant accounts 8.2.4.d
e Automatic chip-to-chip corrections e8.4.11.e and
(includes Automated Chip-to-Chip 8.15.20
Corrections Report)
e Deposit cash or check to strip (includes ¢ 8.4.13,8.4.14,
revised Daily Cash Transaction Ledger) and 8.15.10
e Cardholders can activate new, pendactive, ¢ 8.4.16
permanent Navy Cash card at K80
e Navy Cardholder Issued Card Report lists ¢ 8.4.19.9,
temporary cards issued through Navy Cash 8.4.25, and
application 8.3.1
e Destroy canceled cards in presence of ¢ 8.4.16, 8.4.19,
cardholder and document destruction on 8.3.1, and
Navy Cash Card Issue Log (includes revised | 8.15.12
Navy Cash Card Issue Log)
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VERSION EFFECTIVE CHANGE
NUMBER DATE CHANGE DESCRIPTION LOCATION
e ACH access blocked and Navy Cash ¢ 8.4.20 and
112 31 Aug 2007 account accesisuspended When,?ccount 8.4.22
(continued) transferred to Shore Commgnd based on
transfer date in member profile
e Name on SPO enrollment form must match | ¢ 8.4.21 and
name on Navy Cash enrollment form 8.4.34
e Signed enrollment form must be sent via e8.4.219
FedEx, UPS, or other traceable means, via
fax (digital sender), or via e-mail
¢ DISBO to notify Sales, Food Service, and 0 8.4.24
Marine DISBO when IEOD function
completed with Indicate EOM checked
e Fraud Detection Report added ¢ 8.4.25 and
8.8.1
¢ Disbursing can check status of vending and | e 8.4.28.b(10)
store EOM for current and previous month
e Disbursing can do multiple EOM close-outs |  8.4.28.b(11)
within current month
¢ Clear a negative Navy Cash account balance |  8.8.1 and
by depositing a cash or check directly to the 8.4.13
Navy Cash (strip) account
e Daily Blocked Account Report added— ¢ 8.8.2 and
Disbursing should review on daily basis 8.4.24.n
e EOM spreadsheet revised ©38.4.9
¢ Global Distance Support Center (GDSC) ¢ 8.14.1 and
menu selection numbers updated 8.15.25
Appendixes
e Enforce User Logon Selection must be set e Appendix B
to Do Not Force Logon even when ROM 11 and C
and Navy Cash are integrated
e Assign cardholder to new ship location e Appendix E
using Disbursing web site
e Updated procedures for barge support e Appendix O
1.13 30 Jun 2009 | Minor editorial and usability changes Throughout
NAVSUP Chapter 3 — General Mess
PUB 727F ¢ For merchant cardholders, chip load and e3.1and 3.4.4

debit limit for Navy Cash cards issued after
24 Sep 08 increased to $50,000

Chapter 4 — Private Messes

e For merchant cardholders, chip load and
debit limit for Navy Cash cards issued after
24 Sep 08 increased to $50,000

¢4.1,4.10.3, and
4.10.4
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VERSION EFFECTIVE CHANGE
NUMBER DATE CHANGE DESCRIPTION LOCATION
e Private merchants set up to settle on daily e 4.3d
1.13 30 Jun 2009 basis to help simplify reconciliation and
(continued) settlement process
Chapter 5 — MWR
¢ For merchant cardholders, chip load and e57.1
debit limit for Navy Cash cards issued after
24 Sep 08 increased to $50,000
e Private merchants set up to settle on daily ¢5.3.d
basis to help simplify reconciliation and
settlement process
Chapter 6 — Post Office
¢ Refunds in Post Office to be processed ¢ 6.6
through USPS not Navy Cash
Chapter 8 — Disbursing
e Introduces instant issue and embossed ©8.2.3
permanent Navy Cash cards
e Shipments of less than 10 cards will be ¢ 8.2.3,84.19
mailed to individual cardholders directly
e Disposition of unclaimed or returned ¢ 8.2.3,8.4.19
Navy/Marine Cash cards
¢ For merchant cardholders, chip load and ©8.24,88.1
debit limit for Navy Cash cards issued after
24 Sep 08 increased to $50,000
e For any change to chip load and debit limit |  8.2.4
above $1,000, DISBO must contact CSU
e Expiration date for cards issued after 24 Sep | ¢ 8.2.5
08 changed from three to five years
¢ Replacements for expiring cards created and | ¢ 8.2.5
sent to cardholders in first week of month
prior to the month in which the card expires
e Cash Verification Team to generate card ©38.2.6,8.11,
reports for all Disbursing App users to 8.15.25
verify no unauthorized deposits made to
their accounts since last cash verification
e Individuals must log off Disbursing App ©8.2.6
when through working on system
e DISBO must establish procedures for proper | e 8.2.6,
handling and safeguarding of Personally Appendix K
Identifiable Information (PI1)
e Working stock of Navy Cash cards shall be | ¢ 8.3.1,
returned to DISBO at least once each week Appendix K
for audit and inventory vice daily
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VERSION EFFECTIVE CHANGE
NUMBER DATE CHANGE DESCRIPTION LOCATION
e Allowance for spare cards updated ©8.3.2
1'.13 30 Jun2009 |, When directed, return failed equipment to ¢38.3.3,8.13,
(continued) depot via traceable means (K22s/CADs with | 8.14

stuck transactions sent to Cogent Systems).
Include case number assigned and
equipment serial number.

e Procedures for transfer of responsibility ¢8.3.4,8.15.14
upon relief updated

e New, more detailed procedures for cashing | ¢8.4.9.b
out residual funds on visitor cards

e Disbursing office merchant not to be used in | « 8.4.9.c
“Chip to Merchant Account” function

o Within bulk refund function, events codes ©8.4.12,8.4.30
must be unique and are not reusable

e When changing card status or updating ¢ 8.4.16, 8.4.22
account information, if multiple cards match
search criteria, verify that card selected is
correct card

e Instant issue card as replacement for lost, ¢ 8.4.19
stolen, damaged card. Embossed permanent
card no longer used for this purpose

e ACH access unblocked and Navy Cash ¢ 8.4.20
account access unsuspended automatically
when cardholder completes “Ship Check In”
at K80 Cashless ATM

e Instant issue card used for new enrollments. | ¢ 8.4.21.a
Embossed permanent card no longer used
for this purpose

e Personnel stationed aboard ship enrolling in | ¢ 8.4.21.c
Navy Cash should include their assigned
division in address line 2

e Change in address and procedures to send ¢8.4.21.9
enrollment forms to JPMC for imaging

¢ Updating cardholder’s name in member 0 8.4.22
profile via Account Info Update will no
longer generate automatic request for
replacement Navy Cash card

e Indicate End Of Day (IEOD) function can e8.4.24.c
also be initiated automatically at preset time

e Multiple batch transfers (interim round e 8.4.24.d
trips) will be run automatically to
synchronize ship and shore databases

e Events codes must be unique and are not ¢ 8.4.30,8.4.12
reusable
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VERSION EFFECTIVE CHANGE
NUMBER DATE CHANGE DESCRIPTION LOCATION
¢ Navy Cash server now switches among ¢ 8.4.33
1.13 30 Jun 2009 multiple paths through NOCs automatically
(continued) if any one path is inoperable for any reason
e Automated application of IAVA and other ¢ 8.4.37
software patches
e Transient merchants, e.g., currency e85.1
exchange (husbanding agent) and foreign
concessionaire, now settle to disbursing
office merchant card strip account daily
rather than monthly as part of EOM process
o Negative balance notification message ¢ 38.8.1,84.22
displayed on K80 Cashless ATM
o If transfer request at K80 returned for NSF, | ¢8.8.1, 8.4.13,
automatic representment will present Appendix L
transaction up to two more times Appendix K
automatically on successive pay days
¢ Automated generation of EOM spreadsheet | ¢ 8.9
using shore numbers and of SF 215/5515
numbers streamlines EOM process
e Include DASR, Monthly Transaction ¢ 8.9.k, 8.15.25
Summary Report, EOM spreadsheet,
original SF 215s/5515s in retained returns
e Sample e-mails notifying cardholder of ¢ 8.15.7
negative balance
e Joint Navy Cash relieving letter for relieved | ¢ 8.15.14
and relieving Disbursing Officers
e CVT Navy Cash Checklist updated ¢ 8.15.25
¢ Navy Cash Trouble Call Worksheet updated |  8.15.26
Appendixes
¢ New enrollment form, DD Form 2887, Feb | ¢ Appendix F
2009 (previous editions are obsolete and
should no longer be used)
e Checklist for Recurring Navy Cash Tasks e Appendix J
revised
e Working stock of Navy Cash cards shall be | ¢ Appendix K,
returned to DISBO at least once each week 8.3.1
for audit and inventory vice daily
e Transfer requests at K80 returned for NSF, | ¢ Appendix L
will be represented automatically up to two
more times on successive pay days
¢ End-Of-Month (EOM) Procedures e Appendix R
Worksheet added
e Comms troubleshooting guide added e Appendix S
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Chapter 1
Navy Cash® Overview
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1.10 Web and Telephone Purchases Using the Navy Cash Card...........cc.cccecvervrnnee. 1-19

1.1 Reference Documents

a. DOD FMR Volume 5
b. NAVSUP P486

C.

NAVSUP P487

1.2 Description of Navy Cash

Navy Cash represents an evolution of the Automated Teller Machines (ATMs)-at-Sea
program (ATMS), which began installing ATMs on board ships in 1988. The Navy Cash card
combines chip technology and a magnetic strip to virtually eliminate the need for Sailors and
Marines to carry cash. The chip-based electronic purse provides for a cashless environment
within the lifelines of the ship. The magnetic strip on the back of the card provides for pre-paid
debit access to the funds in Navy Cash accounts at more than 23 million MasterCard acceptance
locations and more than 1,000,000 ATMs in over 210 countries and territories worldwide. To
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support these transactions, Navy Cash also provides for electronic access to checking and
savings accounts ashore.

Sailors and Marines continue to have their pay deposited in their bank and credit union
Demand Deposit Accounts (DDAS) through the Navy’s Direct Deposit System (DDS). On board
ship, they can use cashless ATMs to access these accounts electronically to transfer money, as
needed, into their Navy Cash accounts. Navy Cash provides these electronic banking
capabilities, without additional charge to Sailors and Marines, 24 hours a day, seven days a week
through store-and-forward, off-line access to virtually all bank and credit union accounts ashore.
Sailors and Marines who elect the Split Pay Option (SPO) can also have a portion of their pay
sent directly to their Navy Cash accounts each payday.

On the ship, Sailors and Marines use the chip-based electronic purse on their Navy Cash
cards at Point-Of-Sale (POS) terminals for all their purchases in the ship’s store, post office,
MWR, general mess, wardroom, and other “retail” locations throughout the ship, including
vending machines. This cashless environment not only improves service to customers but also
reduces workload aboard ship by automating payment transactions and eliminating (as nearly as
possible) the circulation of cash.

Off the ship, Sailors and Marines can use the magnetic strip on the back of their Navy Cash
cards to purchase gifts and souvenirs and pay for meals in restaurants using the Navy Cash card
directly. They can also obtain the cash they need during port visits from the ATMs that are
available in the local area. Overseas, these local ATM transactions generally provide the best
exchange rate for foreign currency.

In support of Navy Cash, a U.S. Department of the Treasury Financial Agent provides access
to virtually all banks and credit unions and reconciliation and settlement services, thus further
reducing workload and eliminating a large portion of the accountability of the retail operators
and the Disbursing Officer.

The business case analysis of Navy Cash operations on the two initial prototype ships was
positive in every area of the analysis. The NAVSUP Program Office is budgeted in the POM to
replace the oldest ATMs-at-Sea systems at a rate of about 30 to 35 systems per year and
complete the installation of Navy Cash on all ships with a Disbursing Office by the end of FY09
and the beginning of FY10. This replacement of all ATM system components represents a
planned replacement cycle as system equipment reaches the end of its expected service life.

1.3 Navy Cash Financial System Equipment Description

The main hardware components of the Navy Cash Financial System are a server, from one to
four cashless ATMs (K80), POS card readers (K22) at retail locations throughout the ship, and
Card Access Devices (also know as Card Accepting Devices) (CADSs) in all vending machines.
The number of ATMs and POS and CAD devices depends on ship class. A sample Navy Cash
Equipment Checklist is included at Appendix G. This checklist is tailored for each ship as a part
of the Navy Cash installation. The checklist provides an aid to assist in troubleshooting any
equipment or software problems and should also be used to review the status of all the ship’s
Navy Cash devices on a periodic basis.

NC SOP Ver 1.13 Chpt 1 Overview 1-2 14-Aug-09



1. The cluster server itself consists of:
a. Two COMPAQ DL380 servers.
b. One RAID controller.
c. Five SCSI Il hard drives.
2. Each COMPAQ DL380 server consists of:
a. Single processor.

b. Two Network Interface Cards (NIC) 100/10 MB NIC
(Will be upgraded to a Gigabyte-Ethernet card).

c. Two hard drives.
d. One CD ROM drive.
e. One Floppy drive.
3. The following software is installed on each server node:

Windows NT or Windows 2000.

T o

Microsoft Cluster Server.
Oracle 8.

o o

Microsoft Cluster Server Toolkit.

Navy Cash Listener / Parser.

—h

Navy Cash Proxy.
g. Disbursing Application.
h. Legato (Windows NT) or Veritas (Windows 2000) Backup utility.

1.4 Planned Maintenance System

Preventive maintenance for the Navy Cash Financial System is covered through the Planned
Maintenance System (PMS). PMS information for Navy Cash is available from the ship’s
Maintenance and Material Management (3-M) Coordinator. Maintenance Index Page (MIP)
number 6541/080-14 applies to Navy Cash. In particular, proper cleaning of the card readers can
significantly reduce the incidents of card readers failing to read the Navy Cash card.

1.5 Standard Operating Procedure
1. SOP OBJECTIVES

The Navy Cash Financial System is designed to provide a cashless alternative for all money-
based transactions performed on board ship. This Standard Operating Procedure (SOP) stipulates
the procedures necessary to perform Navy Cash transactions within the various shipboard
functional areas. This SOP augments existing procedures. It should be understood that Navy
Cash does not affect non-monetary procedures, which continue to have their full force and effect.
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Neither does Navy Cash eliminate the need for maintaining existing money-handling procedures
for contingency operations in the unlikely event that Navy Cash experiences a catastrophic
failure and ceases to function.

2. NAME OF PREPARING ORGANIZATION

Naval Supply Systems Command, Navy Family Support Mechanicsburg, Navy Cash
Program Office (NAVSUP NFS 56).

3. EXPECTED LIFE OF THE STANDARD OPERATING PROCEDURE

This SOP is effective throughout the life of the Navy Cash Financial System or as long as the
system remains installed on board ship. Ultimately, these procedures will be incorporated into
existing Navy publications and instructions that govern the various functional processes affected
by Navy Cash, e.g., DOD FMR Vol. 5, NAVSUP Publications P485, P486, and P487. The Navy
Cash Financial System SOP has been assigned NAVSUP Publication Number 727.

4. ROLES, RESPONSIBILITIES, AND AUTHORITY

a. Program Director (SUP NFS 56) Marlene Higgins
Tel: (717) 605-5187
e-mail: marlene.higgins@navy.mil

b. Program Manager (SUP NFS 56J) Dan Olson
Tel: (717) 605-7579
e-mail: daniel.c.olson@navy.mil

c. Operations Manager (SUP NFS 56B) Ed Olsen
Tel: (717) 605-7005
e-mail: edward.olsen@navy.mil

d. Logistics Manager (SUP NFS 56C) Edie Johnston
Tel: (717) 605-2771
e-mail: edie.johnston@navy.mil

e. Fleet Support Group Norfolk Hugh Chin
Tel: (757) 443-1189
e-mail: william.r.freeman@navy.mil

PS1 Michelle Fortener
Tel: (757) 443-1203
e-mail: michelle.fortener@navy.mil

f. Fleet Support Group San Diego Arsenio “RC” Vergara
Tel: (619) 556-6493
e-mail: arsenio.vergara@navy.mil

PSC Montano Tubes

Tel: (619) 556-1671
e-mail: montano.tubes@navy.mil
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g. NEXCOM Ship’s Store Program Mr. Charles H. Vaughan
Tel: (757) 502-7474
e-mail: charles_vaughan@nexweb.org

Mr. Gene Hoffman
Tel: (757) 502-7472
e-mail: gene_hoffman@nexweb.org

h. Fleet Assistance Teams Refer to NAVSUP P487, paragraph 1004, for
telephone numbers and e-mail addresses for
ship’s store teams in each geographical area.

i. System Support U.S. Treasury Financial Agent,
JPMorgan Chase Bank, N.A.
Hotline Number/Customer Service Center:

For Card Holders:

1 (866) ANAVYCASH

1 (866) 362-8922

Web site: www.navycash.com
e-mail: navycash@ezpaymt.com

For Disbursing Offices:

1 (866) 6NAVYCASH

1 (866) 662-8922

Web site: www.navycashcenter.com

e-mail: navycashcenter@ezpaymt.com
navycashfin@ezpaymt.com (EOM only)

Fax:
1 (866) CHASEO1
1 (866) 242-7301

j.  Global Distance Support Center (GDSC)
The Navy Cash Customer Service Center can also be reached through the GDSC, which is

also known as “One Touch”. The telephone numbers for the GDSC are:

Commercial: 1 (877) 4-1-TOUCH Cardholders:
1(877) 418-6824 Press 4, then 5, then 2

DSN: 5104-2-TOUCH Disbursing / Merchants:
510 428-6824 Press 4, then 5, then 3

The 1-877 number should be used for worldwide toll-free access from the United States,
Japan, Germany, England, Italy, and Spain from activities ashore or ships in port and can be used
when aboard ships at sea that have the capability and connectivity.
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The DSN number should be used for toll-free access from all other countries from activities
ashore or ships in port and can be used when aboard ships at sea that have the capability and

connectivity.

5. SOP COORDINATION

This SOP has been coordinated with FISC Norfolk, FISC San Diego, DFAS Cleveland, Navy
Exchange Services Command (NEXCOM) Ship’s Store Program, NAVPERS 65 (MWR),
NAVSUP NFS 51, NAVSUP NFS 56, Field Examination Groups (FEGS), and ship, TYCOM,

and Fleet staffs.

6. SOP VALIDATION/TESTING

Lessons learned are incorporated into revised versions of the SOP on a continuing basis.
7. SOP APPROVAL

This SOP was prepared and approved by the NAVSUP NFS Navy Cash Program Office.
8. SOP REVIEW AND REVISION

This SOP will be reviewed at least semi-annually by the Navy Cash Program Office and
revised on a regular basis.

9. LIST OF ACRONYMS AND DEFINITIONS

ACB
ACH
ADNS
AMPS
APDS
ASL
ATM
ATMS
BIN
BUPERS
CAD
Chip

CO
COOP
COPE
CPO
DDA

Automated Contract Bulletin

Automated Clearing House

Automated Digital Network System
Automated Military Postal System

All Purpose Date Stamp

Automated SSAC Listing

Automated Teller Machine

Automated Teller Machines-at-Sea program
Bank Identification Number

Bureau of Naval Personnel

Card Access Device (also known as Card Accepting Device)

Miniaturized circuit card embedded in the Navy Cash card that
processes e-purse transactions (often synonymous with e-purse)

Commanding Officer
Continuity Of Operations Plan
Custodian of Postal Effects
Chief Petty Officer

Demand Deposit Account
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DDE
DDS
DFAS
DISBO
DMM
DOD FMR
DSl
DSN
DSSN
DV
EFT
EOD
EOM
EPOS
E-purse

FDNF
FEG
FISC
FRB
FSMIS
FSO
GDSC
GMT
Hot list

IEOD
ISNS
I1ISO
JPMC
K22

K80

Dynamic Data Exchange

Direct Deposit System

Defense Finance and Accounting Service
Disbursing Officer

Domestic Mail Manual

Department of Defense Financial Management Regulations
Direct Settlement Interface

Defense Switched Network

Disbursing Station Symbol Number
Distinguished Visitor

Electronic Funds Transfer

End Of Day

End Of Month

Electronic Point-Of-Sale

Miniaturized circuit card embedded in the Navy Cash card that holds the
programming to process financial transactions (synonymous with chip)

Forward Deployed Navy Forces

Field Examination Group

Fleet and Industrial Supply Center

Federal Reserve Bank

Food Service Management Information System

Food Service Officer

Global Distance Support Center, also known as “One Touch”
Greenwich Mean Time (Navy Cash “clock” is set to GMT/UTC)

List of Navy Cash cards (accounts) that have been reported lost or stolen
to the Navy Cash system. A card on the hot list is rendered inoperable.

Indicate End Of Day (EOD)

Integrated Shipboard Network System

International Standards Organization

JPMorgan Chase Bank, Treasury Financial Agent for Navy Cash

Handheld Navy Cash card reader device used to record sales
transactions. Operated in the online or offline modes.

Cashless ATM device permanently mounted on board ship and used by
Navy Cash cardholders to perform various financial transactions.
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LAN

LCD
LOA

LSC

LSR
MICR
MMPA
MPSA
MSO
MWR
NAVPERS
NAVCOMPT
NAVSUP
NEXCOM
NFS

NIC

NOC

NSF
NWCF
OMM
ORF

OSlI

PAR

PIN

PMS

POS
PRNOC
PVI

RIC

ROM
SAM
SASR
SATCOM
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Local Area Network

Lighted Crystal Display

Line Of Accounting

Logistics Support Center

Logistics Support Representative
Magnetic Ink Character Recognition
Master Military Pay Account
Military Postal Service Agency
Merchant Sales by Operator (a type of Navy Cash application report)
Morale, Welfare, and Recreation
Navy Personnel Command

Navy Comptroller

Naval Supply Systems Command
Navy Exchange Services Command
Navy Family Support

Network Interface Card

Network Operations Center

Non Sufficient Funds

Navy Working Capital Fund
Official Mail Manager

Official Representation Funds
Operating Space Item

Postal Accounting Report

Personal Identification Number
Planned Maintenance System

Point Of Sale

Pacific Region Network Operations Center
Postage Validation Imprinter
Routing Identification Code

Resale Operations Management
Secure Access Module

Safe Audit Summary Report
Satellite Communications
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SIK Subsistence In Kind

SIMA Shore Intermediate Maintenance Activity

SODA Statement Of Deposit Activity

SOP Standard Operating Procedure

SPO Split Pay Option

SSAC Ship’s Store Afloat Catalog

SSEC Ship’s Store Electronic Catalog

SSN Social Security Number

SSPN Ship’s Store Profits Navy

TFA Treasury Financial Agent

TYCOM Type Commander (ship type)

UARNOC Unified Atlantic Region Network Operations Center
UMIDS Uniform Microcomputer Disbursing System

USPS United States Postal Service

uTC Coordinated Universal Time (Navy Cash “clock” is set to UTC/GMT)

1.6 Navy Cash Enrollment
1. BACKGROUND

Navy Cash cards replace bills and coins for personal financial transactions at all retail
locations on board ship. Sailors and Marines must have Navy Cash cards to pay for purchases at
the ship’s store, vending machines, and the post office, for example. Cash is only accepted at
these retail locations on an exception basis, e.g., from guests on board the ship for only a short
time. Sailors and Marines on board ship are still able to obtain U.S. currency at the Disbursing
Office.

Each member of the crew is enrolled in the Navy Cash program and issued a Navy Cash
card, either as part of the initial bulk enrollment prior to installation of Navy Cash on board the
ship, or at the Disbursing Office if an individual reports to the ship after the bulk enrollment is
completed. Navy Cash orientation training is provided as a part of the enrollment process.

The Navy Cash card combines chip technology and a magnetic strip to virtually eliminate the
need for Sailors and Marines to carry cash. On board ship, Navy Cash cards can be used at
cashless ATMs 24 hours a day, seven days a week to access bank or credit union accounts
electronically and transfer money as needed into Navy Cash accounts. The chip-based electronic
purse is used for all purchases on board ship. On liberty ashore, the magnetic strip can be used
for pre-paid debit access to Navy Cash accounts at 23 million MasterCard acceptance locations
and more than 1,000,000 ATMs in over 210 countries and territories worldwide. There are three
types of Navy Cash cards .

a. INSTANT ISSUE NAVY CASH CARDS provide access to all Navy Cash
capabilities. Pre-embossed with the name as “NAVY CARDHOLDER” and a MasterCard®
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account number at the card manufacturing facility, a stock of instant issue cards is held on the
ship by the Disbursing Officer. They are issued on the spot to individuals newly enrolling in
Navy Cash and to replace lost, stolen, or damaged cards.

b. EMBOSSED PERMANENT NAVY CASH CARDS also provide access to all Navy
Cash capabilities. These cards are personalized and embossed with the account-holder’s name
and a MasterCard® account number at the card manufacturing facility and must be delivered to
the individual after they are produced. Generally, embossed permanent Navy Cash cards are only
issued as a part of bulk enrollment when Navy Cash is initially implemented on a ship and as
replacements for expiring cards. When an individual’s Navy Cash card is about to expire, if there
has been activity on the account in the last six months, a new embossed permanent card will be
manufactured and mailed in time to reach the individual before the old card expires. If there is a
need, an embossed permanent Navy Cash card can be requested for a new enrollee or as a
replacement for a lost, stolen, or damaged card. (Note: Disbursing Officers shall only give out
one card, either by issuing an instant issue card or by requesting an embossed permanent card;
they shall not do both.) A visitor Navy Cash card can be issued to the cardholder to use until the
embossed permanent card is delivered to the ship.

c. VISITOR NAVY CASH CARDS are chip-only cards intended only to make
purchases on the ship. They do not have a Navy Cash account associated with them. They do not
have a magnetic strip. They cannot be used for purchases ashore or to access commercial ATMs
off the ship. Visitor cards are issued primarily to visitors from a stock of cards held on the ship
by the Disbursing Officer and are reusable. They should be cashed out and turned in when the
visitor is done with the card, so they can be reissued to another visitor.

Navy Cash cards shall be safeguarded in accordance with the procedures for blank Treasury
checks prescribed in DODFMR, Volume 5, Chapter 7.

2. BULK ENROLLMENT

Prior to installing Navy Cash on board a ship, the entire crew is enrolled in the Navy Cash
program and issued embossed permanent Navy Cash cards. It is highly recommended that
everyone enroll in the Navy Cash program. Crewmembers must provide personal information on
special Navy Cash enrollment forms provided by the Disbursing Office and must acknowledge,
by their signature, the Non-Sufficient Funds (NSF) procedures and electronic funds transfer
policies. The bank or credit union account information on the enrollment form allows Navy Cash
accounts to be linked to each crewmember’s checking or savings account and enables the
transfer of funds to and from the Navy Cash account. Crewmembers authorize, by their
signature, debits and credits to their bank or credit union accounts at their request using
Automated Clearing House (ACH) transactions, e.g., when requesting a transfer of funds at the
K80 Cashless ATM. The information entered on the enrollment forms is entered into the Navy
Cash system database ashore to establish each crewmember’s Navy Cash account and to initiate
issue of embossed permanent Navy Cash cards. A hardcopy of the signed Navy Cash enrollment
form is held on file until the crewmember transfers or leaves the Navy. A more detailed
discussion of basic bulk enrollment procedures is contained in Appendix H.

Providing bank or credit union information is optional when enrolling in Navy Cash. An
individual can elect not to provide this information but can still be issued a Navy Cash Debit
MasterCard® with a magnetic strip and an associated Navy Cash account. Individuals who
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choose this option can still fund their Navy Cash accounts by electing the Split Pay Option
(SPO). Each payday, the amount of their split pay payroll is forwarded either by DFAS
Cleveland for the Navy or by the Marine Disbursing Officer for the Marine Corps to the
Treasury Financial Agent to plus up their Navy Cash accounts.

Individuals whose check cashing privileges aboard ship have been suspended can be enrolled
with access to their home bank or credit union accounts blocked until the ship decides to restore
their privileges. Procedures for unblocking access are found in Chapter 8, Disbursing, paragraph
8.8.2. The Supply Officer or Disbursing Officer provides a list of any individuals in this category
to the Treasury Financial Agent, JPMorgan Chase, during the bulk enrollment process.

3. NORMAL ENROLLMENT

After the initial bulk enrollment is completed, personnel reporting to the ship can enroll in
the Navy Cash program at the Disbursing Office. To enroll, they must fill out and sign an
enrollment form and turn the form in to Disbursing (a sample Navy Cash enrollment form is
included at Appendix F). Disbursing uses the Navy Cash Disbursing Application to enter the
information needed from the enroliment form (see paragraph 8.4.21 of this SOP), which is then
forwarded automatically to the Navy Cash backend ashore to complete the enrollment process.
Dsibursing retains a copy of the enrollment form on board the ships and forwards the original to
the Treasury Financial Agent to image and keep on file electronically.

Personnel newly enrolling in Navy Cash are normally issued an instant issue Navy Cash
card. Pre-embossed with the name as “NAVY CARDHOLDER” and a MasterCard® account number,
instant issue cards are issued on the spot at the Disbursing Office. Instant issue cards provide
individuals immediate access to all Navy Cash capabilities. A new enrollee can load the chip on
the card at the Disbursing Office immediately by writing a personal check or converting cash,
and the card can then be used for purchases on the ship. As soon as the account information on
the ship and shore has been updated with the new account and new card number, which occurs
when the next “round-trip” processing is completed between ship and shore, normally within 24
to 48 hours, the card can also be used to transfer funds at K80 Cashless ATMs on the ship to the
chip or Navy Cash (strip) account from bank or credit union accounts ashore and can access
funds in the strip account at ATMs ashore or to pay for purchases at retail locations ashore.

Again, embossed permanent Navy Cash cards are normally only issued as a part of bulk
enrollment when Navy Cash is initially implemented on a ship or as replacements for expiring
cards. If there is a need to request an embossed permanent Navy Cash card for a new enrollee, a
visitor Navy Cash card can be issued to the cardholder to use until the embossed permanent card
is delivered to the ship (see paragraph 8.4.19, Assign Replacement Card). (Note: Disbursing
Officers shall only give out one card, either by issuing an instant issue card or by requesting an
embossed permanent card; they shall not do both.) Visitor cards can be used for a short period
without significant inconvenience until an embossed permanent cards is delivered to the ship.
However, visitor cards are chip-only cards. They can only be used to make purchases on board
ship. They cannot be used to access a bank or credit union account ashore from the K80 Cashless
ATM on the ship and transfer money to the chip. They do not have a magnetic strip. They cannot
be used to pay for purchases ashore or to access commercial ATMs off the ship. Visitor cards
cannot be used to access Split Pay credited to a cardholder’s Navy Cash (strip) account from the
K80 Cashless ATM. If necessary, for an individual already enrolled in Navy Cash and waiting
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on delivery of an embossed permanent card, split pay can be transferred to the chip on the visitor
card using the Navy Cash Disbursing Application (see paragraph 8.4.8).

4. MARINE ENROLLMENT

Long-Term Deployments. Prior to embarking on a Navy Cash ship for an extended
deployment, Marines should be enrolled in Marine Cash using bulk enrollment procedures. The
Marine Logistics Groups (MLGSs)—MLG 1 Camp Pendleton, MLG 2 Camp Lejeune, and MLG
3 Okinawa—are responsible for coordinating the bulk enrollment of the entire Marine
Expeditionary Unit (MEU). This bulk enrollment process, which includes training and enrolling
the Marines, should be completed about four to six weeks prior to the date of embarkation to
provide enough lead time to manufacture and deliver the Marine Cash cards for distribution just
before or just after embarking on the ship.

Short-Term Deployments. Visitor cards do not require prior enrollment and may be issued
for short-term deployments, such as exercises. Particularly for pre-deployment exercises several
months prior to overseas deployments, visitor cards may be the preferred alternative, because the
Marines participating in the exercise may not be the Marines embarking for the deployment.
Visitor cards are the ship's responsibility. The MLG and the MEU should coordinate with the
ship on the schedule and the number of Marines that will be embarking, so the ship has time to
order additional visitor cards if necessary. The ship will then work with Marines to set up
procedures to get the visitor cards issued. The Navy Disbursing Officer will generally sign out an
additional number of visitor cards to the Marine Disbursing Officer at the beginning of the
deployment. Visitor cards are reusable, and the Marines will be responsible for returning "all"
visitor cards when they leave the ship.

Replacement Cards. Instant issue Navy Cash cards are available as replacements for lost,
stolen, or damaged cards and for small numbers of enrollments during extended or overseas
deployments. Instant issue cards are the ship's responsibility. The MLG and the MEU should
coordinate with the ship on the schedule and the number of Marines that will be embarking, so
the ship has time to order additional instant issue cards if necessary. The Navy Disbursing
Officer will generally sign out a number of instant issue cards to the Marine Disbursing Officer
at the beginning of the deployment. The Marine Disbursing Officer is responsible for returning
any remaining instant issue cards at the end of the deployment.

1.7 Visitors, Guests, and Dependents

Navy ships frequently host guests or other visitors for a variety of reasons. For example,
Distinguished Visitors (DVs) and Navy and civilian personnel come to the ship to conduct
inspections or accomplish other business. Shipyard and other maintenance personnel are on the
ship to repair and update systems. DVs, scout groups, school groups, and others are given tours
of the ship. Large-deck ships, particularly the CVs/CVNs and LHAs/LHDs, have guests on board
nearly every day, and often in large numbers.

Under Navy Cash, visitors, guests, and dependents who are on the ship for only a few hours
or for the day can buy things in the ship’s store, such as snacks, drinks, souvenirs, and
emblematic items, or pay for meals in the General Mess or Wardroom, for example, using cash
or checks, as they have in the past. But, cash sales should be the exception to accommodate
visitors that are only going to be on the ship for a short time, e.g., less than 72 hours.
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Members of ship’s company should not be allowed to use cash on board ship. If a member of
the crew has $5 in his/her pocket, he/she can go to the Disbursing Office to convert that $5 into
electronic cash on the Navy Cash card and then spend it wherever he/she wants on the ship.

Guests who are going to be on the ship for longer periods can be issued a chip-only Visitor
Navy Cash card when they check on board. Just as they must stop by a berthing office to be
assigned a place to sleep, these guests should go to the Disbursing Office to write a personal
check or provide cash to convert into electronic cash on the chip on their Visitor Navy Cash
cards. At the end of their stay on board, these guests should return to the Disbursing Office to
receive cash for the value remaining on their Visitor Navy Cash cards and to turn in their cards.
The Visitor cards can then be reused for other guests. Industry technical representatives and
other personnel who make repeated trips to ships can retain their Visitor Navy Cash cards or
enroll in the Navy Cash program and receive instant issue Navy Cash cards.

Procedures for the sale of meals with and without Navy Cash cards are covered in Chapter 3,
General Mess, and Chapter 4, Private Messes, of this SOP. Procedures for issuing Visitor Navy
Cash cards and for cashing out and returning these cards are covered in Chapter 8, Disbursing.

The following table provides examples of how visitors, guests, and dependents can be
accommodated on board ships equipped with Navy Cash. These instances are examples only,
and each ship must develop its own policy and procedures. There is additional workload for
ship’s store and disbursing personnel, for example, in handling cash in what would otherwise be
a cashless environment, and the ship must make its own judgment that the level of service
provided or the additional revenue and profit are worth the additional effort. In making their
decision, the ship should also consider that some functions, such as ship’s store and disbursing,
are well equipped to handle both cash and Navy Cash with existing equipment, policy, and
procedures, while others, such as post office, might be better served maintaining a completely
cashless operation.

Visitor cards are relatively expensive, but they are reusable, and every effort should be made
to recover these cards from visitors before they leave the ship. The Navy Cash Card Issue Log
shall be used to document each card issued and turned in (see paragraph 8.3.1). When a card is
turned in, all value remaining on the card must be cashed out (see paragraph 8.4.9). If not cashed
out any value remaining on a card after it has been turned in will be handed over to Treasury
and cannot be recovered.
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Guest lT\;I)eOaTs/ Ship,?gg:'el, otc. Vending Payment Type
Guest Navy Cash card not rquired. Pay with

Distinguished Package_ . Shecrl](I at Wardroom Office (still a

Visitor OV) | one or two ball cap, spirit cashless” transaction).
sh meals pin, etc. None Alternatively, DV could be enrolled in

ort-term or S . .
<72 hours Occasional Navy Cash with instant issue Nav_y
Cash card. Load value on card using
purchases K80 Cashless ATM or at Disbursing.
Navy Cash card not required.
Occasional Ex_ceptio_n ?o cashless rule. Collect cash
DV Groups purchases using existing procedures.

Tour Groups | One or two or Occasional | Alternatively, Navy Cash visitor cards
Short-term meals Guest purchases | 9iven to escort(s) to pay for purchases
<72 hours Package at retail locations and vending. Group

ball cap, spirit settles at end of visit by paying
pin, etc. equivalent amount with check at
Disbursing.
Navy Cash card not required. Pay
with check at Wardroom Office, Chiefs
Mess, or Food Service Office as
Any Guest ) . i
One or two Occasional Occasional | appropriate.
Short-term meals purchases purchases Alternatively, sponsor pays for meals
< 72 hours .
using Navy Cash card at Wardroom
Office, Chiefs Mess, or Food Service
Office as appropriate.
Issue Navy Cash visitor card at
Regular _ _ D_is_bursing. Retain ca_rd for_subseque_nt
Guest or Occasional Occasional Regular visits. I__oad ca}rd at Disbursing. Or, sign
Contractor meal purchases purchases | up for instant issue Na\{y Cash card,
which can be loaded using K80
Cashless ATM or at Disbursing.

) Issue Navy Cash visitor card at
Aircrew Disbursing. Load card at Disbursing.
or Other Regular visitors can retain card for next

Personnel on Room and . visit. Or, sign up for instant issue Navy

Board for meals for Occasional Regular Cash card, which can be loaded using
Training one, two, or | purchases purchases | a5 Cashless ATM or at Disbursing

] more days - L '

Medium-term Other visitors return visitor cards to
> 72 hours Disbursing to cash out card. Disbursing

retains card for later reuse.
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Guest

Room /

Retail

Vending

Payment Type

Meals Ship’s Store, etc.
Navy Cash card not required.
Exception to cashless rule. Pay with
check at Wardroom Office, Chiefs
Mess, or Food Service Office as
Large Groups |  Room and Reaul Reaul appropriate. Collect cash using existing
Medium-term meals for pu?c?huasgs pu?c?huaggs procedures at ship’s store and selected
> 72 hours | Multiple days “cash only” vending machines or
vending machines that take both cash
and Navy Cash. Vending machines can
be reset for Navy Cash only operations
when large group departs.
Issue Navy Cash visitor card at
Disbursing. Load card at Disbursing.
TAD Regular visitors can retain card for next
Personnel, Room and visit. Or, sign up for instant issue Navy
Guests, and meals for Reghular Reghular Cash card, which can be loaded using
Contractors | multiple days | - o 2> PUrChases | g0 Cashless ATM or at Disbursing.
Long-term Other visitors return visitor cards to
Disbursing to cash out card. Disbursing
retains card for later reuse.
Large number of short-term visitors
Pier / Hangar None Ship’s Store None Navy Cash card not required.
Sales purchases Exception to cashless rule. Collect cash
using existing procedures.
. Navy Cash card not required.
gr&%\arg; Exception to cashless rule. C_ollect cash
Other Short— None None Regular at sele_:cted “gash o_nI;_/” vending
Term Guests purchases mach!nes using existing procedures.
When in Port Vending machines can be reset for

Navy Cash card operations when at sea.

1.8 Hot List for Lost, Stolen, or Damaged Navy Cash Cards

The Navy Cash card is electronic money and must be treated like cash. If it is lost or stolen,
the maximum that can be lost from the chip is $25—as long as the Personal Identification
Number (PIN) is protected. If other people know the PIN, all the funds on the card could be lost,
as could funds in the card owner’s bank or credit union account. To limit their loss in the event
of a lost or stolen card, cardholders must report lost, stolen, or damaged cards to the Disbursing
Office immediately. When a cardholder is unable to contact the Disbursing Office immediately,
e.g., on leave away from the ship, he or she should immediately notify the Navy Cash Customer
Service Center of the lost, stolen, or damaged card. A telephone call is the preferred way to
notify the Customer Service Center, but e-mail notification is also acceptable. The telephone
number for the Customer Service Center is printed on the back of the embossed permanent and
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instant issue Navy Cash cards. The telephone numbers and e-mail addresses of the Customer
Service Center are contained in paragraphs 1.5.4.i and j of this SOP.

Navy Cash safeguards a cardholder’s electronic funds in three ways. First, a PIN, known
only to the individual cardholder, is associated with each Navy Cash card. The PIN prevents an
unauthorized user from withdrawing money or making a purchase. Should someone obtain a
cardholder’s card and attempt to determine the PIN by trial and error, the card is “blocked” after
three consecutive, unsuccessful attempts to enter the correct PIN. Once a card is blocked, it must
be taken to the Disbursing Office to be unblocked. Additionally, ten consecutive incorrect PIN
entries results in the card being permanently blocked, at which time it must be taken to the
Disbursing Office to be replaced. Second, after an individual reports his or her card lost or stolen
to the Disbursing Office or the Navy Cash Customer Service Center, the card is “hot listed”. All
online devices receive the hot list and start looking for the card. When the lost or stolen card is
inserted, the device permanently blocks the card. This prevents anyone from using the card even
if they have the PIN. Third, for vending machine purchases on board ship, a PIN is not required,
so Navy Cash limits vending machine purchases to a total of $25 on the electronic purse before
the PIN is required to reset the counter and allow continued spending. However, once a card is
reported lost or stolen and the CADs in the vending machines have received the hot list, the
CADs permanently block the card if it is inserted.

The balance that was on the chip of a lost or stolen embossed permanent or instant issue card
at the close of the business day it was reported lost, stolen, or damaged is transferred
automatically to the cardholder’s Navy Cash account. For the return of funds on a lost, stolen, or
damaged visitor card, see paragraph 8.4.16, Change Card Status,

To replace a lost, stolen, or damaged card, the Disbursing Office issues the crewmember an
instant issue card. Issued on the spot at the Disbursing Office, instant issue cards provide
immediate access to all Navy Cash capabilities. A new enrollee can load the chip on the card at
the Disbursing Office immediately by writing a personal check or converting cash, and the card
can then be used for purchases on the ship and to transfer funds at K80 Cashless ATMs on the
ship to the chip or Navy Cash (strip) account from bank or credit union accounts ashore. As soon
as the account information on the ship and shore has been updated with the new card number,
which occurs when the next “round-trip” processing is completed between ship and shore,
normally within 24 to 48 hours, the card can also be used to access funds in the strip account at
ATMs ashore or to pay for purchases at retail locations ashore.

1.9 Navy Cash: Store-and-Forward Affects Timing of Navy Cash Processing

Navy Cash depends on ship-to-shore satellite communications. To keep communications
demands to a minimum, Navy Cash was designed to work on a store-and-forward basis—a day’s
worth of transactions are generally transmitted ashore once each day at the end of the business
day. This store-and-forward design affects the time that Navy Cash transactions are processed,
both on the ship and on the shore.

Home Account to Navy Cash Transfers. If cardholders transfer money from their home bank
or credit union account to their Navy Cash (strip) account at the K80 Cashless ATM, the funds
are available for use on the ship immediately, as soon as they transfer value from their Navy
Cash account to the chip. The funds will generally be available ashore the next day, if the ship
completes its end-of-day processing between ship and shore. For this reason, it’s important to
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stage funds to their Navy Cash account in advance, so the funds will be available when they want
to use their Navy Cash Debit MasterCard® ashore. However, Automated Clearing House (ACH)
transactions, which Navy Cash uses, are only processed Sunday through Friday at 10:00 PM
(8:00 PM on Sunday) Eastern Time by the Federal Reserve system. When they transfer money
from their bank or credit union account Sunday through Friday, the transaction will generally be
posted to their home account within 48 hours. If they transfer money on a Saturday, the
transaction will generally not be posted to their home account until Tuesday.

Navy Cash to Home Account Transfers. The same is true if they transfer money from their
Navy Cash account back to their home bank or credit union account. When they transfer money
Sunday through Friday, the funds will generally be available in their home account within 48
hours, if the ship completes its end-of-day processing. If they transfer money on a Saturday, the
funds will generally not be available in their home account until Tuesday.

Chip to Navy Cash Transfers. If they transfer money from their chip to their Navy Cash
(strip) account, the new balance in their Navy Cash account is reflected on the ship immediately,
but the funds won’t be available ashore until the next end-of-day processing is completed
between ship and shore. Again, it’s important to stage funds to their Navy Cash account in
advance, so the funds will be available ashore when they need them.

Use of Navy Cash Funds Ashore. If they use their Navy Cash Debit MasterCard® feature
ashore, either to get cash at an ATM or to purchase something at a restaurant or store, the new
balance in their Navy Cash account is reflected ashore immediately, but it won’t be reflected on
the ship until the next end-of-day processing is completed between ship and shore.

PIN Changes. If they change their PIN on the ship, the new PIN is effective on the ship
immediately and will generally be effective ashore the next business day, but only if the end-of-
day processing has been completed between ship and shore. In the interim, the old PIN is still
valid ashore.

Split Pay. Split Pay is normally processed ashore and posted to their Navy Cash account the
day before pay day so the funds are available on the ship on pay day. Split pay funds are
available for use ashore as soon as they are posted to their Navy Cash account. However, if
shipboard communications are down on pay day, the split pay payroll information from shore
can’t be received on the ship. The Disbursing Officer has the option to run a provisional Split
Pay Option (SPO) payroll on the ship. Cardholders who are enrolled in SPO can be given a
“provisional credit” in the amount of their SPO payroll amounts. The Navy / Marine Cash
system on the ship keeps the previous SPO payroll amounts as a part of each cardholder’s profile
information and provides the Disbursing Officer the ability to update the SPO payroll amounts.
Even when the Navy / Marine Cash system cannot communicate with the shore side, DFAS
Cleveland still sends the actual Navy split pay file to the Navy / Marine Cash back end ashore for
processing. When communications are restored, the Navy / Marine Cash system synchronizes
Navy / Marine Cash accounts between ship and shore and reconciles Navy / Marine Cash
accounts on the ship so they reflect the correct balances.

The following table summarizes the information detailed above.
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Transaction Type

Aboard Ship

Ashore

Funds transfer from
bank or credit union ashore
Sunday through Friday

Funds available immediately.

Funds available next day.?
Transaction posted to home
account within 48 hours.

Funds transfer from
bank or credit union ashore
Saturday

Funds available immediately.

Funds available next day.?
Transaction posted to home
account by Tuesday.

Funds transfer to
bank or credit union ashore
Sunday through Friday

New Navy Cash account balance
reflected immediately.

Funds available
within 48 hours.?

Funds transfer to
bank or credit union ashore
Saturday

New Navy Cash account balance
reflected immediately.

Funds available by Tuesday.?

Funds transfer from
Navy Cash account to chip

Funds available on chip immediately.
New Navy Cash account and chip
balances reflected immediately.

New Navy Cash account balance
reflected next day.’

Funds transfer from
chip to Navy Cash account

New Navy Cash account and chip
balances reflected immediately.

Funds available next day.’

Navy Cash Debit MasterCard®
at ATM or merchant ashore

New Navy Cash account balance
reflected next day.?

New Navy Cash account balance
reflected immediately.

PIN change

New PIN effective immediately.

New PIN effective next day.?
Use old PIN in interim.

Split pay
Shipboard comms “up”

Funds available as soon as ship completes
end-of-day between ship and shore.”

Funds available as soon as
split pay payroll posted.®

Split pay
Shipboard comms “down”

Ship can’t receive payroll update.
Disbursing Officer has option to run
provisional payroll on ship. Cardholders
enrolled in SPO given “provisional credit” in
amount of payroll. When comms restored,
system synchronizes accounts between ship
and shore and reconciles accounts on ship so
they reflect correct balances.

Funds available as soon as
split pay payroll posted.®

Notes:

! Transfer value to chip to use on ship.

2 1 ship completes end-of-day between ship and shore. ACH transactions are processed Sunday through Friday at
10:00 PM (8:00 PM on Sunday) Eastern Time and are generally posted to bank and credit union accounts within
48 hours. To meet processing deadline, ship must complete end-of-day by about 9:00 to 9:30 PM (7:00 to 7:30
PM on Sunday) Eastern Time. Transactions that miss deadline are processed next business day.

® 1 ship completes end-of-day between ship and shore.

* Normally at end-of-day completed the day before pay day, so funds are available on pay day.

> Normally processed the day before pay day, so funds are available on pay day.
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1.10 Web and Telephone Purchases Using the Navy Cash Card

The Navy Cash Debit MasterCard® can be used to pay for things ordered over the phone or at
a web site. The things that are ordered can be shipped to almost any address, but, when the
merchant asks for a billing address, the correct address is the ship’s mailing address because
that’s the billing address that’s been entered in the MasterCard® data base for the Navy Cash
cards. To protect against fraudulent use of lost and stolen debit and credit cards, many merchants
and their financial networks compare the billing address given by the customer against the billing
address registered in the data base. These addresses may need to be the same before they will
approve the transaction.

1.11 Recurring Payments Using the Navy Cash Card

Recurring or automatic bill payment is a one way to pay for such things as telephone or cable
television service, health club membership, magazine subscriptions, or internet service.
Recurring payments can be made with credit and debit cards. Either a fixed amount, like a
monthly internet service bill, or a variable amount, like a telephone bill, is pre-authorized.
Although the Navy/Marine Cash card can be used for recurring payments, it is not
recommended.

The Navy Cash/Marine Cash Debit MasterCard® is a prepaid debit card, not a credit card or
a check card. It does not provide a line of credit or access to the pay deposited automatically in a
checking account. Normally, the amount of money that can be spent is limited by the amount of
money a cardholder loads onto the card. If a cardholder forgets to add money to the strip
account, a recurring payment that exceeds the available balance will be declined, but only if the
merchant tries to get authorization first. If the merchant is “force posting” the transaction without
getting prior authorization, a recurring payment that exceeds the available balance will result in a
negative balance. The negative balance will be reported the next day, and the Disbursing Officer
must notify the cardholder to come to disbursing to clear the negative balance.

If a cardholder has used a Navy/Marine Cash card for a recurring payment and, for some
reason, a merchant continues to submit the recurring payment after the cardholder notified them
to cancel their service, the cardholder must first contact the merchant to work out the problem. If
the cardholder is unable to settle the issue, they may contact the Customer Service Center (CSC)
for help in resolving the dispute with the merchant. The Fraud/Claims Group will contact the
merchant and work to halt the recurring payment and restore the funds to the Navy/Marine Cash
account.
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2.1 Background

This chapter of the SOP describes the operation of the K22 Point-Of-Sale (POS) device and
the K80 Cashless Automated Teller Machine (ATM).

NOTES:

1. Operator is defined as a properly authorized agent clerk/cashier or functional
manager (payee) that performs Navy Cash transactions. For example, the ship’s store
cashier, a disbursing clerk, the wardroom cashier or officer, and the MWR custodian
are operators.

2. Cardholder is defined as any person holding a Navy Cash card or making a purchase
(payer) or receiving a refund with their Navy Cash card at any merchant on the ship.

3. Merchant is defined as the shipboard activity that supplies items or services to be
purchased or makes a refund. The ship’s store, MWR, private messes, and post office
are all merchants.

2.2 Planned Maintenance System

Preventive maintenance for the Navy Cash Financial System is covered through the Planned
Maintenance System (PMS). PMS information for Navy Cash is available from the ship’s
Maintenance and Material Management (3-M) Coordinator. Maintenance Index Page (MIP)
number 6541/080-14 applies to Navy Cash. In particular, proper cleaning of the card readers can
significantly reduce the incidents of card readers failing to read the Navy Cash card.

2.3 K22 Point of Sale Device

The K22 is a handheld Point-Of-Sale (POS) device that is used to record sales transactions in
the Navy Cash system. It can be operated online or offline and has a battery backup in the event
of power failure to continue to operate and to protect data. The disbursing office has portable
K22s that may be checked out when required. Since a limited number of these portable devices
are available, they must be returned to the disbursing office as soon as possible after use.

2.3.1 Basic Day-to-Day Retail Operations (Normal Mode)

The operation of the K22 in recording sales transactions is relatively straightforward and is
explained in basic terms in the following few paragraphs. Subsequent paragraphs contain more
detailed explanations and describe modifying the K22 device setup to, for example, change the
mode or add, delete, or modify merchants, events, or amounts.

a. Operator Log On. The operator must first log on the Navy Cash system in order to
operate the K22 (see paragraph 2.3.11.a for a more detailed description). The operator will
remain logged on the system until he or she specifically logs off.

(1) Online Mode. In the online mode, the K22 is connected directly to the Local
Area Network (LAN) and the operator selects the “OK” key to turn the K22 on.

(a) The K22 automatically boots up and displays the Operator Log-On screen,
prompting the operator for Operator ID.
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(b) The operator enters his or her Operator ID using the keypad and presses the
OK key. Operator IDs are four-digit numbers.

(c) The K22 sends a message to the server, and the server returns a message to the
K22 either accepting or denying the operator log-on.

(d) If the log-on is accepted, the K22 enters the current configuration normal
operation and is ready for use when the Operator Name is displayed on the screen.

(e) If log-on is denied, the operator must report to the disbursing office to resolve
the problem.

(2) Offline Mode. If the K22 is going to be used in the offline mode, operator log-
on must first take place online at any K22 network connection point. K22 connection points are
located in the disbursing office, general mess, private mess, MWR, post office, or other locations
set up during the Navy Cash installation.

(a) The operator disconnects the K22 device currently in operation (if any) and
connects the K22 that he or she wants to log onto to the LAN with a data cable.

(b) Once connected, the offline log-on procedure is the same as the online
procedure. After log-on is complete, the operator can disconnect the data cable and proceed to
operate the K22 in the offline mode. The operator should make sure that the K22 has fresh
batteries before disconnecting the device from the network, i.e., going offline.

b. Sales Transactions.

To begin a generic purchase transaction, the K22, whether online or offline, is already
properly logged-in and ready to operate (a screen showing the current operator name is shown)
(see paragraphs 2.3.11.c through 2.3.11.i for a more detailed description). The K22 has three
function keys that can have a merchant, an event, and an amount assigned to them. The operator
or the cardholder can select the “CLR” key to completely cancel the transaction and return the
K22 to the main screen at anytime during the process.

(1) The operator selects the appropriate merchant 1D function key. This step
identifies the type of sale transaction, i.e., some merchants perform more than one sale
transaction type. For example, the post office has three sale transaction types (stamps, postal
meter sales and money orders).

(a) The merchant function keys are programmed when the disbursing office
originally configures the K22.

(b) If only one merchant has been assigned to the function keys, this step is not
needed because a merchant is automatically assigned to the sales transaction.

(c) If the cardholder’s Navy Cash card is inserted in the K22 before the sale
begins, only one merchant/event/amount purchase can be done because multiple entries of
merchants/ events/amounts are not allowed.

(2) The operator selects the appropriate event code function key, which is optional,
or presses OK to proceed to the amount entry screen.
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(3) The operator enters the sale amount using the keypad or selects an amount
function key. If the sale amount was entered with the keypad, the “OK” key is pressed to confirm
the sale.

(4) The K22 displays the current sales total for each type of sales transaction. The
operator repeats the three steps above to add items until the sale is completed. The displayed
sales amount is revised after each item is added.

(5) After all items are entered into the K22, the final sales amount is displayed and
the operator prompts the cardholder to insert their Navy Cash Card.

(6) The cardholder inserts their Navy Cash card into the card reader receptacle on
the K22.

(7) The K22 prompts the cardholder to enter their PIN.
(8) The cardholder enters their PIN using the keypad.

(9) The K22 confirms the PIN and prompts the cardholder to confirm the final sale
amount with a yes or no question.

(10) The cardholder accepts the sale amount by pressing the “OK” key.

(11) Alternatively, the cardholder can select the “CLR” key to completely cancel the
transaction and return the K22 to the main screen at anytime during the process.

(12) When the cardholder presses the OK key to submit the transaction, the message
“Approved” or “Denied” is displayed on the screen for each type sales transaction amount.

(@) If “Approved” is displayed, the K22 debits the amount from the cardholder’s
Navy Cash Card. In the case where more than one transaction type amount is involved in the
sale, it is possible that one transaction type amount will be approved while another will be
denied. This depends on the amount of the sale and the amount of money on the cardholder’s
Navy Cash card. For example, if a cardholder wants to purchase a money order and stamps (two
different sales transaction types) and only has enough money on the card (e-purse/chip) for the
stamp purchase, the K22/system will approve the stamp purchase and deny the money order
purchase. The K22 will display which parts of the sale were accepted, and the operator can press
the up or down arrows to scroll through a list to see the individual sales results.

(b) If “Denied” is displayed, the cardholder has insufficient funds and the
transaction (or partial transaction under certain circumstances discussed above) is canceled
automatically. The operator directs the cardholder to transfer a sufficient amount of funds to their
card at the cashless ATM (K80) before the sale can be accomplished.

(13) If a cardholder’s card is hot listed for any reason, the K22 will immediately
display the message “Invalid Card” when the cardholder’s card is inserted into the K22. The K22
will lock the card from further use (the chip is permanently rendered unusable) and display the
message “Remove Card”.
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c. Download of Sales Transactions from K22 to Navy Cash Server

(1) Online Mode. When operated in the online mode, sales transactions are
downloaded to the Navy Cash server automatically and do not require operator intervention.

(2) Offline Mode. When operated in the offline mode, the upper right-hand corner
of the K22 screen displays an asterisk (“*”) for offline mode and an exclamation point (“!”
when transactions have been recorded (stored) and require downloading to the Navy Cash server.

(a) The K22 can be downloaded at any Navy Cash network connection point
(disbursing, MWR, private mess, general mess, ship’s store, post office). The network
connection points are the same as for the log-on function.

(b) Disconnect the K22 device currently in use (if any) and use the data cable to
connect the offline K22 to the network connection point. Ensure the K22 is powered on by
pressing the green “OK” key.

(c) The download starts automatically when the LAN connection is made and
begins when the asterisk on the K22 screen disappears, usually within a minute.

(d) The “r” will remain displayed until all transactions have been downloaded to
the server. When the “!” symbol disappears, the K22 can be disconnected from the network
connection point. If a K22 was disconnected to permit the download, it should be reconnected at
this time.

(3) K22 Terminal Lost or Destroyed. The K22 POS terminal is used to store the
value of sales transactions and should be protected much like a cash box, particularly when
operated in the offline mode. When being transported off the ship and over water, the K22
should be carried in a waterproof container equipped with a flotation device. In the unlikely
event that a K22 is lost or destroyed before the sales transactions data recorded in it are
downloaded to the server, the sales transactions can be reconstructed from copies of sales
receipts.

(a) The Navy Cash chip balance is essentially maintained in two places,
physically on the chip and electronically in the database ashore. If sales transactions are not
captured on the Navy Cash server on the ship, e.g., the K22 is lost overboard before the
transactions are downloaded to the server, then no transactions can be posted to the shore
database, and the Navy Cash database ashore has no way of knowing the value to transfer to that
particular merchant’s account or the correct chip balances on cardholders’ cards. The chip
balance on the card (the correct value) will be different from the chip balance that is maintained
in the shore database.

(b) The information required to reconstruct the sales transactions would need to
be provided by whoever collected the transactions. It could come from the ROM 11 reports if it
was the ship’s store K22 that was lost or destroyed or from copies of receipts given to
cardholders, e.g., in the wardroom, Chiefs mess, or MWR. The amounts that were deducted from
cardholders’ cards and the cardholders’ names or card numbers would be provided to the Navy
Cash Customer Service Center (CSC) at the toll free number listed in Chapter 1 of this SOP.
CSC personnel would then adjust each cardholder’s chip balance in the shore database. This
should synchronize the chip balance in the shore database with the chip balance on the

NC SOP Ver 1.13 Chpt 2 K22 K80 2-5 14-Aug-09



cardholders’ Navy Cash cards, and enable payment to the merchant account. The accuracy will,
of course, only be as good as the information provided to the CSC.

d. Operator Log Off

(1) Online Mode. In the online mode, the operator selects the “Off/Cancel” key (see
paragraph 2.3.11.b for a more detailed description). The operator will remain logged on the
system until the operator specifically logs off. The operator is not automatically logged off if the
K22 is turned off.

(a) The K22 prompts operator with a yes or no question to confirm that log-off is
desired.

(b) The operator selects the “OK” key.

(c) The K22 sends a message to the server, and the server returns a message to
the K22 either accepting or denying the operator log-off.

(d) If the log-off is denied, the K22 returns to normal operation.

(e) If the log-off is accepted, the K22 enters the Log-On screen and log-off is
completed.

(f) To turn the K22 off, the operator holds the “OFF” key down for 10 to 20
seconds.

(2) Offline Mode. If the K22 has been used in the offline mode, operator log-off
must take place online at any K22 network connection point. The network connection points are
the same as for the log-on function. The operator connects the K22 data cable to the network
connection point and performs the same steps as for the online log-off.

2.3.2 K22 Modes

a. Administrative Screens: The K22 Administrative Screens allow the device to be
configured to work in the Normal Mode or in the Proxy Mode. The Administrative Screens are
entered by use of an Administrative Password and allow the Disbursing Officer, or designated
representative, to change the following variables. Once the variables have been altered, the
changes can be saved.

(1) Merchant ID — Assign to one of the three function keys in Normal Mode. The
K22 must be online for Merchant IDs to be set. The Terminal ID must be set before Merchant
IDs can be set.

(2) Event ID — Assign to one of the three function keys in Normal Mode. The K22
must be online for Event IDs to be set. The Terminal ID and Merchant ID must be set before
Event IDs can be set.

(3) Amount — Assign to one of the three function keys in Normal Mode
(4) Mode — Select Normal Mode or Proxy Mode.
(5) Admin Password — Change the Admin Password.
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(6) Terminal ID — A 16-digit number assigned to the K22. The Terminal ID is the
first eight digits of the device serial number followed by eight zeros.

(7) Force Operator Logon — Forces operator logon in Proxy Mode.

b. Normal Mode: In Normal Mode, the K22 is used as a POS device and allows the
Operator to log on and log off the system (see paragraphs 2.3.1.a and 2.3.1.d) and process sales
transactions (see paragraph 2.3.1.b). An operator must be logged on before the K22 can process
transactions. The K22 must be connected to the Navy Cash network for an operator to log on or
off, but constant network connection is not required to process sales transactions. When a K22 is
in normal mode, the proper order for a sales transaction is:

(1) Press a function key to select a Merchant.
(2) Press a function key to select an Event (optional).

(3) Press a function key to select a pre-set amount or enter the amount using the
keypad.

(4) Insert Navy Cash card and enter PIN.
(5) Verify Amount.

(6) Complete Sale.

(7) Display result of Sale.

At least one merchant must be assigned to a function key to enter the Normal Mode.
Merchants are assigned to function keys using the Admin Screens (see paragraph 2.3.9). If only
one merchant is assigned to a function key (i.e., the rest are left blank), the K22 will
automatically use that one merchant for any sale (in this case, step 1 above does not need to be
performed). If one or two merchants are assigned to function keys, and the other key(s) left
blank, the blank key(s) will not work.

Events are assigned to function keys based on the merchant selection. After a user selects a
merchant function key, then the function keys represent the events assigned to that merchant.
Events are assigned to function keys using the Admin Screens (see paragraph 2.3.9). If no events
are assigned to function keys, the K22 will proceed immediately to the amounts screen. If no
event is assigned, a function key will not work. If the user does not want to use an event, “OK”
can be pressed and no event will be assigned.

Amounts can also be assigned to function keys. Amounts are assigned to function keys using
the Admin Screens (see paragraph 2.3.9). If no amount is assigned, a function key will not work.

c. Proxy Mode: In proxy mode, the K22 interacts with the disbursing application (see
Chapter 8 of this SOP) and the ROM |1 cash register (when K22 and cash register are connected)
(see Chapter 7 of this SOP). In each case, the K22 is connected to the PC by a serial cable. The
proxy mode relies on a Navy Cash Proxy application that resides on the PC. If there is a problem
with the K22 in the proxy mode, e.g., the K22 screen displays the “Offline” message for an
extended period, it may be necessary to restart the Navy Cash Proxy application.
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(1) Locate the Navy Cash Proxy icon in the Windows status bar next to the clock.
The icon has green and blue colors and is meant to look like a serial cable connector.

(2) Either right-click or double-click the icon. A window will open titled “Navy
Cash Proxy”.

(3) Click the “Quit” button.

(4) Go to the Start Menus > Programs > Navy Cash Disbursement Interface > and
click on Shortcut to Navy Cash Proxy.exe to restart the application. The icon should reappear in
the status bar.

2.3.3 K22 Device Setup

The K22 uses a Secure Access Module (SAM) for interaction with the Navy Cash card. The
SAM is loaded directly into the K22 device. If the SAM is not in the K22, the K22 will not work
and a message saying “Out of Order — Call Maintenance” will replace the main screen.

a. Device Setup Entry To Main Menu. When the K22 is first set up after it has been
flashed with the hex file, the Device Setup mode will immediately skip to Admin Password
Entry. If the K22 has been set up before, pressing 5 when the K22 first boots up will enter the
Device Setup (see paragraph 2.3.7.c for a more detailed description).

(1) K22 prompts user to enter Admin Password.
(2) User Enters Admin Password.
(3) K22 Verifies and displays Main Menu.

(4) User selects option to change. This step allows entry to all other Use
Cases/Modes.

b. Admin Password Entry (see paragraph 2.3.7.d for a more detailed description).

(1) K22 prompts user to enter new Admin Password.
(2) User enters new Admin Password.

(3) K22 asks user to reenter new Admin Password.
(4) User reenters new Admin Password.

(5) K22 returns to Main Menu.

c. Merchant Entry. Merchants can be assigned to any or all of three function keys (see
paragraph 2.3.9.a for a more detailed description).

(1) K22 prompts user to select function key to assign to a merchant.
(2) User selects a function key.
(3) If Cancel (CLR) is selected, K22 returns to Main Menu.

(4) K22 queries server for a list of merchant ID numbers.
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()
(6)
(")
(8)
(9)

K22 asks user to select which merchant ID to use.

User scrolls through list of Merchant IDs and selects one.
K22 asks user to confirm merchant ID.

User confirms merchant ID.

K22 returns to Step 1.

d. Event Entry. Events can be assigned to any or all of three function keys for each
merchant ID assigned (see paragraph 2.3.9.b for a more detailed description).

1)

will be assigned.

()
(3)
(4)
()
(6)
(7)
(8)
9)

K22 prompts user to select the function key for the merchant to which the event

User selects a function key that has a current merchant ID assigned.
The K22 prompts user to select function key to assign to an event.
User selects a function key.

If Cancel (CLR) is selected, K22 returns to Main Menu.

K22 queries server for a list of current event codes.

K22 asks user to select which event code to use.

User scrolls through list of event codes and selects one.

K22 asks user to confirm event code.

(10) User confirms event code.

(11) K22 returns to Step 1.

e. Amount Entry. Amounts can be assigned to any or all of three function keys (see
paragraph 2.3.9.c for a more detailed description).

(1)
()
(3)
(4)
(5)
(6)
(7)
(8)

The K22 prompts user to select function key to assign to a preset Amount.
User selects a function key.

If Cancel (CLR) is selected, the K22 returns to the Main Menu.

K22 asks user for the Amount.

User enters the Amount.

The K22 will prompt user to confirm the Amount assignment.

User confirms the Amount.

The K22 returns to Step 1.

f. State Selection (see paragraph 2.3.7.f for a more detailed description).

1)

K22 prompts user to select state for K22 (Normal or Proxy).
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(2) User selects a state.

(3) K22 asks user to confirm the new state.
(4) User confirms new state.

(5) K22 returns to State Selection Menu.

g. Proxy Mode Force Operator Logon Selection (see paragraph 2.3.8.a for a more
detailed description).

(1) K22 displays to the user the current force operator logon setting.
(2) User changes setting.

(3) K22 asks user to confirm the new setting.

(4) User confirms new setting.

(5) K22 returns to proxy mode menu.

h. Terminal ID Entry (see paragraph 2.3.7.e for a more detailed description).

(1) K22 prompts user to enter a new Terminal ID.
(2) User enters a new Terminal ID.

(3) K22 will ask user to confirm new Terminal ID.
(4) User confirms new Terminal ID.

(5) K22 returns to Main Menu.

i. Save Device Setup. Terminal ID must be entered before the Device Setup can be
saved (see paragraph 2.3.10 for a more detailed description).

(1) K22 prompts user to indicate if they wish to save changes (Yes/No).
(2) User selects “Yes” to save changes and “No0” to not save changes.
(3) If user answers Yes, K22 saves all changes made.

(4) K22 reboots itself.
2.3.4  Quick Guide to Configuring a K22

a. A Quick Guide to Configuring a K22 is included at Appendix B. The guide contains
an example of the K22 Configuration Settings Worksheet. A copy of the worksheet will be filled
out for each K22 included as a part of the Navy Cash installation. The worksheet provides an aid
to assist in troubleshooting any equipment or software problems and should also be referred to
and updated whenever a K22 is being configured or reconfigured.

b. When configuring a K22 to connect to the ROM II electronic cash register, additional
steps are required. Appendix C, How to Set Up Navy Cash and ROM I1, provides these
guidelines.
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2.3.5 K22 Screens

The K22 screen can display four lines of text of 20 characters each. In the descriptions below
of the various screen displays, the line numbers “0” through “3” on the left of each “screen” are
used for textual references only and are not displayed on the K22 screen itself.

2.3.6 Boot-Up and Error Screens

When the K22 is first booted, there are a series of boot-up screens. These screens show the
current state of the K22 as it powers up. During this boot up phase, the following screens and

error states are possible.

Loading Drivers

DEVICE ERROR
CALL MAINTENANCE

W NP, O

DEVICE ERROR -S1
CALL MAINTENANCE

W NP+ O

DEVICE ERROR -S2
CALL MAINTENANCE

W NP O

Init Connections

W NPEF,O
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Device specific drivers are being loaded.

This screen is shown when the main card reader
cannot be activated.

The two error screens on the left occur when the
Secure Access Module (SAM) cannot be activated.

The device is initializing communication connections.
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O CONNECTIVITY ERROR
1 CALL MAINTENANCE
2

3

Loading Configurations

0
1
2
3

2.3.7 Device Setup Screens

This error indicates Serial Port communication cannot
be activated.

The device is loading saved configurations.

a. Initial Device Configuration Screens: After the K22 is flashed, it needs to be

configured, and an initial password is required to protect the configuration information. The
password must be four digits long. The password is not saved until the Device Setup is saved.

Under normal circumstances, all K22s received on the ship have already been set up and a
password has already been assigned, either by the installation team or the depot. To begin
configuring a K22 for merchant use, skip to step “c” below, press the “5” key to enter the admin
mode, enter the current four-digit admin password, press the “3” key to bring up the state
selection screen, and then skip to step “f” below to select either normal mode or proxy mode as

appropriate.

Enter New
Admin Password

WNPEFkO

CLR=Clear OK=Done

Re-Enter New
Admin Password

W NP O

CLR=Clear OK=Done
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As the password is entered, a series of asterisks is
shown on line 2. If CLR is pressed, the digits are
cleared, and the user can re-enter. If OK is pressed
before any digits are entered, line 3 changes to say “A
value is required”. If OK is pressed before all four
digits are entered, line 3 changes to say “4 digits
required”.

If OK is pressed after four digits have been entered,
the next screen will ask for the new password to be
reentered. If the reentered four digits are not the same
as the original four digits, the K22 will ask for a new
password to be entered again. The K22 will not
continue until both passwords are the same.
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b. Set Terminal ID. The next requirement is to set a Terminal ID. Terminal IDs are 16
digits long. The new Terminal ID will not be saved until the Device Setup is saved.

Enter Terminal 1D

CLR=Clear OK=Done

O New Terminal 1D

1 XXX XX XXX XX

2 Confirm OK=Yes
3 CLR=No

The first Terminal ID Entry screen will ask the user to
enter a Terminal ID. The digits will be shown on line
1 as they are entered. If CLR is selected, the digits are
cleared, and the user can re-enter. If OK is selected
before any digit is entered, a message on line 2 will
read “A value is required”. If OK is pressed before 16
digits are entered, line 2 will read “16 digits required”.

If OK is pressed after 16 digits have been entered, the
Confirm screen will be shown. The new Terminal ID
will be shown on line 1. If CLR is selected, the first
terminal entry screen will be shown for re-entry. If the
user presses OK, the new Terminal ID will be
assigned, and the K22 will return to the main menu.

c. Device Setup Entry to Main Menu. When the K22 is booted up (after the first boot),

the initial screen will be displayed showing the current Version and Build number of the K22
software, where x.xx is the Version number and y is the Build. If the “5” Key is pressed, the K22
will ask for the current Admin Password for entry into the Device Setup Screens. The Admin

Password is four digits long.

O Press 5 to enter

1 admin mode

2

3 V X.xx By

0 Admin Mode

1 Enter Password

2

3 CLR=Cancel OK=Done

O Admin Mode

1 Wrong Pin - Do you
2 wish to try again?
3 CLR=No OK=Yes
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As the Password is entered, it appears on line 2 as
asterisks and “Cancel” will change to “Clear”. Once
the Password has been entered, the user will select OK
to continue. If CLR is pressed while characters are on
line 2, the data will be cleared. If there is nothing on
line 2, the K22 will reboot.

If the Admin Password is entered incorrectly, the K22
will ask if the user wishes to try again. Pressing OK
will return to the Enter Password Screen. Pressing
CLR will reboot the K22.
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0 1 Password

1 2 Terminal 1D

2 3 State

3 CLR=Cancel OK=Save

Once the Admin Password has been entered correctly,
the Main Menu will be shown. If OK is pressed, the
Save Screen will be shown for confirmation. If CLR is
pressed, nothing is saved, and the K22 reboots. If “1”
is pressed, the Password Change Screens will be
shown. If “2” is pressed, the Terminal ID Change
Screen will be shown. If “3” is pressed, the State
Screen is shown.

d. Admin Password Entry Screens. When entered, the first screen will ask the user to

enter a new Admin Password. The password must be four digits long. The new password will not
be fully changed until the Device Setup is saved.

Enter new
Admin Password

CLR=Cancel O0OK=Done

Re-enter new
Admin Password

CLR=Cancel O0OK=Done
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As the password is entered, a series of asterisks will
show on line 2, and “Cancel” will change to “Clear”.
If CLR is pressed while line 2 is blank, the device will
return to the Main Menu. If pressed after entering
digits, the digits will be cleared. If OK is pressed after
4 digits have been entered, the next screen will ask for
the new password to be reentered. If OK is pressed
before four digits are entered, line 3 will read “4 digits
required”.

As the password is reentered, it will show a series of
asterisks on line 2. If CLR is pressed while line 2 is
blank, the device will return to the Main Menu. The
last confirmed value will be retained, and the most
recently entered value will be discarded. If CLR is
pressed after entering digits, the digits will be cleared.
If pressed before four digits are entered, line 3 will
read “4 digits required”. After the password has been
reentered and the OK key is pressed, the device will
return to the Main Menu.

2-14 14-Aug-09



e. Terminal ID Entry: If Terminal ID is selected from the main menu, the entry screen
will initially display the current value. Terminal I1Ds are 16 digits long. The new Terminal 1D
will not be saved until the Device Setup is saved.

Terminal 1D
XXXXHHKXKHKK KKK KX XX

W NP O

CLR=Change OK=Done

New Terminal ID

XXXXXXXXX XX XX XXX

Confirm OK=Yes
CLR=No

W NPEF,O

If the user presses CLR, then “Change” becomes
“Clear” and a new Terminal ID can be entered. The
new Terminal ID will be shown on line 1 as it is
entered. Continuing to press CLR will result in line 1
being cleared. If OK is selected while line 1 is clear,
the Main Menu will be shown. If OK is selected after
data is entered, but before 16 digits are reached, a
message on line 2 will read “16 digits required”. The
user can continue entering the Terminal ID until done.

If OK is pressed after 16 digits have been entered, the
Confirm screen will be displayed with the new
Terminal ID shown on line 1. If user presses OK, the
new Terminal ID will be assigned, and the Main
Menu will be shown again. If CLR is selected, the
new Terminal ID will not be assigned — instead the
previous value will be shown.

f. State Selection. The State Selection Screens allow the user to select the operational
state of the K22, either Normal Mode or Proxy Mode. The new state selection will not be saved

until the Device Setup is saved.

State: Normal Mode

Press 0 to Switch
CLR=Cancel OK=Done

W N PEF,O

State: Proxy Mode

Press 0 to Switch
CLR=Cancel OK=Done

WNPEFkO
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On line 0, the current Mode will be shown. If the “0”
key is selected, the mode is switched, from Normal to
Proxy or from Proxy to Normal. If OK is selected, the
mode is accepted, and the menu for that particular
mode is displayed. CLR cancels the change and
returns to the main menu.
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2.3.8  Proxy Mode Setup Screens

After the mode is confirmed in the state selection screen, a menu for that particular mode is
shown. If the proxy mode was selected, then the proxy mode menu will be displayed.

1 Enforce User Logon

W NP O

OK=Main Menu

a. Enforce User Logon Selection

Current State:

Do Not Force Logon
Press 0 to Switch
CLR=Cancel OK=Done

W NP, O

Current State:

Force Operator Logon
Press 0O to Switch
CLR=Cancel OK=Done

W NP+ O

If “1” is selected, the “Enforce User Logon” screen
will be shown. If OK is selected in the Proxy mode
menu, the K22 will return to the Main menu.

Pressing the “0” key toggles the K22 between
requiring a successful user logon before any other
action can occur or not requiring a user logon.
Pressing OK returns the K22 to the proxy mode menu
keeping the currently selected setting. Pressing CLR
returns the K22 to the proxy mode menu without
saving the changes. ROM Il and Navy Cash operator
IDs must match for sales receipts to be reported
properly. However, even when ROM Il and Navy
Cash are integrated, "Enforce User Logon™ must be
set to "Do Not Force Logon".

2.3.9 Normal Mode Setup Screens

After the mode is confirmed in the state selection screen, a menu for that particular mode is
shown. If the normal mode is selected, then the normal mode menu will be displayed.

01
12
2 3 Amount
3 OK=Main Menu
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If “1” is selected, the “Merchant Entry” screen will be
shown. If “2” is selected, the “Event Entry” screen
will be shown. If “3” is selected, the “Amount Entry”
screen will be shown. If OK is selected in the normal
mode menu, the K22 will return to the Main menu.
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a. Merchant Entry Screens. When first entered, the Merchant Entry screen (in Normal

Mode) will ask the user to select a function key to which a merchant will be assigned. Merchant
Assignments are not saved until the Device Setup is saved.

W NP O

Set Merchants
Press a Function Key

OK=Menu

W NPEF,O

Press a Function Key
<<F1 Merchant>>
<<F2 Merchant>>
<<F3 Merchant>>

W NP, O

Current Merchant
XXXKKKKHKHKHKHXX XX XXX XXX

CLR=Cancel OK=Done

WNPEFkO

Current Merchant
XXXKXXK KX KKK XXX XXX XX
Getting Merchants
Please Wait ..
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To assign a Function Key to work with a merchant,
the K22 will ask the user to press the function key.
The user can also press “1” for the F1 function key,
“2” for the F2 function key, or “3” for the F3 function
key. Pressing CLR or OK will return the K22 to the
normal mode menu.

If the “Func” key is pressed instead of one of the
function keys themselves, the screen will show the
merchants currently assigned to function keys. Line 1
will show the merchant assigned to F1, Line 2 to F2,
and Line 3 to F3. Pressing CLR or OK will return the
K22 to the previous screen. Pressing one of the three
function keys will advance the K22 to the set
merchant screen for that function key.

Once a function key has been selected, the K22 will
show the current merchant assigned to that function
key on line 1. The K22 will then ask if the user would
like to change the merchant. Pressing CLR will return
the K22 to the merchant entry screen. Pressing OK
will continue to the next screen. If no merchant has
been entered, the K22 will go immediately to the next
screen.

The K22 will then try to get the merchant list from the
server. While it attempts to retrieve the list, the K22
will display the current merchant on line 1. If no
merchant is selected, “Merchant not set” will be
displayed on line 0. Lines 2 and 3 will say “Getting
Merchant Please Wait...”. Should the K22 be offline
during this operation, the screen will say “Offline
Unable to Set Mchnt” and will then return to the
merchant entry screen.
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O Current Merchant

1 XXX XX KKK KX XXX XX
2 Select New Merchant
3 XXX XX XXX XX KX XX XXX

0 New Merchant

1 XXX XX KX XK XX XXX
2 Confirm OK=Yes

3 CLR=No

After it gets the current merchant list from the server,
the K22 will say “Select New Merchant” on line 2 and
display the merchant currently selected from the list of
current merchants on line 3. The user can press the
“Up” and “Down” keys to scroll up and down the list
of merchants. To clear an already set merchant, the
K22 allows the user to scroll past the end of the list to
the “Clear Merchant” description. If the “Clear
Merchant” selection is chosen, then no merchant will
be assigned to the function key. Pressing OK will
select the currently selected merchant displayed on
line 3 and bring up the confirmation screen. Pressing
CLR will cancel the merchant selection process and
return the K22 to the merchant entry screen.

After the desired merchant is selected, the K22 will
ask the user to confirm the new merchant selection.
The new merchant will be displayed on line 1.
Pressing OK will confirm the new merchant. Pressing
CLR will discard the new merchant selection. In
either case, the K22 will return to the normal mode
menu.

b. Event Entry Screens. When first entered, the Event Entry screen, which is only
available in Normal Mode, will ask the user to select a function key for the merchant to which
the event will be assigned. Event Assignments are not saved until the Device Setup is saved.

0 Set Events

1 Press a Function Key
2 to Select Merchant

3 OK=Menu
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In setting up the K22 to process events, the user will
first be asked to which merchant the event will be
assigned. To designate that merchant, the K22 will ask
the user to press the function key assigned to the
merchant. Functions keys F1, F2, or F3 are accepted if
there is a merchant assigned to the respective key. The
user can also press “1” for the F1 function key, “2” for
the F2 function key, or “3” for the F3 function key.
Pressing CLR or OK will return the K22 to the normal
mode menu.
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W N PEFkO

Press a Function Key
<<F1 Merchant>>
<<F2 Merchant>>
<<F3 Merchant>>

W N PF,O

<<Selected Merchant>>
Press a Function Key
to Set Event

OK=Menu

W N PEFkO

Press a Function Key
<<F1l Event>>
<<F2 Event>>
<<F3 Event>>

WNPEFkO

Current Event
XXXXXXKXXXXKXX XX XXX X
Getting Event List
Please Wait..

W N PEF,O

Current Event
XXXXHKXX KX XXX XXX XXX XX
Select New Event
Please Wait..
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Before the merchant is selected, if the “Func” key is
pressed instead of one of the function keys, the screen
will show the merchants currently assigned to
function keys. Line 1 will show the merchant assigned
to F1, Line 2 to F2, and Line 3 to F3. Pressing CLR or
OK will return the K22 to the previous screen.
Pressing one of the three function keys will advance
the K22 to the event entry selection screen for the
merchant associated with that function key.

Once the merchant has been selected by pressing the
appropriate function key, the K22 will ask the user to
designate another function key to which the Event
Code will be assigned. The current merchant selected
will be shown on line 1. Pressing OK will return the
K22 to the normal mode menu.

Before an event is selected, if the “Func” key is
pressed instead of one of the function keys, the screen
shows the events currently assigned to function keys.
Line 1 shows the event assigned to F1, Line 2 to F2,
and Line 3 to F3. Pressing CLR or OK will return the
K22 to the previous screen. Pressing one of the three
function keys will advance the K22 to the next screen.

Once a function key has been selected, the K22 will
retrieve the Event list from the server, and the current
event assigned to the function key will be displayed
on line 1. If no event is set for the particular function
key, “Event Not Set” will be displayed on line 0, and
line 1 will be blank. Lines 2 and 3 will say “Getting
Event List Please Wait...”,

Once the list has been downloaded, the K22 will say
“Select New Event” on line 2 and display the event
currently selected from the list on line 3. Press the
“Up” and “Down” keys to scroll up and down the list.
To clear an already set event, scroll past the end of the
list to the “Clear Event” description. Pressing OK will
select the event displayed on line 3 and bring up the
confirmation screen.
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0 New Event

1 XXX XXX XXX XXX
2 Confirm OK=Yes
3 CLR=No

0 Clear Event

1

2 Confirm OK=Yes
3 CLR=No

After the desired event is selected, the K22 will ask
the user to confirm the new event selection. The new
event will be displayed on line 1. Pressing OK will
assign the new event to the function key. Pressing
CLR will discard the new event selection. In either
case, the K22 will return to the first event setup
screen.

If “Clear Event” was selected as the event description,
then the confirmation screen will show “Clear Event”
on line 0, and line 1 will be blank. Pressing OK will

clear the event currently assigned to the function key.

c. Amount Entry Screens. When first entered, the Amount Entry screen will ask the user

to select a function key to which an Amount will be assigned. Amount Assignments are not

saved until the Device Setup is saved.

Set Amounts
Press Function Key

W NP+ O

OK=Menu

Press a Function Key
<<F1l Amount>>
<<F2 Amount>>
<<F3 Amount>>

W N PEFkO
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To set a Function Key to work with an Amount, press
the desired function key directly. The user can also
press 1 for the F1 function key, 2 for the F2 function
key, or 3 for the F3 function key. Pressing CLR or OK
will return the K22 to the normal mode menu.

Before the amount is selected, if the “Func” key is
pressed instead of one of the function keys, the screen
will show the amounts currently assigned to function
keys. Line 1 will show the amount assigned to F1,
Line 2 to F2, and Line 3 to F3. Pressing CLR or OK
will return the K22 to the previous screen. Pressing
one of the three function keys will advance the K22 to
the amount set screen.
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Current Amount
XXXXX.XX

Enter new Amount
XXXXX.XX

W NPk O

New Amount

Confirm OK=Yes
CLR=No

W NP, O

2.3.10 Save Device Setup Screen

Once a Function key has been selected, the next
screen will show the current Amount assigned to that
key and allow the user to enter a new Amount. The
current Amount will be shown on line 1. As the user
enters a new Amount, the new Amount will be placed
on line 3. Amounts are entered in the format
“Xxxxx.Xx”. Pressing OK will assign the new amount
to the selected function key. Pressing CLR will
discard the new amount selection. In either case, the
K22 will return to the first amount screen.

After an amount has been entered, the user will be
asked to confirm this new amount. The screen will list
the amount on line 1. If OK is pressed, the amount
will be assigned to the function key, and the first
amount screen will be shown. If CLR is pressed, the
K22 will return to the first amount screen without
keeping the new amount.

When selected, the K22 will ask the user if they would like to save the changes. If the
Terminal ID has not been set when the Save Device Setup is selected from the Main Menu, the
Terminal Entry screen will be shown instead.

0 Save Changes?

1
2 OK=Yes
3 CLR=No

2.3.11 Normal Mode Screens

If OK is selected, the changes made are saved. If CLR
is selected, the changes will not be saved. After the
settings are saved (or not saved) the K22 will reboot
itself.

When entering the Normal Mode, the K22 will check to make sure the settings for Normal
Mode are correct. Operator Log On and Operator Log Off are online functions (i.e., the K22
must be connected to the Navy Cash server). Purchase functions can be completed while the K22
is offline (i.e., the K22 is not connected to the Navy Cash server).

O DEVICE NOT
1 INITIALIZED
2 ERROR

3
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For Normal Mode, there must be at least one merchant
set for the device. If no merchants are set, the Normal
Mode will show the error screen on the left.
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a. Operator Log On. A K22 can only have a single operator logged on at any one time.
The only way to log on is through the log on screen. Once an operator has logged on, he or she
will be logged on until he or she specifically logs off. Even rebooting the machine will not
replace an operator that is currently logged on. Operator 1Ds are four digits long. When there is
no operator logged onto the device, the K22 will show the Enter Operator ID screen.

0 Enter Operator 1D
1
2
3 CLR=Clear OK=Done

O Please Wait..

1 Logging Operator On
2

3

From the Enter Operator ID screen, the operator can
enter his or her four-digit ID. As the ID is entered, it
will show on line 1. If CLR is selected, the Operator
ID that has been entered is cleared. If OK is selected
and the Operator ID is four digits, the K22 will send a
message to the server to log the Operator On.

While the message is being sent, the screen will
change to a “Please Wait” screen. If the CLR button is
pressed while this operation is in progress, the log on
will be canceled. If the server denies the log on, the
Enter Operator ID is shown again. The returned error
message is shown on line 2. Once a new key is
pressed, the past error will disappear. If the server
accepts the Operator Log On, the Normal Operation
screens will be shown with the operator’s name.

b. Operator Log Off. To log an operator off the K22, press the Cancel/Off button. The
K22 must be online, i.e., connected to the Navy Cash server, to log off an operator. Holding
down the Cancel/Off key for more that 5 seconds will turn the K22 off, but will NOT log the

Operator off.

0 Confirm

1 Operator Log Off

2

3 CLR=No OK=Yes

Please Wait for
Operator Log Off
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The K22 will ask the operator to confirm Operator
Log Off. If the CLR button is pressed, the operator is
not logged off, and the K22 will return to Normal
Operation. If the OK button is pressed, the K22 sends
a message to the server to log the current operator off.

While waiting for a response from the server, the K22
will display a “Please Wait” screen. If the server
allows the operator to Log Off, the K22 will return to
an Operator Log On screen. If the operator is not
allowed to Log Off, the K22 will return to the Normal
Operations screen. The returned error message is
shown on line 2. Once a new key is pressed, the past
error will disappear. Also, if CLR is selected while the
device is waiting for a response, the K22 will return to
the Normal Operation Screen without logging the
operator off.
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c. Basic Operation Screens. The K22 has a basic “Welcome to Navy Cash” screen that

is shown when there are no current purchases being made. This screen will give information such
as the current operator logged n, the status of the network, the status of the queued messages, and
the balance of the currently entered and ready card.

W NPk O

Welcome to Navy Cash

*1
Balance : $ XXXXX.XX
Wayne, John

W N PEF,O

Welcome to Navy Cash

*1

Wayne, John

W N PEFkO

Welcome to Navy Cash

*1

Wayne, John

W NP, O

Welcome to Navy Cash
!

Wayne, John

WNPEFkO

Welcome to Navy Cash
*

Wayne, John
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The basic screen that the K22 will display is shown on
the left. The Operator is shown on line 3. The current
card balance is shown on line 2. The balance will be
in the format “$ xxxxx.xx” (up to $99999.99 of
value). If there is no currently entered card, then line 2
will be blank. Finally, on line 1 are an asterisk and an
exclamation point. The asterisk represents the current
network status — if the K22 has had a contact with
the server in the past 30 seconds, the asterisk will not
be shown. The exclamation point represents whether
there are purchase messages stored in the K22 that
must be sent to the server — if there is at least one
purchase message to be sent, the exclamation point
will be shown.

Below are the possible states:

Network down. At least one message to be sent.

Network up. At least one message to be sent.

Network down. No messages to be sent.
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W N PEFkO

Welcome to Navy Cash

Wayne, John

W NP+ O

Welcome to Navy Cash
Memory Full *1

Wayne, John

WNPEFkO

Welcome to Navy Cash
*1

Operator 1234

W N PEFkO

Please Remove Card

W NPk, O

Welcome to Navy Cash

*1
Total: $ XXXXX.XX
Wayne, John
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Network Up. No messages to be sent.

After a purchase, messages are saved in the memory
of the K22. When the K22 is online, the device will
send these messages to the server. If the memory
queue on the K22 is full, line 1 will say “Memory
Full” in addition to the asterisk and exclamation point.

If the Operator Name is not returned by the server, but
the operator is still logged on, the Operator ID will be
shown on line 3 instead of the Operator Name.

If there is a card in the K22 that should be removed,
the Normal screen will change to “Please Remove
Card”. There will be a number on line 3 at the end of
the line. This number represents the reason for
removing the card.

If there is currently an ongoing purchase, the Normal
Operations screen will change to represent the total
purchase. Other parts of the screen will function the
same. If there is an ongoing purchase and the CLR
button is pressed, the ongoing purchase is
immediately canceled. The screen will return to the
default Normal Operation screen. If the up or down
scroll keys are pressed, the Purchase Review screens
will be displayed (see below).
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d. Purchase and Card Entry Screens. Purchases are entered while in normal operation

mode. Purchase transactions are a combination of a merchant, event, and amount. As a purchase
is entered, the amount of the new purchase is added to the total of the same merchant/event
pairing. Each merchant/event pairing total is saved in memory until a card is entered.

O Welcome to Navy Cash

1

2 Total : $ XXXXX.XX
3 Wayne, John

During a purchase, the total of all merchant/event
pairings are shown on line 2. If CLR is pressed while
in the main normal mode screen, all the current
transactions will be cleared. If CLR is pressed during
a transaction entry, just that transaction entry will be
cancelled. Transactions can be entered until a card is
inserted. Once a card is inserted, the transaction must
be completed or cancelled. While a card is inserted it,
is possible to enter new merchant/event/amount
transactions, but each transaction must be approved
and finished right after it is entered.

e. K22 Function Keys. At any time, if a function key is pressed, the current function key
assignments will be shown. For example, if a function key is pressed before a transaction is
completed, the merchant assignments will be shown. After a merchant is selected, if a function
key is pressed, the event assignments will be shown. After an event is selected, if a function key
IS pressed, the amount assignments will be shown.

W N PEFkO

Press a Function Key
<<F1 Merchant>>
<<F2 Merchant>>
<<F3 Merchant>>

WNPEFkO

Press a Function Key
<<F1 Event>>
<<F2 Event>>
<<F3 Event>>

W NP, O

Press a Function Key
<<F1 Amount>>
<<F2 Amount>>
<<F3 Amount>>
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With three function keys on the K22, there are 12
possible combinations of merchants and events, three
for merchants alone and nine for each merchant/event
function key press.

While viewing the function key assignment screens, if
the OK button is pressed, the K22 will return to the
current selection screen. If the CLR button is pressed,
the transaction is cancelled. If any of the function keys
are pressed, i.e., F1, F2, or F3, then the appropriate
function key assignments will be used for the current
purchase.
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f. Purchase Review Screens. While the K22 is at the normal mode screen, pressing the

up and down scroll buttons will enter the purchase review screens. The purchase review screens
will show the current totals for each merchant/event pairing where the amount is greater than

Zero.

0 <<Merchant Name>>
1 <<Event Name>>

2 $ XXXXX.XX

3 Scroll or Press OK

The purchase review screen shows the merchant on
line 0 and the event on line 1. If there is no event, line
1 will be blank. Line 2 shows the total of the purchase
for this item. If the down scroll button is pressed, the
next purchase item description is displayed until all
items have been shown. If the up scroll button is
pressed, the previous purchase item is displayed. If
OK or CLR is pressed, the K22 returns to the normal
operation screen.

g. Purchase Entry Screens. To begin a purchase, the user presses one of the function

keys or a numeric key. The K22 then checks to see if only one function key has a merchant
assigned. If there is only one merchant assignment, then the K22 will go to the event entry
screen. If the original key pressed was a function key, the K22 will check to see if the function
key has an event assignment. If it does, then the K22 will go to the amount entry screen with the
selected event. If more than one function key has a merchant assigned, then the K22 will check
to see if the key pressed has a merchant assignment. If the key pressed was a numeric key or a
function key that does not have a merchant assigned, the K22 will ignore it. If the key has a
merchant assigned, then the K22 will go to the event entry screen with the selected merchant. If
there are no events assigned to any of the function keys, then the K22 will go immediately to the

amount entry screen.

0 <<Merchant>>
1
2 Enter Event
3
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Once the event entry screen is entered, the K22 will
show the currently selected merchant on line 0. From
this screen, if a function key is pressed, the K22 will
check to see if an event has been assigned to that key.
If an event has been assigned, the K22 will go to the
amount entry screen with the selected event. If no
event was assigned, then nothing will be done. If the
OK button is selected, the K22 will not use an event
and will go to the amount entry screen. If a numeric
key is selected, the K22 will not use an event and will
go to the amount entry screen.
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0 <<Merchant>>
1 <<kEvent>>

2 $ XXXXX.XX

3 Enter Amount

Once the amount entry screen is entered, the K22 will
show the currently selected merchant on line 0 and the
currently selected event on line 1. If no event is
selected, line 1 will be left blank. The current total of
the sale is shown on line 3. If one of the function keys
is pressed, the K22 will automatically use the value
assigned to the function key as the amount for this
transaction if the value is greater than 0 and show the
amount on line 2. If the numeric keys are pressed,
then the K22 will show the value as the amount for
this transaction on line 2.

h. Card Entry Screens. Navy/Marine Cash cards may be inserted into the K22 at any
time. The card will be acted upon the next time the main normal operation screen is displayed.

Please Wait
Accessing Card

O Enter PIN

1

2 xKxxXx

3 CLR=Clear OK=Done
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When a Navy Cash card is entered, the K22 will
access the card. The “Please Wait” screen will show
until the card is fully accessed. If the card is blocked
or unable to be accessed, the “Please Remove Card”
screen will be shown. A message will be sent to the
Navy/Marine Cash server with the reason for
removal.

Once the card is fully accessed, the K22 will ask the
cardholder to enter his or her Personal Identification
Number (PIN). As the PIN is entered, a series of
asterisks will be shown on line 2. If the CLR button is
selected when no PIN numbers have been entered, the
device will return to normal operations and ask for the
card to be removed. If at least one of the PIN numbers
has been entered, line 3 will say “CLR=Clear” and
“OK=Done”. If the CLR button is pressed, the
currently entered PIN will be cleared, and the
cardholder can start again with PIN entry.
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Verifying Pin
One moment please..

W NP, O

PIN Invalid
Re-enter Pin

W NP O

CLR=Clear OK=Done

Please Remove Card

W NP O

Welcome to Navy Cash

Balance: $ XXXXX.XX

WNPEFkO

Total: $ XXXXX.XX

Confirm? OK = Yes
CLR = No

Scroll to Review

W N PEFkO
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If the OK button is selected after all four of the PIN
numbers have been entered, the K22 will try to verify
the PIN.

If it is unable to verify the PIN, the K22 will show a
“PIN Invalid Re-Enter PIN” message on lines 0 and 1.
As the PIN is reentered, the message will disappear.

If the card goes over its PIN retry limit, the “Please
Remove Card” message will be shown. If there is any
error, a message will be sent to the back end server
with the reason for removal. There will be a number
on line 3 at the end of the line. This number represents
the reason for removing the card.

After the card has been entered, the PIN presented,
and the card authenticated, the K22 will return to
normal mode if there is no sales transaction pending
and display the current card balance.

If there is a sales transaction pending, the K22 will
enter the purchase confirmation screen (see paragraph
i below). The total of the sale is shown on line 0 in a
“$xxxxx.xx” format. To confirm the transaction, press
OK. To cancel the transaction and return to the normal
operation screen, press CLR. Pressing the up and
down scroll buttons will show the transaction review
screens. If CLR is pressed, the sale is canceled and all
the totals go to $0.00.
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i. Purchase Confirmation Screens. If there is an authentic Navy/Marine Cash card and

at least one transaction in the K22, the Purchase Confirmation screens will be displayed.. The
purchase confirmation screens are also shown when a card is in the K22 and a new transaction is
entered. For every transaction, successful or failed, a log is saved in the offline queue to be sent

to the Navy/Marine Cash server.

W NP O

Total: $ XXXXX.XX
Confirm? OK = Yes
CLR = No

Scroll to Review

W NPEF,O

<<Merchant Name>>
<<Event Name>>

$ XXXXX . XX

Scroll or Press OK

W N PEFkO

Memory Full..
Current Transaction
Cancelled..

Please Wait

WNPEFkO

Please Wait for
Sale Completion
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The total of the sale is shown on line 0. To confirm
the transaction, press OK. To cancel the transaction
and return to the normal operation screen, press CLR.
Pressing the up and down scroll buttons will show the
transaction review screens.

In the purchase review screens, pressing the scroll
buttons will scroll through the transactions. Each
transaction is shown as a merchant/event pairing with
the total amount assigned to that merchant and event.
If the merchant/event pairing does not have an amount
assigned, it will not be shown. Pressing OK or CLR
will return the K22 to the basic purchase confirmation
screen.

After the sale has been confirmed, the K22 will first
check to make sure that there is enough memory in the
offline queue to save the new sale. If the memory is
full, the transaction will be cancelled and an error
message saying “Memory Full” will be displayed.
Once this screen is shown, it will remain until the
offline queue can start receiving messages again.
Once the queue has more available space, the K22
will return to the normal operation screen. The offline
queue will clear normally while the K22 is connected
to the network.

If there is room to save the new transaction, the K22
will begin to process the transaction. While the K22 is
processing the transaction, the “Please Wait for Sale
Completion” screen will be displayed. One transaction
will be sent to the card as an amount with a merchant/
event pairing for each merchant/event pairing. It is
CRITICAL NOT TO REMOVE THE CARD
DURING THIS PERIOD. Removing the card during
sale completion does not mean the sale will not go
through. It is still possible for part of the sale to have
been completed before the card had been removed.
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Purchase Succeeded

0 xx:Approved

1 xx:Denied

2 Scroll to Review
3

0 <<Merchant Name>>

1 <<Event Name>>

2 $ XXXXX.XX: Success
3 Scroll or Press OK
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Once the sale is complete, the K22 will display the
results. If all the purchases were successful, the screen
will display “Purchase Succeeded”.

If one or more of the merchant/event pair transactions
failed, the K22 will display the number of transactions
approved and the number denied on lines 0 and 1, and
line 2 will display the message “Scroll to Review”. In
either case, the user can press the up or down scroll
buttons to review the sale. For example, it is possible
for the card to have enough funds to complete one
transaction, but not all of them. Since each merchant/
event pairing is considered one transaction, it is
possible for the card to have enough funds to
complete some merchant/event pairs but not all of
them. These screens will show which ones were
approved and which ones were denied. Line 2 will
display the message “Scroll to Review”. In either
case, the user can press the up or down scroll buttons
to review the transactions. Pressing OK or CLR at
these screens will return the K22 back to the normal
operations screen.

If the up or down scroll buttons are selected, the K22
will display each individual merchant/event pair
result. The merchant will be shown on line 0, and the
event on line 1. Line 2 will display the amount of the
purchase followed by a “Success” or “Failure”
message. Transactions that succeeded, i.e., removed
funds from the card, will show “Success; transaction
that failed will show “Failure”. “Scroll or Press OK”
will be shown on line 3. If OK or CLR is pressed, the
K22 will return to the normal operations screen. If the
up or down scroll buttons are pressed, the K22 will
continue to scroll through the transactions results.
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j. Diagnostic Screens. While in the Normal Operation mode, the diagnostic screens will
show information about the current K22 that may be helpful in troubleshooting. To enter the
diagnostic screens, the K22 must be at the normal operation screens with no transactions pending
and no card inserted. Once the K22 is in this state, pressing the CLR button will display the first
diagnostic screen. The diagnostic screens can also be entered from the Operator Log On screen if
no portion of the Operator ID has been entered by pressing the CLR button. There are two

diagnostic screens.

0 On-Line

1 <<Operator Name>>
2 XXXXXXXXKXKXX XXX
3 V X.xx By

Normal Mode

Queue:

Line O will show the current status of the K22, “On-
Line” if the K22 is online and “Off-Line” if the K22 is
offline. Line 1 will show the name of the operator
currently logged on the K22. If no name is available,
line 1 will say “Operator xxxx”” where “Xxxx” is the
operator number. If no operator is logged on, line 1
will say “No Operator Logged On”. Line 2 will show
the full 16-digit Terminal ID number. Line 3 will
show the current version and build number of the K22
software, where x.xx is the Version number and y is
the Build.

From the first diagnostic screen, press any button to
enter the second diagnostic screen. The current K22
mode, “Normal Mode”, is shown on line 0. The
number of messages in the queue is shown on line 3.
This is shown as “Queue:x” where “X” is the number
of queue messages. To exit the second diagnostic
screen, press any button. The K22 will return to the
normal operations screen.

k. Normal Mode Admin Message Support. While in the Normal Operation mode, admin

messages may be sent to the K22. The K22 will only act on the messages when it is in the
normal mode operations screen. Any pending transaction will be cancelled when an admin

message is received. .

Please Wait..

0
1
2 Under Maintenance
3
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While processing the admin message, the K22 will
show the message “Please Wait...” on line 0 and
“Under Maintenance” on line 2. Once it has finished
processing the admin message, the K22 will return to
the normal operation screen.

2-31 14-Aug-09



2.3.12 Proxy Mode Screens

This section details the screens shown by the K22 while in Proxy Mode or State. The proxy
mode or state is used by the Navy Cash disbursing application and by the ROM 11 cash register.

a. Normal Operation. The K22 in proxy mode uses the Terminal ID that was defined in
the device setup mode above. Because the Terminal ID is required before the K22 can be set to a
usable state, the K22 is always correctly configured when in the Proxy Mode.

O Welcome to Navy Cash
1 Proxy Mode

2 Please Insert

3 Navy Cash Card

Welcome to Navy Cash
Proxy Mode

Offline

O Welcome to Navy Cash
1 Proxy Mode

2 Please Insert

3 Navy Cash Card !

Welcome to Navy Cash
Proxy Mode

Memory Full

O Welcome to Navy Cash
1 Proxy Mode

2 Memory Full

3 Offline
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With no card in the reader, the normal screen shown
here is displayed.

When the K22 goes offline, all transactions (except
the get-card-info command) are disabled. This screen
is displayed.

If the K22 has messages in the offline queue, the
normal operation screen will show an exclamation
point on line 3 at the end of the line. The exclamation
point will be shown when the K22 is online or offline
as long as there are messages in the queue.

If the K22’s offline queue is full and the K22 is
unable to continue entering new transactions, the K22
will display “Memory Full” on line 3.

When the K22 is offline, the “Memory Full” message
will be displayed on line 2.
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b. Card Entry

Please Insert
Navy Cash Card

W NP O

Checking Card
One moment please..

W NPk, O

Waiting For Command

W N PEFkO

Waiting For Command
Balance: $ XXXXX.XX

WNPEFkO
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If the Disbursing or the ROM Il Application sends a
command that requires the card to be inserted and it is
not already inserted, the insert card screen is shown.
This includes the Get-Card-Info request. The insert
card screen is displayed if a card is inserted before the
Disbursing or ROM Il Application requests a
transaction.

When the request is received (get-card-info or
transaction request), the screen changes to the
checking card screen. During this time, the card is
verified to be a Navy Cash card and checked against
the list of “hot” cards.

If the request is for card information, the screen
returns to the “Waiting For Command” state and
remains there for subsequent get-card-info requests.

After a transaction that requires a PIN, this wait
screen is displayed to show that the K22 has finished
the last transaction and does not need additional hot
list checks or PIN verifications to continue. The card
balance is shown on line 1.
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c. Operator Log On/Off. An operator log-on or log-off request can be made when the
K22 is online whether or not a card is inserted. The K22 must be in an idle state, i.e., no other
transactions pending, if a card is in the reader.

Please Wait..
Logging Operator On

W NP O

Please Wait..
Logging Operator Off

W N PEF,O

These screens are displayed for log on and log off.
When complete, the K22 returns to the screen that was
previously displayed.

(@) Transaction Confirmation.

Enter Pin

W NP+ O

CLR=Clear OK=Done

Verifying Pin
One moment please..

WNPEFkO

PIN Invalid
Re-enter Pin

W N PEF,O

CLR=Clear OK=Done
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If the first request to the K22 is for a transaction other
than a get-card-info request, e.g., a funds transfer to or
from the chip, the checking card screen is displayed
and then the user is asked to enter his or her PIN. This
does not include the PIN change request.

The PIN verification screen is displayed during the
PIN verification.

If the PIN was incorrectly entered and verification
fails, the K22 gives a second chance for the user to re-
enter the PIN. And again the “Verifying PIN” screen
is displayed.
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O Withdraw $ 10.53

1

2 Confirm OK=Yes
3 CLR=No
O Credit $ 10.53

1

2 Confirm OK=Yes
3 CLR=No

WNPEFkO

Transfer $ 10.53

OK=Yes
CLR=No

Confirm

W N PEF,O

Querying Network..
One moment please..

W NP, O

Updating Card
One moment please..

CLR=Clear OK-Done

WNPEFkO

Done
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When complete, one of the confirmation screens to
the left is shown (depending on the requested
transaction). An example of $10.53 is shown.

The screen to the left is for a Navy Cash to Navy Cash
transfer, i.e., transfer between two accounts that are
not chip accounts.

For credit transactions, the screen to the left is
displayed, once the cardholder has confirmed the
transaction, while the K22 attempts to query the
network and complete the transaction.

If the response from the Backend Server is positive
(for a credit), or if the transaction is a debit, this
screen is displayed.

After a successful transaction, the “Done” screen to
the left is shown. Otherwise, the K22 will display the
error received. These screens will remain active for a
short time and then return to the normal operations
screen or the basic card-in screen if a card is still in
the K22.
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d. PIN Change.

Enter New PIN

*xkx

CLR=Clear OK=Done

W NP O

Re-enter PIN

W N PFkO

CLR=Clear OK=Done

Changing PIN..

W N PEFkO

PIN Changed

WNPEFkO
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When a PIN-reset request is made, the K22 will ask
the cardholder to enter a new PIN. As the cardholder
enters the PIN, the PIN will show up as a series of
asterisks on line 2. During this time, if there is at least
one digit on the display, pressing CLR will clear the
PIN entered. This will allow the user to enter another
PIN. Pressing OK will finish the PIN entry as long as
four digits have been entered. If it is the first
transaction requested using this particular Navy Cash
card, the K22 will not perform the hot list check or
ask for a PIN to be entered for verification.

After the cardholder has entered a new PIN, the K22
will ask the cardholder to re-enter the PIN for
confirmation.

These screens are followed by a “Querying
Network...” screen and then the two screens on the
left. After a few moments, the idle screen is shown
and transactions can continue.
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e. Error Screens.

Transaction Canceled

WNPEFkO

Pin Change Canceled

WNPEFkO

CLR=Clear OK=Done

Pin Change Failed
XXXKXX XXX XXX XXX XXX

WNPEFkO

Pin Change Failed
XXXKXXKXX XXX XXX XXX

W NP, O

Transaction Failed
XXXKKKKHKHXHX XX XXX XXX

WNPEFkO

Transaction Failed
XXXKKKKXHKHX XX XXX XXX

WNPEFkO
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If the user cancels a transaction, e.g., selects clear
during a withdrawal, or cancels a PIN change, these
screens are shown — followed by an idle screen.

If the Backend Server denies a PIN change, the
returned message will be displayed on the K22 screen
in the area “XXXXXXXXXXXXXXXXXXXX”.

The screen to the left is displayed when a card error
occurs, e.g., the unblock PIN returned from the server
fails to match that on the card. After a pause, the
“Enter PIN” screen is shown, followed by a menu
state. A message will be sent to the server for this
error and to the disbursing application.

The server may deny a transaction for some reason,
e.g., the card-id is unknown. The returned message
will be displayed on the K22 screen. As shown on the
left, it will be displayed in the area
EXXXXXXXXXXXXXXXXXKXXX

When attempting to place money on the card, the card
software may deny the request, e.g., the amount to be
loaded is too high or there are insufficient funds on
the card to complete the transaction. This screen is
displayed. A message will be sent to the back end
server and to the disbursing application or ROM I
cash register for this error.
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Transaction Failed
Ntwk Message Timeout

Please Remove Card

Time Expired

System error cid
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The screen to the left is displayed when the server
takes too long to respond to requests.

While the K22 is operating, various conditions may
occur that require a transaction to be canceled and the
card removed. This screen is displayed with an
explanation at the bottom. For this example, the card
has been in the reader too long without action.

When this (or a similar message) is displayed, the K22
received incomplete or invalid data from the
disbursing application or ROM I1 cash register. The
application contact (and possibly the Navy Cash
Customer Service Center) needs to be contacted.
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2.4 K80 Cashless Automated Teller Machine Device

241 General

The K80 is an Automated Teller Machine (ATM)-like device that can read the chip on the
Navy Cash card, interact with the Navy Cash server, and allow users to move “funds” between
their bank and credit union accounts ashore and their Navy Cash (strip) accounts or their chip
accounts. The K80 uses a SAM for interaction with the Navy Cash card, i.e., the chip on the
card. If the SAM is not in the K80, the K80 will not work, and a message saying “Out of Order
— Call Maintenance” will replace the main screen.

The K80 connects to the Navy Cash network through an internal serial port connection. The
K80 is dependent upon a continuous network connection to the Navy Cash server. The K80
cannot support offline transactions, and, in fact, no transactions are allowed unless the K80 is
connected to the Navy Cash server. The K80 receives “Ping” messages from the Navy Cash
Server. If the K80 has not received a “Ping” message within 15 seconds, it will display a screen
stating the ATM is currently out of service.

In the unlikely scenario that the server is down for a lengthy period of time (days, weeks), the
retail operation will be operated on a cash basis, with the same procedures used prior to the
implementation of Navy Cash.
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2.4.2 Screens

a. Base Screen

1234567890123456789012345678901234567890

OORrRWNPFPOOO~NOOUOIWDNE O

Welcome
to the Navy Cash ATM

Please Insert Navy Cash Card

The K80 default base screen is shown on
the left. The screen is 40 characters wide
and 16 lines high. The numbers on the
left and top show the current row and the
current column for text placement and
reference only and are not displayed on
the K80 screen itself.

The K80 has a numeric keypad below
the display. This keypad includes the
numbers 0 to 9 in a standard keypad
layout. Also included are the OK key on
the lower right in green and the CLR key
on the lower left in red.

The K80 has four buttons on each side of the Lighted Crystal Display (LCD) screen. These
buttons are located adjacent to Lines 0, 5, 10, and 15. From this point on, these buttons will be
referred to with a letter (L for Left, R for Right) and a number (the line where the button is
located). For example, the buttons on the left side will be LO, L5, L10, and L15. For the right
side buttons from the top, the labels will be RO, R5, R10, and R15.

Displayed in the upper right corner of the screen is a two-digit alphabetical code, which
signifies a specific type of error when detected. A legible message associated with the error code
is displayed clearly on the footer of the screen notifying a user of possible maintenance

difficulty.

NC SOP Ver 1.13 Chpt 2 K22 K80
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b. Boot Up Screens and Error Screens. When the K80 first powers up, there are a series

of boot-up screens. These screens show the current state of the K80 as it powers up. During this
boot-up phase, there is a possibility of several error states. The error states are located on the first
four lines on the screen and will not go past the first 20 characters. The following screens and
error states are possible.

0
1
2
3

Loading Drivers

W N PEF,O

DEVICE ERROR
CALL MAINTENANCE

W NP, O

DEVICE ERROR-S1
CALL MAINTENANCE

WNPEFkO

DEVICE ERROR-S2
CALL MAINTENANCE

W NP+ O

Init Connections

NC SOP Ver 1.13 Chpt 2 K22 K80

Device specific drivers are being loaded.

This screen is shown when the main card reader cannot be
activated.

The error screens on the left occur when the SAM cannot
be activated.

The screen indicates that the K80 is initializing
communication connections.
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O CONNECTIVITY ERROR
1 CALL MAINTENANCE
2

3

O Loading
Configurations

1
2
3

0 Device Not
Initialized

1 Call Administrator

w N

This error indicates Serial Port communication cannot be
activated.

The K80 is loading saved configurations.

The K80 is not initialized. See the Terminal ID entry
screen section.

c. Terminal ID Entry Screen. When a K80 is initialized, it is necessary to enter a new

Terminal ID for the K80. This can be done with the Terminal ID Entry Screens. These screens
can only be brought up when the K80 is booted with the door open. At all other times, it will

either not display the Terminal ID Entry Screens (if one has been entered previously) or it will
display the error “Device not Initialized Call Administrator” (if a Terminal ID has not been set

previously).

0O Press 5 to enter
1 admin mode
2

3 V X.xxX By

NC SOP Ver 1.13 Chpt 2 K22 K80

The first screen (shown on the left) allows the user to
enter the Terminal ID Entry Screen. To enter the screen,
press the 5 button. If the button is not pressed within 5
seconds, the K80 will boot normally. Also displayed is
the current Version and Build number of the K80
software. This is shown as “Vx.xx By” where x.xx is the
Version number and y is the Build number.
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Change Terminal
Identification?
OK = Yes
CLR = No

W NP, O

Enter New
Terminal 1D

WNPEFkO

New Terminal ID

XXXKXXKXX XXX XXX XK

Confirm oK =
CLR =

W NP O

Yes
No

Save Changes

OK = Yes
CLR = No

W NPEF,O

Rebooting

W N PEFkO

The second screen confirms that the Terminal 1D should
be changed. Press OK to change the ID or CLR to cancel
and boot the machine normally.

The screen to the left is now shown. If the K80 has not
had a Terminal ID entered into it before, this will be the
first screen that is shown. The Terminal ID entered must
be exactly 16 digits long. If more than 16 digits are
entered, only the first 16 will be used. If CLR is pressed,
the Terminal 1D will return to no digits entered and allow
anew Terminal ID entry. If OK is pressed before 16
digits are entered, nothing will happen.

Once the Terminal ID is set, the screen to the left asks the
operator to confirm the new Terminal ID. Press OK to
confirm the ID and CLR to return to the Terminal ID Set.

Once the new Terminal ID has been confirmed, the next
step will be to Save the Changes. Press OK to save the
changes and CLR to cancel the changes.

Whether the changes have been saved or not, the K80 will
then reboot.

2.5 Navy Cash Equipment Checklist

A sample Navy Cash Equipment Checklist is included at Appendix G. This checklist will be
tailored for each ship as a part of the Navy Cash installation. The checklist provides an aid to
assist in troubleshooting any equipment or software problems and should also be used to review
the status of all the ship’s Navy Cash devices on a periodic basis.

NC SOP Ver 1.13 Chpt 2 K22 K80
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3.1

3.2

Background

This chapter of the SOP describes Navy Cash procedures for the general mess.
NOTES:

1.

Preventive maintenance for the Navy Cash Financial System is covered through the Planned

The term Food Service Officer (FSO) used throughout this chapter refers to not only
the FSO but also individuals that have been properly appointed as his or her agent in
accordance with existing procedure.

Private messes are considered ““subsisting’ from the general mess when meals
consumed in the private mess are accounted for and billed to the private mess at
standard meal prices by the general mess.

Private messes are considered “private” when the general mess is reimbursed for the
cost of stores (food) consumed in the private mess on a monthly basis.

The NAVSUP Navy Cash Program Office acknowledges that Navy Cash and Food
Service Management Information System (FSMIS) should be integrated to optimize
system capabilities and to avoid manual and double entry of data/information. Navy
Cash and FSMIS integration may be developed in a later Navy Cash version that is
implemented in the Fleet after prototype.

The Navy Cash card e-purse (chip) sets a maximum load and debit (payment) limit of
$50,000 for merchant cards issued after 24 September 2008 and $9,999.99 for
merchant cards issued before 24 September 2008. This monetary limit may prevent
private messes, MWR, or other merchants from using Navy Cash cards to make
larger purchases on board the ship in a single payment. For example, a CVN
wardroom treasurer pays a monthly food invoice to the general mess that can be as
much as $30,000 or more. In these situations, more than one payment with the
organization’s Navy Cash card or payment by check are authorized.

The daily or monthly Navy Cash reports of electronic transactions (see paragraph
3.13 of this SOP) are the substantiating documents for food service collections. It is
the equivalent of a signed NS 470 page, deposit ticket, or any other document
substantiating a deposit with the Disbursing Officer.

In Navy Cash, all dates and times are recorded and reported in Greenwich Mean
Time (GMT) (Coordinated Universal Time (UTC)).

Planned Maintenance System

Maintenance System (PMS). PMS information for Navy Cash is available from the ship’s
Maintenance and Material Management (3-M) Coordinator. Maintenance Index Page (MIP)

number 6541/080-14 applies to Navy Cash. In particular, proper cleaning of the card readers can

significantly reduce the incidence of card readers failing to read the Navy Cash card.

3.3

1.

Establishing the General Mess as a Navy Cash Merchant

The general mess is established as a Navy Cash merchant as a part of the process of

implementing Navy Cash on board the ship.
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2. A K22 Point Of Sale (POS) device will be configured for the general mess during Navy
Cash implementation. Generally, one function key is programmed for recording standard meal
prices, and one, for recording meal surcharges, that is, General Mess Food and General Mess
Surcharges. Thus, a cash meal sale with surcharge is entered as two separate amounts on the
K22. The cardholder’s Navy Cash card is then inserted into the K22, and the total amount is then
deducted from the cardholder’s Navy Cash card (e-purse). See Chapter 2 of this SOP for K22
detailed operating instructions.

3.4 Cash Sale of Meals

3.4.1  Without Navy Cash Card

For visitors, guests, or dependents that do not possess an instant issue or embossed
permanent Navy Cash card or are not issued a visitor Navy Cash card, e.g., when a crewmember
sponsors a guest or dependent for a visit to have lunch in the general mess on his duty day, either
the sponsor pays for the meal with a Navy Cash card or the FSO must accept cash payment.

a. If the treasurer accepts cash payment, existing cash handling procedures must be
followed.

b. If a crewmember sponsors the visitor and pays for the guest meal with a Navy Cash
card:

(1) The authorized visitor and sponsor report to the FSO/cashier located at the food
service office, galley office, or meal line (depending on local procedure) to purchase the meal.

(2) For each visitor, the FSO records the sale on the Cash Meal Payment Book, DD
1544, and updates FSMIS in accordance with existing procedure.

(3) The FSO keys in the meal price and the surcharge (if applicable) as two separate
amounts into a properly logged-in K22 device. The K22 will display the total of the sale.

(4) The sponsor inserts his or her Navy Cash card into the K22, enters the PIN, and
presses the “OK” key to complete the transaction.

(5) The K22 deducts the total amount, that is, the meal price and the surcharge (if
applicable), from the sponsor’s Navy Cash card and records the transaction for download to the
Navy Cash system. The Navy Cash reports will also record the collection, as if a cash collection
had actually occurred and the sales proceeds for the day were deposited in disbursing. General
Mess Food and General Mess Surcharges will each be reported separately.

(6) The visitor and sponsor go to the meal line to receive the meal.
3.4.2  With Navy Cash Card

For visitors, guests, or dependents that possess a valid instant issue or embossed permanent
Navy Cash card or a visitor Navy Cash card, e.g., a manufacturer’s technical representative
staying on board two weeks that is not entitled to subsist in the wardroom or chief’s mess:

a. The FSO has the option to have visitors pay for meals in advance (when coming
aboard), as-they-go (by individual meal), or upon departure from the ship. The FSO must
consider the type of visitor, length of stay, ship’s policy, and service capabilities when
determining which option is most appropriate.
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b. The visitor, guest, or dependent can use their Navy Cash card to purchase meal(s)
from the general mess.

c. The visitor reports to the FSO/cashier located at the food service office, galley office,
or meal line (depending on local procedure) to purchase the meal.

d. For each visitor, the FSO records the sale on the Cash Meal Payment Book, DD 1544,
and updates FSMIS in accordance with existing procedure.

e. The FSO keys in the meal price and the surcharge (if applicable) as two separate
amounts into a properly logged-in K22 device. The K22 will display the total of the sale.

f. The visitor inserts his or her Navy Cash card into the K22, enters the PIN, and presses
the “OK” key to complete the transaction.

g. The K22 deducts the total amount, that is, the meal price and the surcharge (if
applicable), from the visitor’s Navy Cash card and records the transaction for download to the
Navy Cash system. The Navy Cash reports will also record the collection, as if a cash collection
had actually occurred and the sales proceeds for the day were deposited in disbursing. General
Mess Food and General Mess Surcharges will each be reported separately.

h. The visitor goes to the meal line and receives the meal.
3.4.3  With Large Groups

For large groups of visitors, guests, and dependents for which it is not feasible to issue instant
issue or visitor Navy Cash cards, for example, a dependent’s cruise or tiger cruise on board an
aircraft carrier.

a. These are special events for which the Commanding Officer (CO) assigns a “cruise
coordinator” to plan for, among other tasks, the accounting for and payment of meals consumed
from the general mess by the guests.

b. Typically, sponsors of guests pay in advance for the cost of meals to be consumed.
The cruise coordinator sets up a system to count heads/meals, collect money, and pay the general
mess. The process that the cruise coordinator develops varies among different ships and is not
part of this Navy Cash SOP.

c. However, the cruise coordinator has the option to accept payment from sponsors that
possess Navy Cash cards using a portable K22 POS device. A K22 can be programmed and
issued by the disbursing office for this special purpose, and arrangements must be made in
advance of the event. Operating procedures for the K22 are located in Chapter 2 of this SOP.

d. Generic Procedure. A generic procedure for accepting Navy Cash for special cruise
events is as follows:

(1) When paying with Navy Cash, the guest sponsor reports to the cruise
coordinator representative to pay for his guest’s meals.

(2) For each visitor/sponsor, the cruise coordinator records the number of meals
sold (to be sold) in accordance with the cruise coordinator’s policy.
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(3) The cruise coordinator representative keys in the meal price and the surcharge
(if applicable) as two separate amounts into a properly logged-in K22 device. The K22 will
display the total of the sale.

(4) The sponsor inserts his or her Navy Cash card into the K22, enters the PIN, and
presses the “OK” key to complete the transaction.

(5) The K22 deducts the total amount, that is, the meal price and the surcharge (if
applicable), from the sponsor’s Navy Cash card and records the transaction for download to the
Navy Cash system.

(6) If aportable K22 was programmed for this special purpose, at the end of each
day funds are collected, the cruise coordinator (representative) downloads the K22, which
electronically “deposits” the funds in the Navy Cash system.

(7) The Navy Cash reports will also record the collection, as if a cash collection had
actually occurred and the sales proceeds for the day were deposited in disbursing. General Mess
Food and General Mess Surcharges will each be reported separately.

(8) The cruise coordinator then presents the FSO along with the meal counts
associated with the special event. The FSO then updates FSMIS in accordance with existing
procedures.

e. The cruise coordinator has the option to accept cash or check directly, especially from
sponsors that do not possess a Navy Cash card. In that case, existing cash collection procedures
must be followed (beyond the scope of this Navy Cash SOP).

344 Members of Private Messes that Subsist from the General Mess

Shipboard private messes may include the Wardroom, CO, Unit Commander (Flag), or Chief
Petty Officer (CPO) depending on the size of the ship.

a. Daily, in accordance with existing procedure, the private mess treasurer records meals
consumed by mess members and guests of the mess. Meal counts are forwarded to the FSO.

b. Monthly, the FSO completes the NS Form 1046(s) for the cash sale of meals to the
private mess, indicating the total number of breakfasts, lunches, and dinners consumed by all
members and guests in accordance with existing procedure.

c. The FSO computes the total private mess bill based on the meal consumed counts
(NS Form 1046) and standard meal cost rates and presents an invoice (DD 1149) to the private
mess treasurer in accordance with existing procedures.

d. If the monthly mess invoice is less than $10,000, the private mess treasurer can pay
the FSO with the private mess Navy Cash card.

e. Due to the $50,000 load and debit limit on merchant cards issued after 24 September
2008 and the $9,999.99 load and debit limit on merchant cards issued before 24 September 2008,
if the monthly mess invoice is larger than the limit, the private mess treasurer can make more
than one payment with the private mess Navy Cash merchant card following the procedures in
the paragraph directly below or pay the FSO with a check drawn on the private mess fund bank
or credit union checking account (existing procedures).
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35 Bulk Sale of Food

3.5.1 Daily or as Required

The FSO documents the cost of food items transferred (sold) to a private mess, MWR, or
other authorized party, on a Food Item Request/Issue Document, NAVSUP (NS) Form 1282, at
last receipt price in accordance with existing procedures.

3.5.2 At Month End

a. The FSO prepares and forwards an invoice (DD Form 1149) for the cost of bulk food
items sold to MWR, private messes, or other authorized organizations, based on the NS 1282
documentation.

b. If the bulk food item invoice is less than $10,000, the private mess treasurer, MWR
custodian or other authorized party reports to the FSO with their organization’s Navy Cash card
(e.g., USS NEVERSAIL Wardroom Fund Navy Cash card) to pay for the bulk sale of food.
Payments must be made by the 15th of the month following the month of the sale, in accordance
with existing procedure.

(1) The FSO enters the bulk food sale amount into a properly logged-in K22 device.

(2) The private mess treasurer, MWR custodian or other authorized party inserts the
Navy Cash card into the K22, enters their PIN and presses the “OK” key to complete the
transaction.

(3) The K22 deducts the sale amount from the organization’s Navy Cash card and
records the transaction for download to the Navy Cash system. Navy Cash records the collection
as if a cash collection had actually occurred and the sales proceeds for the day were deposited in
disbursing.

(4) The Navy Cash system records the sale of bulk food items, and, during month
end processing, the Disbursing Officer will prepare vouchers based on the NS 1359, Monthly
General Mess Operating Statement and Navy Cash system reports to register the funds to the
Navy SIK and surcharge lines of accounting as appropriate.

c. Ifthe bulk food item invoice is $10,000 or greater, the private mess treasurer, MWR
custodian, or other authorized party can make more than one payment with the organization’s
Navy Cash card or pay the FSO with a check drawn on the organization’s bank checking account
(existing procedures).

(1) Pay the FSO with a check drawn on their commercial bank checking account in
accordance with existing (normal) procedures. Navy/Marine Cash is not involved.

3.6 Refunds

1. Inresponse to a refund request from a cardholder, the FSO records the refund in the
General Mess Refund Control Log and prepares, signs, and issues a refund chit to the cardholder.
Refund chit and refund control log examples are contained in Chapter 8 of this SOP.

2. The cardholder reports to the disbursing office during normal office hours with his Navy
Cash card and presents the refund chit. Disbursing personnel then follow standard Navy Cash
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procedure to perform the refund transaction that adds the refund value to the cardholder’s Navy
Cash e-purse (chip). This process is known as refund liquidation. The Disbursing Officer retains
the liquidated refund chit and forwards it to the FSO at the end of the business day for follow up
action.

3. Onthe day the refund is liquidated, after receiving the liquidated refund chit from
disbursing, the FSO will note the date of liquidation on the original refund record in the Refund
Control Log.

4. On the day the refund is liquidated, the refund amount will be reflected in the General
Mess Daily Transaction Detail Report as a negative number associated with the members name
and Navy Cash account number, reducing the overall sales amount for the day.

5. The FSO will retain the General Mess Refund Control Log for five years for
reconciliation and audit purposes.

6. The FSO will maintain an audit trail on refund chits by recording the status of issued
refund chits in the Refund Control Log. The FSO will note whether the refund was liquidated,
reissued or canceled and date of occurrence on every original refund record entry.

7. To alleviate holding unliquidated refunds for long periods of time, members will be
required to liquidate refunds at the disbursing office within 2 working days. After 30 days, the
FSO has the option to reverse or cancel an unliquidated refund. The FSO will note the reason for
the reversal in the Refund Control Log and will cross reference the reversal entry to the original
refund entry.

8. Inthe event that a refund is liquidated after the FSO reversed (canceled), the refund can
be reentered in the Refund Control Log to bring records into balance. Prior to reentering a
refund, the FSO must confirm that the refund was previously canceled by comparing the General
Mess Daily Transaction Detail Report that shows the negative refund amount and the name of
the person issued the refund to the General Mess Refund Control Log.

9. Ifarefund chit is lost or destroyed prior to liquidation, the FSO can reissue the refund
chit to the member. Prior to reissuing a refund chit, the FSO must confirm that the original
refund chit was not previously liquidated by reviewing the status of the refund in the Refund
Control Log.

10. The FSO must consider the status of unliquidated refunds when determining whether
cash collections equal recorded sales during the end of day reconciliation process (see the end of
day reconciliation section below).

11. In accordance with existing procedure, the FSO makes adjustments in FSMIS within the
current month to reflect refunds issued and to modify the DD 1544 and NS 1046 and 1359
accordingly.

3.7  Payment of Foreign Vendors

The existing process for paying foreign vendors is not affected by Navy Cash.
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3.8 End-of-Day Procedure

1. The FSO and all operators (cashiers/clerks) log-off the system. If a K22 is operated
offline (not directly connected to the Navy Cash server via the LAN), before end of day
procedures can be completed, the operator must first download the K22 to the Navy Cash server
by following the K22 operating procedure, paragraph 2.3.1.

2. The general mess business is secured for the day and disbursing is notified.

3. Each day, the FSO or designated assistant should review the Navy Cash Merchant Sales
Summary Report for accuracy (see paragraph 3.13.1 of this SOP for a sample report). The
Merchant Sales Summary Report can be generated at the Navy Cash workstation in the
disbursing office by entering the correct start and end dates in the “View Reports” link in the
Navy Cash application (see paragraph 8.4.25). In Navy Cash, all dates and times are recorded
and reported in Greenwich Mean Time (GMT) (Coordinated Universal Time (UTC)). The more
detailed Non-Vending Sales Report, MSO Summary Report, and MSO Detail Report can be
generated in the same way.

4. The Disbursing Officer initiates end of day processing. The daily transactions
(collections and expenditures) are batched and downloaded to the Navy Cash server located
ashore where the Navy Cash system automatically records and accumulates daily sales until the
end of the month. At month end, the Disbursing Officer will prepare vouchers based on the NS
1359, the Monthly General Mess Operating Statement, and the monthly Navy Cash system
reports to register the funds to the Navy subsistence-in-kind (SIK) and surcharge accounts.

5. The FSO should also receive a General Mess Daily Transaction Detail Report for
reconciliation and management purposes. Successful processing of the EOD batch (round trip)
sends a series of reports to the ship from the shore side. These shore reports are generated
automatically, and, when they are received, the Navy Cash system places them into a shore
reports directory by date, with one sub-directory for each report date. This report can be printed
at the disbursing office. An example of this report is contained in paragraph 3.13.3 of this SOP.
Again, in Navy Cash, all dates and times are recorded and reported in Greenwich Mean Time
(GMT) (Coordinated Universal Time (UTC)).

3.9 Daily Reconciliation

1. Reconciliation is the process of confirming that currency (cash/check) and Navy Cash
collections balance with total sales for the day and, if they don’t balance, determining what
caused the out of balance condition. The FSO must reconcile daily.

2. To reconcile, the FSO compares recorded sales/surcharges (cash meal and bulk food)
totals for the day from DD 1544, NS 1046, or DD1149 less refunds to total cash collections
shown on the Navy Cash Merchant Sales Summary Report (paragraph 3.13.1) plus any checks or
cash (currency) collected. A reconciliation worksheet is provided in paragraph 3.13.5 of this SOP
to assist the FSO when conducting the reconciliation process.

3. If daily sales and collections balance (equal), the reconciliation is successful and
complete.

4. If total sales and total cash collections do not balance, an error condition exists that must
be investigated and corrected. After compensating properly for unliquidated refunds (see
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paragraph 3.6), there are two primary out of balance conditions that can occur. It is possible,
however, to experience combinations of these two basic error conditions and this must be
considered when conducting the investigation.

a. Shortage. The total sales amount is greater than cash collected; sales are overstated or
cash collected is understated. This condition is caused when a sale is recorded but cash was not
collected or the amount collected was less than the amount of the sale. If cash (currency) is
involved, it is possible that a cashier made change incorrectly during the transaction or that
money was miscounted, misplaced, lost, or stolen.

b. Overage. The total sales amount is less than cash collected; sales are understated or
cash collected is overstated. This condition is caused when cash is collected but a sale was never
recorded or was recorded at an amount less than the cash collected. If cash (currency) is
involved, it is possible that the cashier made change incorrectly or that the money was
miscounted.

c. For either out of balance condition, the FSO should compare the more detailed Navy
Cash reports which list every Navy Cash transaction performed that day and the food service
daily sales records (1544, 1046, 1149) to determine, through the process of elimination, which
transactions are missing or were recorded at incorrect amounts. The Non-Vending Sales Report,
MSO Summary Report, and MSO Detail Report can be generated on the ship at the Navy Cash
workstation in the disbursing office. If the Navy Cash EOD process and round trip have already
been completed, the General Mess Daily Transaction Detail Reports can also be retrieved from
the shore reports directory (see paragraph 8.4.24.n) on the Navy Cash workstation (see paragraph
3.13.3 for a sample report).

d. If the investigation reveals that an insufficient amount (or nothing) was collected
from a particular member for a particular sale, the FSO will contact the member to request
payment of the difference in Navy Cash or currency, as appropriate.

e. If the investigation reveals that too much money was collected from a particular
member for a particular sale or that the member was charged for a sale that did not actually
occur, the FSO will refund the difference to the member in Navy Cash or currency, as
appropriate.

f. If the investigation reveals that a sale was erroneously recorded (didn’t actually occur
or was recorded at an incorrect amount), the FSO will reverse or adjust the sales transaction in
the appropriate sales record.

g. If the investigation reveals that cash (currency) was lost, misplaced or stolen,
corrective action taken will be in accordance with existing procedures (outside the scope of Navy
Cash).

5. Unliquidated Refunds. Unliquidated refunds require special consideration during daily
reconciliation because the day a refund chit is liquidated (cashed) can be different than the day
the refund chit was issued, perhaps many days or weeks later. Consequently, refunds not
liquidated on the day they were issued must be considered in the day-to-day reconciliation
process until finally liquidated and reported in the General Mess Daily Transaction Detail Report
(paragraph 3.13.3). To minimize efforts associated with unliquidated refunds, paragraph 3.6.7 of
this SOP requires refunds be liquidated within 2 working days.
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a. If arefund was issued and liquidated during the day of reconciliation, neither
recorded sales nor cash collections require any adjustment. Given that no other balance affecting
error condition exists, recorded sales (1544, 1046, 1149) and cash collections shown on the Daily
Transaction Detail Report will be in balance.

b. If arefund was issued but not liquidated during the day of reconciliation, recorded
sales will be understated compared to cash collections shown on the Daily Transaction Detail
Report. In this case, the FSO must add the amount of the unliquidated refund to recorded sales to
balance sales with collections.

c. If arefund was liquidated during the day of reconciliation but more than one day after
the original day of issuance, the daily sales total will be overstated compared to cash collections
shown on the Daily Transaction Detail Report. In this case, the FSO must subtract the amount of
the refund from recorded sales to balance sales with collections.

d. If no refunds were issued or liquidated on the day of reconciliation, the daily sales
total should balance with cash collections shown on the Daily Transaction Detail Report,
provided that no other balance affecting error condition exists.

6. The FSO will maintain daily reports and reconciliation worksheets for 30 days or until
the monthly reconciliation is completed.

3.10 Monthly Reconciliation

1. Each month, the FSO and Disbursing Officer should coordinate to establish a closeout
date for the month. The EOM process generally begins in the sales office five days before the
actual end of the month. At the same time, the FSO should begin to pull together the figures
needed to meet his or her monthly reporting responsibilities.

2. The FSO should obtain a copy of the Navy Cash Merchant Sales Summary Report for
the month (see paragraph 3.13.2 of this SOP for a sample report). The Merchant Sales Summary
Report can be generated at the Navy Cash workstation in the disbursing office by entering the
correct start and end dates in the “View Reports” link in the Navy Cash application (see
paragraph 8.4.25). Ensure the time frame indicated is specific and inclusive. In Navy Cash, all
dates and times are recorded and reported in Greenwich Mean Time (GMT) (Coordinated
Universal Time (UTC)).

3. To reconcile cash collections and sales for the month, the FSO must add daily sales
recorded throughout the month on 1544, 1046 and 1149 less refunds to calculate total sales for
the month.

4. The FSO compares the calculated monthly sales total to monthly Navy Cash collections
reported in the Merchant Sales Summary Report plus any cash or checks (currency) accepted
during the month. If monthly cash collections and sales don’t balance (equal), the process of
investigation and correction is the same as described in paragraph 3.9.4 above. To assist in any
reconciliation required, the more detailed Navy Cash Non-Vending Sales Report, MSO
Summary Report, and MSO Detail Report can be generated in the same way as the Merchant
Sales Summary Report (see paragraph 3.10.2 above). If the final Navy Cash EOD process and
round trip for the month have already been completed, the General Mess Monthly Transaction
Detail Reports can also be retrieved from the shore reports directory (see paragraph 8.4.24.n) on
the Navy Cash workstation (see paragraph 3.13.4 for a sample report).
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5. The FSO will maintain monthly reports and reconciliation worksheets on file for 12
months. When a month’s activity is reconciled, the daily reports for that month can be discarded.

3.11 End of Month Procedure

1. Prepare the NS 1359, Monthly General Mess Operating Statement, in accordance with
existing procedure.

2. When Navy Cash is used to collect meal sales and surcharges, the Navy Cash totals are
combined with cash (currency) collected, if any. In other words, for reporting purposes, treat
Navy Cash collections as if they were actual cash collections.

3. Report the combined cash and Navy Cash totals on the appropriate lines in the cash
statement and accounting classification sections of the NS 1359, in accordance with existing
procedure.

4. The Navy Cash system records the sale of bulk food items, and, during month end
processing, the Disbursing Officer will prepare vouchers based on the NS 1359 and the monthly
Navy Cash system reports to register the funds to the Navy SIK and surcharge lines of
accounting as appropriate.

3.12 Contingency Operations

1. Short-Term Outage.

a. The K22 in the general mess operates in the normal mode and is connected to the
Navy Cash server through the ship’s LAN. If connectivity to the server is expected to be a
problem, an operator should remain logged on to the K22 at the end of the day so that Navy Cash
payments for meals can be processed offline the next day even if connectivity is not available. A
K22 in normal mode operating offline can store about 741 transactions before it is full and can
no longer process transactions.

b. When connectivity to the Navy Cash server is restored, sales receipts stored on the
K22 are forwarded automatically to the Navy Cash server. This download starts when the LAN
connection to the server is made and the asterisk symbol on the K22 screen disappears, usually
within a minute. The “!” symbol on the K22 screen remains displayed until all transactions have
been downloaded to the server.

2. Localized Network Outage.

a. The K22 must be online to the Navy Cash server through the ship’s LAN for an
operator to log on. If the network is down at the beginning of the day, the operator will not be
able to log on to the system to conduct business. However, if the network outage is localized to
the area of the general mess, an operator can go to the disbursing office and sign out a spare K22
to use in the portable mode.

b. Operator Log-On. The operator can log on to the portable K22 (and the merchant can
be set to general mess food and surcharges) at any operating K22 network connection point or
download box (in the disbursing office, MWR, post office, or other locations set up during the
Navy Cash installation). The operator disconnects the K22 device currently in operation (if any)
and connects the portable K22. Once connected, the offline log-on procedure is the same as the
online procedure. After log-on is complete, the operator can disconnect the data cable and
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proceed to operate the K22 in the offline mode. If a K22 was disconnected to permit the log-on,
it should be reconnected at this time. The operator should make sure that the portable K22 has
fresh batteries and that additional batteries are readily available.

c. Download Sales Transactions. If the network outage is localized, the sales receipts
stored on the portable K22 can be downloaded at the end of each day at one of the K22
connection points or download boxes as described in paragraph (b) above.

3. Long-Term Outage. In the unlikely event that connectivity to the Navy Cash server is
down for a lengthy period of time (days, weeks), the general mess can, with the authorization of
the Commanding Officer, revert to accepting cash and/or check, following the same procedures
used prior to implementing Navy Cash.
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3.13  General Mess Reports and Forms (examples)

In Navy Cash, all dates and times are recorded and reported in Greenwich Mean Time
(GMT) (Coordinated Universal Time (UTC)).

3.13.1
Run Date: 05/17/2005
Report Name: NC_133
Start Date: 05/16/2005

Merchant Sales

Merchant Name

GENERAL MESS — FOOD
GENERAL MESS — SURCHARGES
NAVY DISBURSING

POST OFFICE — STAMPS

POST OFFICE — MONEY ORDERS
POST OFFICE — METERED MAIL
SHIP STORE #1

NAVY MWR
VENDING
VENDING
VENDING
VENDING
VENDING
VENDING

STORE
STORE
SODA
SODA
SODA
SODA

ITEMS
ITEMS

NC SOP Ver 1.13 Chpt 3 Gen Mess

Daily Merchant Sales Summary Report

Run Time: 17:08:16

End Date:: 05/17/2005
Merchant 1D Total Amount
800000003675 101.25
800000003677 45.00
800000003693 150.50
800000003695 11.10
800000003697 611.22
800000003699 150.00
800000003701 1120.35
800000003705 90.00
VMCANDOOOOO00001 10.60
VMCANDOOOOO0O0001 40.00
VMCANDOOOOO00001 45.50
VMCANDOOOOO00001 26.50
VMCANDOOOO0O00001 85.00
VMCANDOOOQOO00001 24.00

3-13

Transaction Count

110

20
80
91
53
170
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3.13.2 Monthly Merchant Sales Summary Report

Run Date: 05/31/2005
Report Name: NC_133
Start Date: 05/01/2005
Merchant Sales

Merchant Name

GENERAL MESS — FOOD
GENERAL MESS — SURCHARGES
VENDING SODA

NAVY DISBURSING

POST OFFICE — STAMPS

POST OFFICE — MONEY ORDERS
POST OFFICE — METERED MAIL
SHIP STORE #1

NAVY MWR

VENDING STORE ITEMS
VENDING STORE ITEMS
VENDING SODA

VENDING SODA

VENDING SODA

VENDING SODA

NC SOP Ver 1.13 Chpt 3 Gen Mess

Run Time: 19:07:33

End Date:: 05/31/2005

Merchant 1D

800000003675
800000003677
800000003691
800000003693
800000003695
800000003697
800000003699
800000003701
800000003705
VMCANDOOOOOO0001
VMCANDOOOOOO0001
VMCANDOOOOOO0001
VMCANDOOOOOOO001
VMCANDOOOOOO0001
VMCANDOOOOOOO001

3-14

Total Amount

Transaction Count

183
13
36

150

3242
178
530

2300

2690

1587

4951

1451
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3.13.3 Daily Transaction Detail Report

Run Date
Run Time
Report Name

: 08/29/2001
: 17:08:25
: TRAN_GeneralMessFood D

Navy Cash

Location:

USS NEVERSAIL

Daily Transaction Detail Report - GENERAL MESS - FOOD

Date: 08/28/2001 02:04:31 To 08/29/2001 02:01:54 Batch 1d: R12345_323

Merchant
Event Code
Operator

80000010016

BARBER, BRIAN
SSN Account #

JOHN, ROBERT
JOSH, JIM
ALPERT, MIKE
GOLD, STEVE

1234 80000010002
5678 80000010004
4321 80000010003
8765 80000010001

*** End of

NC SOP Ver 1.13 Chpt 3 Gen Mess

08/28/2001 13:42:25
08/28/2001 13:43:00
08/28/2001 13:42:41
08/28/2001 13:42:01

the Report ***

3-15

Trans Amount
1 $3.75
1 $3.75
1 $3.75
1 $3.75
4 $15.00
4 $15.00
4 $15.00
4 $15.00
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3.13.4

Run Date
Run Time
Report Name

Merchant :
Event Code :
Operator :

ALPERT, MIKE

CASPER, STEPHEN

GOLD, STEVE
1ZASK, MIKE
JOHN, ROBERT
JOSH, JIM

19:07:44

80000010016

08/31/2001

TRAN_GeneralMessFood M

Monthly Transaction Detail Report

Navy Cash
Monthly Transaction Detail Report - GENERAL MESS - FOOD
USS NEVERSAIL
Date: 08/01/2001 20:01:36 To 08/31/2001 22:20:37

Location:

BARBER, BRIAN

NC SOP Ver 1.13 Chpt 3 Gen Mess

Account #

80000010003
80000010005
80000010001
80000010006
80000010002
80000010004

Transaction Date

08/28/2001
08/27/2001
08/28/2001
08/30/2001
08/28/2001
08/28/2001

13:44:19
10:12:25
13:42:01
13:23:27
13:45:05
13:44:01

*** End of the Report ***

3-16

Trans Amount
1 $3.75
1 $3.75
1 $3.75
1 $3.75
1 $3.75
1 $3.75
6 $22.50
6 $22.50
6 $22.50
6 $22.50
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3.13.5 Daily Reconciliation Worksheet
USS

GENERAL MESS DAILY RECONCILIATION WORKSHEET

DATE:
SALES COLLECTIONS
DD 1149/NS 1282 Cash
NS 1046 Checks
DD 1544 Navy Cash (from Merchant
Sales Summary Report)
TOTAL SALES TOTAL COLLECTIONS
ADJUSTMENTS ADJUSTMENTS
TO SALES TO COLLECTIONS
Plus refunds issued today but Less amount of_currency
not liquidated today overage—exclusive of Navy
Cash funds
Plus amount of currency
Less refunds issued before shortage—lost, misplaced or
today but liquidated today stolen—exclusive of Navy
Cash funds
Less erroneously overstated Plus erroneously understated
sales amounts Navy Cash collections
Plus erroneously understated Less erroneously overstated
sales amounts Navy Cash collections
ADJUSTED TOTAL ADJUSTED TOTAL
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4.1  Background

This chapter of the SOP describes Navy Cash procedures for selected operations in the
wardroom, CO, unit commander (flag), CPO, and any other private messes:

NOTES:

1. The term treasurer used in this chapter refers not only to the private mess treasurer
but also individuals that have been properly authorized and appointed as his/her
agents.

2. A private mess is considered “subsisting’ from the general mess when meals
consumed in the mess are accounted for and billed to the mess at standard meal
prices by the general mess in accordance with NAVSUP Publication 486, Volume 1,
Food Service Management — General Messes.

3. A private mess is considered “private” when the general mess is reimbursed for the
cost of the stores (food) consumed by the private mess on a monthly basis.

4. When a private mess collects or expends Navy Cash funds (for any reason) ‘NC’ will
be noted in parenthesis in the purpose field on the Record of Collections or Record of
Expenditures to denote that the collection/expenditure was made in Navy Cash. This
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notation is required to distinguish Navy Cash collections/expenditures from actual
cash (currency) collections/expenditures for the day during the daily reconciliation
process described below.

5. The Navy Cash card e-purse (chip) sets a maximum load and debit (payment) limit of
$50,000 for merchant cards issued after 24 September 2008 and $9,999.99 for
merchant cards issued before 24 September 2008. This monetary limit may prevent
private messes, MWR, or other merchants from using Navy Cash cards to make
larger purchases on board the ship in a single payment. For example, a CVN
wardroom treasurer pays a monthly food invoice to the general mess that can be as
much as $30,000 or more. In these situations, the private mess treasurer can elect to
make more than one payment with the organization’s Navy Cash card or simply pay
by check.

6. In Navy Cash, all dates and times are recorded and reported in Greenwich Mean
Time (GMT) (Coordinated Universal Time (UTC)).

4.2 Planned Maintenance System

Preventive maintenance for the Navy Cash Financial System is covered through the Planned
Maintenance System (PMS). PMS information for Navy Cash is available from the ship’s
Maintenance and Material Management (3-M) Coordinator. Maintenance Index Page (MIP)
number 6541/080-14 applies to Navy Cash. In particular, proper cleaning of the card readers can
significantly reduce the incidence of card readers failing to read the Navy Cash card.

4.3  Establishing the Private Mess as a Navy Cash Merchant

a. Each private mess is established as a Navy Cash merchant as a part of the process of
implementing Navy Cash on board the ship.

b. Generally, a private mess treasurer uses local bank or credit union checking accounts
set up specifically for, and in the name of, the private mess to manage operating funds. The mess
treasurer provides the Treasury Financial Agent, JPMorgan Chase, with the mess fund checking
account numbers and ABA Routing numbers, the account name printed on the checks (e.g., USS
Neversail CPO Mess Dues), and whether the checking account is a business or consumer
account. For example, the Chiefs Mess is generally established with just a “dues” Navy Cash
merchant account, and the Wardroom, with both “food” and “dues” accounts. In the case of the
Chiefs Mess, a “food” account can always be requested and set up later. It is possible to establish
one or both private mess Navy Cash merchant accounts without a corresponding checking
account. In that case, funds would be transferred directly to the Navy Cash (strip) account.

(1) Food rations (BAS - Basic Allowance for Subsistence) for enlisted personnel
assigned to duty in a private mess are commuted (credited) to the mess (known as commuted
rations). In the case of the Chiefs Mess, rations for every Chief Petty Officer assigned to the
ship/mess are also commuted (credited to the mess). Law expressly forbids using commuted
rations for purposes other than purchasing food. Commingling of commuted rations with funds
used for non-food purchases, such as, private mess flower and gift funds, is also against
regulations.

(2) To accommodate this requirement and to maintain separation of funds, two
merchant Navy Cash accounts, each with a unique Navy Cash card, can be established for each
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private mess, one for food purchases (the “food” account) and the other for dues collection and
non-food expenses (the “dues” account). When conducting financial transactions using Navy
Cash, the mess treasurer must be certain to use the appropriate “food” or “dues” Navy Cash card.

c. The private mess treasurer may choose to settle to the bank or credit union checking
account specified when the private mess Navy Cash merchant account was established or to the
Navy Cash (strip) account. Generally, if most private mess payments are made by check, it is
probably better to settle to the bank or credit union account; if most payments are made with the
Navy Cash card, it is probably better to settle to the merchant Navy Cash (strip) account. Money
can always be transferred among the Navy Cash chip and strip accounts and the bank or credit
union checking account.

d. The private mess treasurer may also choose to settle on a daily or a weekly basis. The
Wardroom Mess merchants (dues and food) have been set up to settle on a daily basis to help
simplify the reconciliation and settlement process. For merchants who elect to settle on a weekly
basis, deposits are initiated using the following schedule: on the 8th, 15th, 22nd, and 28th of each
month. The deposit on the 8th of the month will include any transactions that posted on the 29th,
30th, and 31st of the previous month. This slight delay in actual deposits is minor compared to
the delay experienced when checks are mailed to a bank or credit union for deposit to the private
mess account.

e. Private mess treasurers must understand that funds settled to bank or credit union
accounts ashore are NOT immediately available for expenditure. Navy Cash transactions are sent
to the Treasury Financial Agent daily, but deposits are NOT made immediately. Automated
Clearance House (ACH) transactions, which Navy Cash uses, are only processed Sunday through
Friday at 10:00 PM Eastern Time (8:00 PM on Sunday) by the Federal Reserve System.
Transactions will generally be posted to bank or credit union accounts within 48 hours, and funds
are normally available the next business day after the transactions are posted. Funds settled to
Navy Cash (strip) accounts are available as soon as the end-of-day round trip is completed
between ship and shore.

f. Settlement Reports. Merchant settlement reports are produced for all merchants
listing all Navy Cash deposits. These shore reports are generated automatically at the completion
of each EOD round trip and placed into a shore reports directory by date (see paragraph
8.4.24.n). A sample report is contained in paragraph 4.17.5. In Navy Cash, all dates and times
are recorded and reported in Greenwich Mean Time (GMT) (Coordinated Universal Time
(UTC)).

4.4 Sale of Meals

NOTES:

1. The treasurer has the option to have guests/visitors pay for meals in advance (when
coming aboard), as-they-go (by individual meal), or upon departure from the ship.
The treasurer must consider the type of visitor, length of stay, Navy/ship policy, and
service capabilities when determining which option is most appropriate.

2. Local billing and collection procedures vary among different private messes for
different types of guests and visitors, e.g., a distinguished visitor and a contractor
technician. Except for replacing the cash aspects of the payment transaction with the

NC SOP Ver 1.13 Chpt 4 Pvt Mess 4-4 14-Aug-09



Navy Cash card, existing private mess local billing and collection procedures for
guests and visitors need not change.

a. The K22 Point-Of-Sale (POS) device is the card reader and keypad device used to
register sales transactions in Navy Cash. On larger ships, with a dedicated office for the mess
treasurer, a K22 will normally be permanently installed. On smaller ships where a mess treasurer
may not have dedicated office space, portable K22s can be operated in the offline mode for sales
transactions.

b. A K22 POS device will be configured for each private mess during Navy Cash
implementation. Depending on ship type and LAN capability, the K22 can be configured to
operate online from the private mess office or offline in the portable mode. When the private
mess operates with two Navy Cash merchant accounts to maintain the separation of funds
described above, one function key on the K22 will be configured for food collections, and one
function key, for dues collections. See Chapter 2 for instructions on operating the K22.

441 For Mess Members

a. If the private mess is subsisting from the general mess, the treasurer accounts for
meals consumed for each mess member and guest and reports daily meal counts to the FSO for
inclusion in the daily food service records in accordance with existing procedures.

b. If the mess is private (not subsisting), the treasurer accounts for meals consumed for
each mess member and guest in accordance with existing local procedures. Reporting of daily
meal counts to the general mess is not required.

c. The treasurer will bill each member and collect the funds at the end of the month (see
paragraph 4.5). Each mess bill paid with Navy Cash will be recorded in the Record of
Collections in accordance with existing procedure, but with a “NC’ parenthetical notation in the
purpose field.

4.4.2  For Guests Without Navy Cash Card

For guests (visitors) that do not possess an instant issue or embossed permanent Navy Cash
card or are not issued a visitor Navy Cash card, e.g., a mess member sponsors a guest or
dependent for a visit to have lunch in the wardroom on his duty day. In this case, the sponsor
pays for the meal with a Navy Cash card or the treasurer accepts cash payment from the
visitor/guest or the mess provides the meal free to the guest and absorbs the cost.

a. If the mess absorbs the cost of the guest’s meal, Navy Cash is not involved.

b. If the treasurer accepts cash payment, existing (normal) cash handling procedures
must be followed and Navy Cash is not involved.

c. If amess member sponsors the guest and pays for the meal with a Navy Cash card.

(1) The sponsor reports to the treasurer located at the private mess office to
purchase the meal.

(2) For each meal sale to a guest/visitor, the treasurer records the sale on a NS 1046
and the collection in the Record of Collections, in accordance with existing procedure, noting
‘NC’ in parenthesis in the purpose field of the entry.
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(3) The treasurer keys the meal price into a properly logged-in K22 device using the
“food” function key.

(4) The sponsor inserts their Navy Cash card into the K22, enters their PIN and
presses the “OK” key to complete the transaction.

(5) The K22 deducts the meal price from the sponsor’s Navy Cash card and records
the transaction for download to the Navy Cash system at the end of the business day.

(6) The guest and sponsor go to the private mess meal line to receive the meal.
4.4.3  For Guests With Navy Cash Card

For guests (visitors) that possess a valid Navy Cash card, e.g., a manufacturer’s technical
representative staying on board two weeks that is subsisting in the wardroom.

a. The guest can use their Navy Cash card to purchase meals from the private mess.

b. The guest reports to the treasurer located at the private mess office to purchase the
meal(s).

c. For each guest, the treasurer records the sale on a NS 1046 and the collection in the
Record of Collections, in accordance with existing procedure, noting ‘NC” in parenthesis in the
purpose field of the entry.

d. The treasurer keys the meal price into a properly logged-in K22 device using the
“food” function key.

e. The guest inserts their Navy Cash card into the K22, enters their PIN and presses the
“OK” key to complete the transaction.

f. The K22 deducts the meal price from the visitor’s Navy Cash card and records the
transaction for download to the Navy Cash system at the end of the business day.

g. The guest goes to the meal line and receives the meal.
4.4.4 For Large Groups

For large groups of visitors, guests and dependents for which it is not feasible to issue instant
issue or visitor Navy Cash cards, e.g., a dependent’s cruise or tiger cruise on board an aircraft
carrier, see paragraph 3.4.3.

45 Mess Bill Collection

a. Whether the subsisting mess is Private or General, the Mess Treasurer or a General
Mess representative prepares a mess bill for each mess member according to existing procedure.
Discrepancies or disagreements are resolved with the member in accordance with existing
procedure. Mess bills must be collected by the 5™ day of the month following the month the
meals were consumed.

b. Mess members report to the private mess office to pay their mess bill with their Navy
Cash cards.
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c. For each member, the treasurer records the collection in the Record of Collections, in
accordance with existing procedure, noting ‘NC’ in parenthesis in the purpose field of the entry.

d. The treasurer keys the mess bill amount into a properly logged-in K22. It is important
that the treasurer key the applicable amounts separately for the “food” and “dues” function keys,
which will then be processed as one collection from the mess member’s Navy Cash card.

e. The mess member inserts their Navy Cash card into the K22 and presses “OK” to
record and complete the transaction.

f. The Navy Cash system deducts the sale amount from the member’s Navy Cash card
and records the transaction for download to the Navy Cash system at the end of the business day.

4.6 Commuted Ration Credit to a Private Mess

a. Rations for enlisted personnel assigned to duty in a private/CPO mess and CPOs
assigned to a CPO mess are commuted (credited) to the mess. The Disbursing Officer pays the
commutation value of their rations to the mess treasurer on a monthly basis. During the Navy
Cash prototype, existing (normal) procedure for commuting rations to a private mess will be
followed. In a future post prototype Navy Cash version, commuting rations to a private mess
may be automated.

b. In accordance with existing procedures, the commuted ration value is calculated and
the Disbursing Officer prepares a check payable to the private mess treasurer. The private mess
treasurer deposits the check in the appropriate mess checking account (for food purchases) and
records the collection in the Record of Collections, in accordance with existing procedure.
Because the commuted rations transaction does not involve Navy Cash, ‘“NC’ should not be
noted in the purpose field of the Record of Collections entry.

4.7 Refunds

a. Mess bill and mess share refunds and commuted ration rebates are sometimes
necessary, e.g., when the treasurer buys back the mess share of a member who is detaching from
the ship.

b. When a refund (rebate) is greater than the $1,000 Navy Cash card limit for individual
cardholders, the refund must be made in cash or check. Navy Cash is not involved and existing
(normal) procedures will be followed.

c. When a refund (rebate) is less than the $1,000 Navy Cash card limit for individual
cardholders, the refund can be made in Navy Cash.

(1) The treasurer records the refund in the Private Mess Refund Control Log and
prepares, signs, and issues a refund chit to the cardholder, with the appropriate “food” or “dues”
account annotated on the refund chit. Refund chit and refund control log examples are contained
in Chapter 8 of this SOP.

(2) The treasurer also records the refund in the Record of Expenditures in
accordance with existing procedures, noting "NC” in the purpose field of the entry.

(3) The member reports to the disbursing office during normal office hours with his
Navy Cash card and presents the refund chit. Disbursing personnel then follow standard Navy
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Cash procedure to perform the refund transaction that adds the refund value to the member’s
Navy Cash e-purse (chip) (see paragraph 8.4.10). This process is known as refund liquidation.

(4) The Disbursing Officer retains the liquidated refund chit and forwards it to the
private mess treasurer at the end of the business day for follow up action.

(5) On the day the refund is liquidated and after receiving the liquidated refund chit
from disbursing, the treasurer will note the date of liquidation on the original refund entry in the
Refund Control Log.

(6) On the day the refund is liquidated, the refund amount will be reported in the
Navy Cash Private Mess Daily Transaction Detail Report as a negative number associated with
the member’s name and Navy Cash account number, reducing the overall sales amount for the
day (see paragraph 4.17.3 of this SOP for an example report).

d. The treasurer will retain the Private Mess Refund Control Log for three years for
reconciliation and audit purposes.

e. The treasurer will maintain an audit trail on refund chits by recording the status of
issued refund chits in the Private Mess Refund Control Log. The treasurer will note whether the
refund was liquidated, reissued, or canceled (reversed) and date of occurrence on every original
refund record entry.

f. To alleviate holding unliquidated refunds for excessive periods of time, members are
required to liquidate refunds at the disbursing office within 2 working days. After 30 days, the
treasurer has the option to reverse or cancel unliquidated refunds. The treasurer will note the
reason for the reversal in the Refund Control Log and will cross reference the reversal entry to
the original refund entry. The treasurer will also record the refund reversal in the Record of
Collections as a refund reversal with appropriate reference to the original Record of
Expenditures entry to facilitate audits.

g. Inthe event that a refund is liquidated after the treasurer reversed (canceled) the
refund, the refund can be reentered in the Refund Control Log to bring records into balance.
Prior to reentering a refund, the treasurer must confirm that the refund had been previously
canceled (reversed) by reviewing the Private Mess Refund Control Log. The treasurer must also
reenter the refund in the Record of Expenditures with appropriate reference to the original and
reversal entries.

h. If arefund chit is lost or destroyed prior to liquidation, the treasurer can reissue the
refund chit to the member. Prior to reissuing a refund chit, the treasurer must confirm that the
original refund chit had not been previously liquidated or canceled by reviewing the status of the
refund in the Refund Control Log.

I. The treasurer must consider the status of unliquidated refunds when determining
whether actual collections equal recorded collections during end of day reconciliation (see the
end of day reconciliation section below).
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4.8  Payment of Mess Expenses (flowers, gifts, etc.)

48.1  OnBoard Ship

Aboard ship, the treasurer makes purchases with the private mess fund Navy Cash card e-
purse feature in the same manner that individual crewmembers purchase items on the ship.

4.8.2 Ashore

Ashore, the treasurer uses the mess fund Navy Cash card debit function (magnetic stripe) to
make purchases at 30 million locations worldwide in the same manner that individual
crewmembers purchase items ashore.

4.8.3  Record of Expenditures

Whether purchases are made ashore or on board ship, the treasurer must enter the transaction
in the Record of Expenditures, in accordance with existing procedure, annotating ‘NC” in the
purpose field.

4.9  Transfer Funds Between Mess Checking Account and Navy Cash Account

a. Funds transfers can be accomplished on board ship at the cashless ATM devices or by
calling the Navy Cash Customer Service Center (CSC) hotline 1-800 number (see Chapter 1 of
this SOP). Funds can be transferred to and from the private mess Navy Cash accounts/e-purse
and private mess commercial bank checking and savings accounts, which were associated with
the mess’ Navy Cash account during enrollment. It is imperative for private mess treasurers to
use the appropriate “food” or “dues” Navy Cash card in order to maintain the separation of funds
discussed in paragraph 4.3 of this SOP.

b. Follow the directions that are displayed on the screen of the cashless ATM machines
located on the ship or provided over the telephone from the Navy Cash CSC representative.

c. A funds transfer is simply the internal movement of cash on hand between accounts.
Therefore, no entry is required in the Record of Collections or Expenditures, and the daily and
monthly Navy Cash reports (see paragraph 4.17 of this SOP for example reports) will not show
funds transfers.

4.10 Private Mess Bill Payment to FSO

4.10.1 Subsisting From General Mess

a. The FSO completes the NS 1046(s) for the cash sale of meals to the mess, indicating
the total number of breakfasts, lunches, and dinners consumed by all members and guests in
accordance with existing procedures.

b. The FSO computes the total private mess bill based on the meal consumed counts
(NS 1046) and standard meal cost rates and presents an invoice (DD 1149) to the mess treasurer
in accordance with existing procedures.

NC SOP Ver 1.13 Chpt 4 Pvt Mess 4-9 14-Aug-09



4.10.2 Private Mess

a. The FSO computes the private mess bill based on the cost of food consumed
(transferred to the private mess from the general mess) documented on Food Item Request/Issue
Document, NS 1282, in accordance with existing procedures.

b. The FSO presents an invoice (DD 1149) to the mess treasurer for the amount of food
consumed by the mess in accordance with existing procedures.

c. Whether the mess is subsisting or private, the treasurer verifies that the DD 1149
invoice from the FSO is correct. Any discrepancy is investigated and resolved in accordance
with existing procedures.

4.10.3 Mess Bills Larger Than Card Limit.

If the mess bill amount is greater than the $50,000 load and debit limit on merchant cards
issued after 24 September 2008 or the $9,999.99 load and debit limit on merchant cards issued
before 24 September 2008, the mess treasurer can make more than one payment with the private
mess Navy Cash card following the procedures in the paragraph directly below or pay the FSO in
cash or check in accordance with existing (normal) procedures, and Navy/Marine Cash is not
involved.

4.10.4 Mess Bills Smaller Than Card Limit.

If the mess bill is less than the $50,000 load and debit limit on merchant cards issued after 24
September 2008 or the $9,999.99 load and debit limit on merchant cards issued before 24
September 2008, the treasurer can pay the FSO with the private mess fund “food” Navy Cash
card.

a. The treasurer records the payment in the Record of Expenditure in accordance with
existing procedure, annotating ‘NC’ in the purpose field, and reports to the FSO with the mess
“food” Navy Cash card to make the payment.

b. The FSO (operator) keys the mess bill amount into a properly logged-in K22 device.

c. The treasurer inserts the “food” Navy Cash card into the K22, enters the PIN and
presses the “OK” key to complete the transaction.

d. The K22 deducts the sale amount from the mess Navy Cash card and records the
transaction for download to the Navy Cash system at the end of the business day.

4.11 Handling of Official Representation Funds (ORF)

In situations where the ship sponsors a special event, such as a change of command, the
private mess may receive ORF under a special Line Of Accounting (LOA) to reimburse the mess
for expenses incurred for hosting the special event.

Under procedures prior to Navy Cash, the treasurer prepares a DD 1149 that sites the LOA
and presents it to the disbursing office. Disbursing issues an advance payment either by check or
cash to the treasurer, which is then used to pay for the expenses of the event.

Navy Cash does not affect the existing ORF handling procedure but provides an option to the
treasurer if the funds issued by disbursing are less than $10,000. If under this threshold, the
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treasurer can have disbursing add the advance ORF funds to the private mess Navy Cash card (a
standard check/cash to chip transaction), then the treasurer can use the Navy Cash card to pay
some or all of the special event expenses.

4.12 End-of-Day Procedure

a. The treasurer/operator logs off the Navy Cash system.
b. The private mess business is secured and disbursing is notified.
c. The Disbursing Officer initiates Navy Cash end of day processing.

d. Each day, the treasurer/operator should review the daily Private Mess Navy Cash
Merchant Sales Summary Report for accuracy (see paragraph 4.17.1 of this SOP for a sample
report). The Merchant Sales Summary Report can be generated at the Navy Cash workstation in
the disbursing office by entering the correct start and end dates in the “View Reports” link in the
Navy Cash application (see paragraph 8.4.25). In Navy Cash, all dates and times are recorded
and reported in Greenwich Mean Time (GMT) (Coordinated Universal Time (UTC)). The more
detailed Non-Vending Sales Report, MSO Summary Report, and MSO Detail Report can be
generated in the same way.

e. The treasurer/operator should also receive a Private Mess Daily Transaction Detail
Report for reconciliation and management purposes. Successful processing of the EOD batch
(round trip) sends a series of reports to the ship from the shore side. These shore reports are
generated automatically when the Disbursing Officer initiates end of day processing, and, when
they are received, the Navy Cash system places them into a shore reports directory by date, with
one sub-directory for each report date. An example of this report is contained in paragraph 4.17.3
of this SOP. Again, in Navy Cash, all dates and times are recorded and reported in Greenwich
Mean Time (GMT) (Coordinated Universal Time (UTC)).

f. The Disbursing Officer can print these reports on a printer in the disbursing office.
Alternatively, the Disbursing Officer can download the report to a floppy disk that can be
provided to the treasurer who can then store and print the file on the private mess computer
system. For either alternative, the treasurer must coordinate with the Disbursing Officer to
receive the reports on a daily basis.

4.13 Daily Reconciliation of Navy Cash

a. Reconciliation is the process of confirming that actual Navy Cash funds collected
equals recorded Navy Cash funds collected (less refunds) for the day and, if these amounts do
not equal, to determine and correct the cause of the out of balance condition. The treasurer must
reconcile daily.

b. For the purposes of the daily reconciliation procedure, actual Navy Cash funds
collected are reported in the Merchant Sales Summary Report. The treasurer calculates recorded
Navy Cash funds collected based on daily entries recorded in the Record of Collections, Record
of Expenditures, and the Private Mess Refund Control Log.

c. To reconcile, the treasurer must first compute the total recorded collections for the
day by adding Record of Collections entries for the day that have the “NC’ notation and
subtracting refunds liquidated that day, shown in the Private Mess Refund Control Log and
Record of Expenditures (with the ‘NC’ notation).
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d. The treasurer then compares the computed recorded collections total to the actual
collections amount shown on the Merchant Sales Summary Report (which includes any refunds
liquidated that day). A reconciliation worksheet is provided in paragraph 4.17.6 of this SOP to
assist the treasurer when conducting the reconciliation process.

e. If actual Navy Cash collections and recorded Navy Cash collections balance (equal),
the reconciliation is successful and complete.

f. If actual collections and recorded collections do not balance, an error exists that must
be investigated and corrected.

g. To identify an error, the treasurer should compare the more detailed Navy Cash
reports which list every Navy Cash transaction performed that day to the Record of Collections,
the Record of Expenditures, and the Refund Control Log to determine, through the process of
elimination, which transactions are missing or were recorded at incorrect amounts. The Non-
Vending Sales Report, MSO Summary Report, and MSO Detail Report can be generated on the
ship at the Navy Cash workstation in the disbursing office. If the Navy Cash EOD process and
round trip have already been completed, the General Mess Daily Transaction Detail Reports can
also be retrieved from the shore reports directory (see paragraph 8.4.24.n) on the Navy Cash
workstation (see paragraph 4.17.3 for a sample report).

h. Probable error conditions and corrective actions:

(1) Condition: The detailed Navy Cash report shows a collection or refund
transaction but a corresponding entry in the Record of Collections or Record of Expenditures
does not exist. Corrective Action: The treasurer will first confirm that the collection or refund
reported on the Navy Cash report is correct. If correct, the treasurer will make a corresponding
entry in the Record of Collections or Expenditures. If incorrect, the treasurer will reverse the
collection by issuing a refund to the member in the amount of the original erroneous collection in
Navy Cash.

(2) Condition: The detailed Navy Cash report shows a collection transaction but
recorded at an amount different than what is recorded in the Record of Collections. Corrective
Action: The treasurer will determine the correct amount for the transaction and, if the correct
transaction amount is greater than the amount collected, the Record of Collections will be
corrected and the treasurer will contact the member and request payment of the difference in
Navy Cash. If the correct transaction amount is less than the amount collected, the Record of
Collections will be corrected and the treasurer will refund the difference to the member in Navy
Cash.

(3) Condition: The detailed Navy Cash report shows a refund transaction but
recorded at an amount different than what is recorded in the Record of Expenditures. Corrective
Action: The treasurer will determine the correct amount for the refund transaction and, if the
correct transaction amount is greater than the amount refunded, the Record of Expenditures will
be corrected and the treasurer will refund the difference to the member. If the correct refund
amount is less than the amount refunded, the Record of Expenditures will be corrected and the
treasurer will contact the member and request repayment of the difference in Navy Cash.

(4) Condition: The Record of Collections shows a collection transaction occurred
on the day of reconciliation but a corresponding transaction was not been recorded in the detailed
Navy Cash report. Corrective Action: The treasurer will confirm that the collection entry in the
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Record of Collections is correct. If correct, payment was never made and the treasurer must
contact the member and request payment in Navy Cash. If incorrect, the treasurer will reverse
(cancel) the entry in the Record of Collections.

(5) Condition: The Record of Expenditures and/or the Refund Control Log shows a
refund transaction was liquidated on the day of reconciliation but a corresponding transaction has
not been recorded in the detailed Navy Cash report. Corrective Action: The treasurer will
confirm that the refund entries and liquidation annotations in the Record of Expenditures and
Refund Control Log are correct. If correct, the refund was not liquidated by the member on the
day of reconciliation. The liquidation annotations on the Record of Expenditures and Refund
Control Log must be adjusted to reflect this fact. If the entries are incorrect, the treasurer will
reverse (cancel) the refund entry in the Record of Expenditures and Refund Control Log.

I.  The treasurer will maintain daily reports and reconciliation worksheets for 30 days or
until the monthly reconciliation is completed.

4.14 End-of-Month Reconciliation Procedure

a. Monthly reconciliation is the process of confirming that actual Navy Cash funds
collected for the month equals recorded Navy Cash funds collected (less refunds) for the month
and, if these amounts do not equal, to determine and correct the cause of the out of balance
condition.

b. For the purposes of the monthly reconciliation procedure, actual Navy Cash funds
collected are reported in the Navy Cash Merchant Sales Summary Report for the month, an
example of which is contained in paragraph 4.17.2 of this SOP. The treasurer calculates recorded
Navy Cash funds collected based on entries recorded in the Record of Collections, Record of
Expenditures, and the Private Mess Refund Control Log.

c. To reconcile, the treasurer must first compute the total recorded collections for the
month by adding Record of Collections entries for the month that have the “NC’ notation and
subtracting refunds liquidated that month, shown in the Private Mess Refund Control Log and
Record of Expenditures (with the *NC’ notation).

d. The treasurer then compares the computed recorded collections total for the month to
the actual collections amount shown on the monthly Merchant Sales Summary Report (which
includes any refunds liquidated that day). A reconciliation worksheet is provided in paragraph
4.17.6 of this SOP to assist the treasurer when conducting the reconciliation process.

e. If actual Navy Cash collections and recorded Navy Cash collections balance (equal),
the reconciliation is successful and complete.

f. If actual collections and recorded collections do not balance, an error exists that must
be investigated and corrected.

g. To identify an error, the treasurer must compare the Record of Collections, Record of
Expenditures, and Refund Control Log to a detailed listing of Navy Cash transactions for the
month. The process of investigation and correction is the same as described in paragraph 4.13
above. To assist in this reconciliation, the more detailed Navy Cash Non-Vending Sales Report,
MSO Summary Report, and MSO Detail Report can be generated in the same way as the
Merchant Sales Summary Report (see paragraph 4.12.d above). If the final Navy Cash EOD
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process and round trip for the month have already been completed, the Private Mess Monthly
Transaction Detail Reports can also be retrieved from the shore reports directory (see paragraph
8.4.24.n) on the Navy Cash workstation (see paragraph 4.17.4 for a sample report).

h. Merchant Settlement Reports. /Merchant settlement reports list all Navy Cash
deposits made to the specified bank or credit checking account or merchant Navy Cash (strip)
account and can be used to assist in reconciling the account. These shore reports are generated
automatically at the completion of each end-of-day round trip and placed into a shore reports
directory by date (see paragraph 8.4.24.n). A sample report is contained in paragraph 4.17.5. In
Navy Cash, all dates and times are recorded and reported in Greenwich Mean Time (GMT)
(Coordinated Universal Time (UTC)).

4.15 Navy Cash Effect on the Monthly Financial Operating Statement, NS 1367

For financial reporting, Navy Cash should be accounted for like cash (currency). Throughout
the month, all mess expenditures were entered on the Record of Expenditures and all collections
were entered on the Record of Collections, whether actual cash or Navy Cash was used.
Therefore, the NS 1367 should be prepared in accordance with the P486 VVolume 11 by
combining Navy Cash transactions with actual cash transactions in the receipts and expenditures
fields in the Cash Account section.

4.15.1 Receipts

Include all cash and Navy Cash transactions recorded in the Record of Collections for the
month.

4.15.2 Expenditures

Include all cash and Navy Cash transactions recorded in the Record of Expenditures for the
month.

4.15.3 Cash Brought Forward (Cash on Hand)

Includes Navy Cash funds held in the private mess Navy Cash accounts and on the private
mess Navy Cash e-purse (chip) in addition to cash on account in the mess commercial checking
and savings accounts. Actual Navy Cash deposits to these commercial accounts will occur as
stated in Note 1 at the beginning of Chapter 4 of this SOP.

4.16 Contingency Operations

1. Short-Term Outage.

a. The K22 in the private mess operates in the normal mode and is connected to the
Navy Cash server through the ship’s LAN. If connectivity to the server is expected to be a
problem, an operator should remain logged on to the K22 at the end of the day so that Navy Cash
payments for meals and dues can be processed offline the next day even if connectivity is not
available. A K22 in normal mode operating offline can store about 741 transactions before it is
full and can no longer process transactions.

b. When connectivity to the Navy Cash server is restored, sales receipts stored on the
K22 are forwarded automatically to the Navy Cash server. This download starts when the LAN
connection to the server is made and the asterisk symbol on the K22 screen disappears, usually

NC SOP Ver 1.13 Chpt 4 Pvt Mess 4-14 14-Aug-09



within a minute. The “!” symbol on the K22 screen remains displayed until all transactions have
been downloaded to the server.

2. Localized Network Outage.

a. The K22 must be online to the Navy Cash server through the ship’s LAN for an
operator to log on. If the network is down at the beginning of the day, the operator will not be
able to log on to the system to conduct business. However, if the outage is localized to the area
of the general mess, an operator can go to the disbursing office and sign out a spare K22 to use in
the portable mode.

b. Operator Log-On. The operator can log on to the portable K22 (and the merchant can
be set to private mess food and dues) at any operating K22 network connection point or
download box (in the disbursing office, MWR, post office, or other locations set up during the
Navy Cash installation). The operator disconnects the K22 device currently in operation (if any)
and connects the portable K22. Once connected, the offline log-on procedure is the same as the
online procedure. After log-on is complete, the operator can disconnect the data cable and
proceed to operate the K22 in the offline mode. If a K22 was disconnected to permit the log-on,
it should be reconnected at this time. The operator should make sure that the portable K22 has
fresh batteries and that additional batteries are readily available.

c. Download Sales Transactions. If the network outage is localized, the sales receipts
stored on the portable K22 can be downloaded at the end of each day at one of the K22
connection points or download boxes as described in paragraph (b) above.

3. Long-Term Outage. In the unlikely event that connectivity to the Navy Cash server is
down for a lengthy period of time (days, weeks), the private mess can, with the authorization of
the Commanding Officer, revert to accepting cash and/or check, following the same procedures
used prior to implementing Navy Cash.
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4.17 Private Mess Reports and Forms (examples)

In Navy Cash, all dates and times are recorded and reported in Greenwich Mean Time
(GMT) (Coordinated Universal Time (UTC)).

4.17.1 Daily Merchant Sales Summary Report

Run Date: 05/17/2005
Report Name: NC_133
Start Date: 05/16/2005
Merchant Sales

Merchant Name

WARDROOM MESS — FOOD
WARDROOM MESS — DUES

NAVY DISBURSING

POST OFFICE — STAMPS

POST OFFICE — MONEY ORDERS
POST OFFICE — METERED MAIL
SHIP STORE #1

NAVY MWR

VENDING STORE ITEMS
VENDING STORE ITEMS
VENDING SODA

VENDING SODA

VENDING SODA

VENDING SODA
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Run Time: 17:08:16

End Date:: 05/17/2005

Merchant ID

800000003675
800000003677
800000003693
800000003695
800000003697
800000003699
800000003701
800000003705
VMCANDOOOOOO0001
VMCANDOOOOOO0001
VMCANDOOOOOO0001
VMCANDOOOOOO0001
VMCANDOOOOOO0001
VMCANDOOOOOO0001

4-16

Total Amount

1120.35
90.00
10.60
40.00
45.50
26.50
85.00
24.00

Transaction Count

110

80
91
53
170
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4.17.2 Monthly Merchant Sales Summary Report

Run Date: 05/31/2005
Report Name: NC_133
Start Date: 05/01/2005
Merchant Sales

Merchant Name

WARDROOM MESS — FOOD
WARDROOM MESS — DUES
VENDING SODA

NAVY DISBURSING

POST OFFICE — STAMPS

POST OFFICE — MONEY ORDERS
POST OFFICE — METERED MAIL
SHIP STORE #1

NAVY MWR

VENDING STORE ITEMS
VENDING STORE ITEMS
VENDING SODA

VENDING SODA

VENDING SODA

VENDING SODA
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Run Time: 19:07:33

End Date:: 05/31/2005

Merchant 1D

800000003675
800000003677
800000003691
800000003693
800000003695
800000003697
800000003699
800000003701
800000003705
VMCANDOOOOOO0001
VMCANDOOOOOO0001
VMCANDOOOOOO0001
VMCANDOOOOOOO001
VMCANDOOOOOO0001
VMCANDOOOOOOO001

4-17

Total Amount

Transaction Count

183
13
36

150

3242
178
530

2300

2690

1587

4951

1451
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4.17.3 Daily Transaction Detail Report

Run Date : 08/29/2001
Run Time : 19:17:02
Report Name :

TRAN_WardroomMessFood_D

Navy Cash
Daily Transaction Detail Report - WARDROOM MESS - FOOD

Location:

USS NEVERSAIL

Date: 08/28/2001 22:04:31 To 08/29/2001 22:01:54 Batch 1d: R12345_323

Transaction Date

Name SSN  Account #

ALPERT, MIKE 4321 80000010003
GOLD, STEVE 8765 80000010001
JOHN, ROBERT 1234 80000010002
JOSH, JIM 5678 80000010004

08/28/2001 13:42:41
0872872001 15:44:04
08/28/2001 15:42:16
08/28/2001 16:40:56

*** End of the Report ***
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4-18

Trans Amount
1 $100.00
1 $150.00
1 $100.00
1 $100.00
4 $450.00
4 $450.00
4 $450.00
4 $450.00
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4.17.4 Monthly Transaction Detail Report

Run Date :
Run Time : 19:07:02
Report Name :

Merchant - 80000010018
Event Code :

Operator : SMITHFIELD,
Name SSN

ALPERT, MIKE 4321
BALANCE, FRED 2314
GOLD, STEVE 8765
JOHN, ROBERT 1234
JOSH, JIM 5678
WAGNER, SAM 4231
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08/31/2001

TRAN_WardroomMessFood_ M

Navy Cash
Monthly Transaction Detail Report - WARDROOM MESS - FOOD
USS NEVERSAIL
Date: 08/01/2001 20:01:36 To 08/31/2001 22:20:37

Location:

RALPH

Account #

80000010003
80000010005
80000010001
80000010002
80000010004
80000010006

Transaction Date

08/28/2001
08/29/2001
08/28/2001
08/28/2001
08/28/2001
08/22/2001

13:42:41
11:18:35
13:42:01
13:42:25
13:43:01
13:01:12

*** End of the Report ***

4-19

Trans Amount
1 $100.00
1 $100.00
1 $150.00
1 $100.00
1 $100.00
1 $100.00
6 $650.00
6 $650.00
6 $650.00
6 $650.00
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4.17.5 Merchant Settlement Report

Run Date: 12/09/2004

Run Time: 00:08:42

Report name: TRAN_Ship_Merchant_Settle D
Page: 1

Navy Cash
Daily Transaction Detail Report - Merchant Settlement
Location: USS COMSTOCK
Date: 12/08/2004 00:12:52 To 12/09/2004 03:43:22

Merchant: WARDROOM MESS - DUES 800000026283
Settlement Date: 08-DEC-04
Settlement Type: NAVY CASH

Batch Date Amount C
R21452 1022 11/30/04 23:01 $255.55
R21452 1023 12/01/04 21:13 $30.00
R21452_ 1027 12/07/04 10:19 $338.95
R21452 1028 12708704 00:07 $196.80
R21452 1029 12/08/04 07:56 $263.85
Settlement Total $1,085.15

Merchant WARDROOM MESS - DUES 800000026283 Total: $1,085.15

* C = Correction Transactions.

***x** End of the Report *****
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4.17.6 Daily/Monthly Reconciliation Worksheet

USS

PRIVATE MESS DAILY/MONTHLY RECONCILIATION WORKSHEET

DATE:
RECORDED ACTUAL
Recorded Collections Navy Cash Collected
for Day/Month for Day/Month
(Total of “NC’ Entries in (Daily/Monthly Merchant
Record of Collections) Sales Summary Report)
Less Refunds Liquidated
for Day/Month
(Total Of ‘“NC’ Refund Entries
in Record of Expenditures
Liquidated on/in Day/Month)
TOTAL RECORDED TOTAL ACTUAL
COLLECTIONS COLLECTIONS
ADJUSTMENTS TO ADJUSTMENTS TO
RECORDED COLLECTIONS ACTUAL COLLECTIONS
ADJUSTED TOTAL ADJUSTED TOTAL
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5.1 Background

This chapter of the SOP describes Navy Cash procedures for selected operations within
Morale, Welfare, and Recreation (MWR).

NOTES:

1. Normally, under Navy Cash, all transactions are performed electronically. However,
MWR requires the flexibility to receive cash and checks under certain unpredictable
circumstances after Navy Cash is installed. For those instances when MWR must
collect or disburse actual cash or checks, existing cash procedures apply.

2. The term MWR Officer used throughout this SOP refers to the Custodian and
individuals who have been properly authorized and appointed as his agents.

3. In Navy Cash, all times are recorded and reported in Greenwich Mean Time (GMT)
(Coordinated Universal Time (UTC)).

5.2  Planned Maintenance System

Preventive maintenance for the Navy Cash Financial System is covered through the Planned
Maintenance System (PMS). PMS information for Navy Cash is available from the ship’s
Maintenance and Material Management (3-M) Coordinator. Maintenance Index Page (MIP)
number 6541/080-14 applies to Navy Cash. In particular, proper cleaning of the card readers can
significantly reduce the incidence of card readers failing to read the Navy Cash card.

5.3 Establishing MWR as a Navy Cash Merchant with a Navy Cash Account

a. MWR is established as a Navy Cash merchant as a part of the process of
implementing Navy Cash on board the ship.

b. Generally, the MWR Officer uses a local bank or credit union checking account set
up specifically for, and in the name of, the ship’s MWR fund to manage MWR operating funds.
This checking account is specified when the MWR Navy Cash merchant account is established.
The MWR Officer provides the Treasury Financial Agent, JPMorgan Chase, with the MWR
checking account number and ABA Routing number, the account name printed on the checks
(e.g., USS Neversail MWR Fund), and whether the checking account is a business or consumer
account. The Treasury Financial Agent can then transfer funds between the MWR checking
account and the MWR Navy Cash merchant (strip) account whenever the MWR Officer directs a
funds transfer.

c. The MWR Officer may choose to settle Navy Cash transactions to the MWR fund
bank or credit union checking account or to the Navy Cash (strip) account. Generally, if most
MWR payments are made by check, it is probably better to settle to the bank or credit union
account; if most payments are made with the Navy Cash card, it is probably better to settle to the
merchant Navy Cash (strip) account. Value can always be transferred among the Navy Cash chip
and strip accounts and the bank or credit union checking account.

d. The MWR Officer may also choose to settle on a daily or a weekly basis. By default,
private merchants have been set up to settle on a daily basis to help simplify the reconciliation
and settlement process. For merchants who elect to settle on a weekly basis, deposits are initiated
using the following schedule: on the 8th, 15th, 22nd, and 28th of each month. The deposit on the
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8th of the month will include any transactions that posted on the 29th, 30th, and 31st of the
previous month. This slight delay in actual deposits is minor compared to the delay experienced
when checks are mailed to a bank or credit union for deposit to the MWR account.

e. The MWR Officer must understand that funds settled to bank or credit union accounts
ashore are NOT immediately available for expenditure. Navy Cash transactions are sent to the
Treasury Financial Agent daily, but deposits are NOT made immediately. Automated Clearance
House (ACH) transactions, which Navy Cash uses, are only processed Sunday through Friday at
10:00 PM Eastern Time (8:00 PM on Sunday) by the Federal Reserve System. Transactions will
generally be posted to bank or credit union accounts within 48 hours, and funds are normally
available the next business day after the transactions are posted. Funds settled to Navy Cash
(strip) accounts are available as soon as the End-Of-Day (EOD) round trip is completed between
ship and shore.

f. Settlement Reports. Merchant settlement reports are produced for all merchants
listing all Navy Cash deposits. These shore reports are generated automatically at the completion
of each EOD round trip and placed into a shore reports directory by date (see paragraph
8.4.24.n). A sample report is contained in paragraph 5.12.5. In Navy Cash, all dates and times
are recorded and reported in Greenwich Mean Time (GMT) (Coordinated Universal Time
(UTCQC)).

5.4  Sales (Tickets, Tours, Memorabilia, etc.)

a. The K22 Point-Of-Sale (POS) device is the card reader and keypad device used to
register sales transactions in Navy Cash. On larger ships, with a dedicated MWR office, a K22
will normally be permanently installed. This K22 can be augmented by portable, hand-held K22s
for use in the offline mode during special sale events, such as on the mess decks. On smaller
ships where MWR does not have dedicated office space, portable K22s can be operated in the
offline mode for MWR sales. When operated in the portable mode, the operator should make
sure that the K22 has fresh batteries and that additional batteries are readily available.

b. A K22 POS device will be configured for MWR during Navy Cash implementation.
Depending on ship type and LAN capability, the K22 can be configured to operate online from
the MWR office or offline in the portable mode. Additional portable K22s can be configured for
offline use by the disbursing office, issued to the MWR Officer as needed, and must be returned
to the disbursing office as soon as the special sale is over. See Chapter 2 for instructions on
operating the K22.

c. To register sales on a K22:
(1) A cardholder initiates a sales transaction at the MWR sales counter or office.

(2) The MWR Officer follows the K22 sales function directions presented in
Chapter 2 of this SOP.

(3) The MWR Officer provides a sales receipt to the cardholder when the
transaction completes successfully in accordance with existing procedures.

(4) For major event sales, such as tours and concerts, for which an event code has
been assigned, the MWR Officer / sales clerk must indicate which event the cardholder is
purchasing by selecting the appropriate function key on the K22 for each sales transaction (see

NC SOP Ver 1.13 Chpt 5 MWR 5-3 14-Aug-09



paragraph 5.6.2 below and paragraphs 2.3.3, 2.3.9, 8.4.12, and 8.4.30 of this SOP for a
description of event maintenance and bulk refunds).

55  Deposits

55.1 Cash To MWR Fund Navy Cash Card

a. As required, the MWR Officer presents cash to the disbursing office for deposit.

b. The disbursing office accepts the cash from the MWR Officer and executes the cash
deposit to the MWR fund via the “Funds Transfer to Chip” transaction screen. This transaction is
detailed in paragraph 8.4.8 of this SOP.

55.2  Check to MWR Fund Navy Cash Card
The MWR Officer has two options to deposit checks into the ship’s MWR fund account.

a. As necessary, the MWR Officer mails checks directly to the bank or credit union for
deposit in the MWR fund checking account in accordance with existing procedures. After the
checks clear the bank, the MWR Officer can transfer funds from the MWR fund checking
account to the MWR fund Navy Cash (strip) account using the Navy Cash ATM machines (K80)
located on board. The ATMs present easy to follow directions on the screen for performing a
funds transfer.

b. As necessary, the MWR Officer presents the checks to the disbursing office for
deposit in the MWR fund chip account. Disbursing accepts the checks and executes the deposit
to the MWR fund chip account via the “Funds Transfer to Chip” transaction screen. This
transaction is detailed in paragraph 8.4.8.

5.6 Refunds

Refunds for items or services purchased from MWR using cash or check will be made using
existing cash procedures. Refunds for items or services purchased with Navy Cash will be made
as described in the following paragraphs. Navy Cash refunds will appear on reports as depicted
in the example reports contained in paragraphs 5.12 and 7.8.5 of this SOP.

56.1 Individual Refunds

a. The disbursing office performs individual refunds when given written authorization
from the MWR Officer.

b. The MWR Officer records the refund in accordance with existing procedures and
provides the cardholder with a refund chit that describes the refund and the amount of money to
refund. A sample Navy Cash Merchant Refund Log and Navy Cash Refund Chit are included in
paragraphs 8.15.14 and 8.15.15.

c. The cardholder takes the refund chit to the disbursing office. This should be done
within two working days to minimize the frequency of unliquidated refunds.

d. Disbursing selects the “Fund Transfer to Chip” screen, clicks on the “Individual
Refunds” link in the funds transfer options window, and then selects either “Chip Purchase
Refund” or Miscellaneous Refund” as the funding source option. The system performs a funds
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transfer from the MWR fund Navy Cash account to the chip on the cardholder’s Navy Cash card.
This transaction is detailed in paragraph 8.4.10.

5.6.2 Bulk Refunds

a. When a large number of cardholders need a refund, handling the refunds individually
would be time consuming. For example, MWR may sell a significant number of tickets to a
concert or sporting event or series of tours that must be cancelled at the last minute because of
operational requirements or a change in the ship’s schedule. Event processing allows a merchant
to make sales collections for specific events, report transactions by event, and request a refund
through the Disbursing Officer for everyone who purchased the event if a bulk refund should
become necessary. Event maintenance allows the Disbursing Officer to establish and update
event processing for any merchant on the ship.

b. To take advantage of bulk refunds and event maintenance for major event sales, such
as tours and concerts, the MWR Officer must first coordinate with the Disbursing Officer to
establish a unique event code for each event. This event code must then be entered into the K22
and the appropriate function key must be selected as a part of each sales transaction. The K22
can be programmed with up to three event codes for each of three merchants, with each event
assigned to a different function key. When transactions are collected on a K22 that has been
properly configured, the sales clerk will be able to indicate which event the cardholder is
purchasing by selecting the appropriate function key. This event code information is then held in
the database for reporting purposes and for a bulk refund if one should become necessary. See
paragraphs 2.3.3, 2.3.9, 8.4.12, and 8.4.30 of this SOP for a description of event processing and
bulk refunds.

c. When requested by the MWR Officer, the Disbursing Officer can initiate a bulk
refund on the ship using the disbursing application (see paragraph 8.4.12.e). For each event
refunded, the full purchase amount will be credited to each cardholder’s strip (Navy/Marine
Cash) account on the ship. This credit will be reflected ashore after the next en-of-day round trip
is completed. The MWR Officer records the refund in accordance with existing procedures
describing the refund and the amount of money refunded.

d. Visitor Cards. Purchases made with visitor cards, which do not have a strip (Navy /
Marine Cash) account associated with them, must be refunded individually at the Navy Cash
application (see paragraph 8.4.10 and the “Chip Purchase Refund” selecting a specific event).

e. Bulk Refund Exceptions Report. The bulk refund procedure will generate a Bulk
Refund Exceptions Report for transactions that cannot be refunded, for example, purchases made
with a visitor card or transactions that have already been refunded individually. Although the
status of a bulk refund request may indicate “Processed Successfully”, the Disbursing Officer
and MWR Officer must review the Bulk Refund Exceptions Report to ensure that all transactions
were refunded (see paragraph 8.4.12.e).

5.7  Purchases (MWR Expenses)

5.7.1  On Board Ship

The MWR Officer can use the MWR fund Navy Cash card (chip/e-purse) to purchase items
in the same manner that individual crewmembers purchase items on board ship. The Navy Cash
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card e-purse (chip) sets a maximum load and debit (payment) limit of $50,000 for merchant
cards issued after 24 September 2008 and $9,999.99 for merchant cards issued before 24
September 2008. This monetary limit prevents private messes, MWR, or other merchants from
using Navy Cash cards to make larger purchases on board ship in a single payment. For example,
a CVN wardroom treasurer pays a monthly food invoice to the general mess that can be as much
as $30,000 or more. In these situations, the MWR Officer can elect to make more than one
payment with the MWR Navy Cash merchant card or simply pay by check.

57.2 Ashore

The MWR Officer can use the MWR fund Navy Cash card debit function (magnetic strip) to
purchase items at 32 million locations worldwide.

5.8  Transfer MWR Funds between Checking Account And Navy Cash Account

5.8.1  On Board Ship

Easy to follow directions are presented on the screen of the cashless ATM machines (K80)
located on the ship.

5.8.2 Ashore

Contact the Navy Cash Customer Service Center at the toll free number listed in Chapter 1 of
this SOP.

5.9  End-of-Business Day Procedure

a. MWR business is secured at the end of the business day.

b. The MWR Officer downloads the K22 to the Navy Cash server following the
procedures in Chapter 2 of this SOP.

c. The Navy Cash system records the sales transactions.
d. The MWR Officer logs off the Navy Cash system.
e. The disbursing office initiates Navy Cash EOD processing.

f. As a part of the EOD processing ashore, funds are transferred to and from the MWR
Navy Cash account as necessary.

g. Actual deposits to the MWR bank or credit union account ashore are made on either a
daily or a weekly basis as explained in paragraph 5.3.d of this SOP.

h. Each day, the MWR Officer should review the daily Navy Cash Merchant Sales
Summary Report for accuracy (see paragraph 5.12.1 of this SOP for a sample report). The
Merchant Sales Summary Report can be generated at the Navy Cash workstation in the
disbursing office by entering the correct start and end dates in the “View Reports” link in the
Navy Cash application (see paragraph 8.4.25). In Navy Cash, all dates and times are recorded
and reported in Greenwich Mean Time (GMT) (Coordinated Universal Time (UTC)).

i. The MWR Officer should also obtain a copy of the MWR Daily Transaction Detail
Report for reconciliation and management purposes. As a result of successful processing of the
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EOD batch and completion of the round trip between ship and shore, a series of Navy Cash
reports are sent to the ship from the shore side. These shore reports are generated automatically,
and, when they are received, the Navy Cash system places them into a shore reports directory by
date, with one sub-directory for each report date. The Daily Transaction Detail Report can be
printed at the disbursing office. An example of the report is contained in paragraph 5.12.3 of this
SOP.

j.  The MWR Officer validates that the sales total less refunds for the day equals the
sales total reported on the Daily Transaction Detail report. This step compares (electronic) cash
collected (the sales value from the Navy Cash report) to the daily sales receipts to determine that
there is no discrepancy. If both numbers match, there is no discrepancy.

k. If the numbers do not match, an error has occurred that must be investigated and
resolved. At this point, the investigation would be conducted with the same procedures used
prior to the implementation of Navy Cash. Records must be reviewed to determine if a sale was
not properly receipted or an incorrect sales amount was deducted from a Navy Cash card. To
facilitate the investigation, the more detailed Non-Vending Sales Report, MSO Summary Report,
and MSO Detail Report can be generated on the ship much like the Merchant Sales Summary
Report (see paragraph 5.9.h above). If the Navy Cash EOD process and round trip have already
been completed, the MWR Daily Transaction Detail Report can also be retrieved from the shore
reports directory (see paragraph 8.4.24.n) on the Navy Cash workstation (see paragraph 5.12.3
for a sample report) to assist in the investigation.

I.  Navy Cash also produces a Monthly Transaction Detail Report. An example of this
report is in paragraph 5.12.4.

m. Merchant Settlement Reports. Merchant settlement reports list all Navy Cash deposits
made to the specified bank or credit checking account or merchant Navy Cash (strip) account
and can be used to assist in reconciling the account. These shore reports are generated
automatically at the completion of each EOD round trip and placed into a shore reports directory
by date (see paragraph 8.4.24.n). A sample report is contained in paragraph 5.12.5.

5.10 Distribution of Ship’s Store Profits to MWR

a. There is no change to the existing procedure for distribution of ship’s store profits.

b. Inaccordance with existing procedures, the Disbursing Officer issues a check payable
to the ship’s MWR fund to the MWR Officer.

c. The MWR Officer can use the same procedure outlined in paragraph 5.5.2.a or
5.5.2.b when depositing a Ship’s Store profit check.

5.11 Contingency Operations

1. Short-Term Outage.

a. The K22 in MWR operates in the normal mode and is connected to the Navy Cash
server through the ship’s LAN. If connectivity to the server is expected to be a problem, an
operator should remain logged on to the K22 at the end of the day so that Navy Cash payments
can be processed offline the next day even if connectivity is not available. A K22 in normal
mode operating offline can store about 741 transactions before it is full and can no longer
process transactions.
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b. When connectivity to the Navy Cash server is restored, sales receipts stored on the
K22 are forwarded automatically to the Navy Cash server. This download starts when the LAN
connection to the server is made and the asterisk symbol on the K22 screen disappears, usually
within a minute. The “!” symbol on the K22 screen remains displayed until all transactions have
been downloaded to the server.

2. Localized Network Outage.

a. The K22 must be online to the Navy Cash server through the ship’s LAN for an
operator to log on. If the network is down at the beginning of the day, the operator will not be
able to log on to the system to conduct business. However, if the outage is localized to the area
of MWR, an operator can go to the disbursing office and sign out a spare K22 to use in the
portable mode.

b. Operator Log-On. The operator can log on to the portable K22 (and the merchant can
be set to MWR) at any operating K22 network connection point or download box (in the
disbursing office, general mess, post office, or other locations set up during the Navy Cash
installation). The operator disconnects the K22 device currently in operation (if any) and
connects the portable K22. Once connected, the offline log-on procedure is the same as the
online procedure. After log-on is complete, the operator can disconnect the data cable and
proceed to operate the K22 in the offline mode. If a K22 was disconnected to permit the log-on,
it should be reconnected at this time. The operator should make sure that the portable K22 has
fresh batteries and that additional batteries are readily available.

c. Download Sales Transactions. If the network outage is localized, the sales receipts
stored on the portable K22 can be downloaded at the end of each day at one of the K22
connection points or download boxes as described in paragraph (b) above.

3. Long-Term Outage. In the unlikely event that connectivity to the Navy Cash server is
down for a lengthy period of time (days, weeks), MWR can, with the authorization of the
Commanding Officer, revert to accepting cash and/or check, following the same procedures used
prior to implementing Navy Cash.
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5.12

MWR Reports (examples)

In Navy Cash, all dates and times are recorded and reported in Greenwich Mean Time
(GMT) (Coordinated Universal Time (UTC)).

5.12.1
Run Date: 05/17/2005
Report Name: NC_133
Start Date: 05/16/2005

Merchant Sales

Merchant Name

GENERAL MESS — FOOD
GENERAL MESS — SURCHARGES
NAVY DISBURSING

POST OFFICE — STAMPS

POST OFFICE — MONEY ORDERS
POST OFFICE — METERED MAIL
SHIP STORE #1

NAVY MWR
VENDING
VENDING
VENDING
VENDING
VENDING
VENDING

STORE
STORE
SODA
SODA
SODA
SODA

ITEMS
ITEMS

NC SOP Ver 1.13 Chpt 5 MWR

Daily Merchant Sales Summary Report

Run Time: 17:08:16

End Date:: 05/17/2005
Merchant 1D Total Amount
800000003675 101.25
800000003677 45.00
800000003693 150.50
800000003695 11.10
800000003697 611.22
800000003699 150.00
800000003701 1120.35
800000003705 90.00
VMCANDOOOOO00001 10.60
VMCANDOOOOO00001 40.00
VMCANDOOOOO00001 45 .50
VMCANDOOOOO00001 26.50
VMCANDOOOOO00001 85.00
VMCANDOOOOO00001 24.00

5-9

Transaction Count

110

20
80
91
53
170
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5.12.2 Monthly Merchant Sales Summary Report

Run Date: 05/31/2005
Report Name: NC_133
Start Date: 05/01/2005
Merchant Sales

Merchant Name

GENERAL MESS — FOOD
GENERAL MESS — SURCHARGES
VENDING SODA

NAVY DISBURSING

POST OFFICE — STAMPS

POST OFFICE — MONEY ORDERS
POST OFFICE — METERED MAIL
SHIP STORE #1

NAVY MWR

VENDING STORE ITEMS
VENDING STORE ITEMS
VENDING SODA

VENDING SODA

VENDING SODA

VENDING SODA

NC SOP Ver 1.13 Chpt 5 MWR

Run Time: 19:07:33

End Date:: 05/31/2005

Merchant 1D

800000003675
800000003677
800000003691
800000003693
800000003695
800000003697
800000003699
800000003701
800000003705
VMCANDOOOOOO0001
VMCANDOOOOOO0001
VMCANDOOOOOO0001
VMCANDOOOOOOO001
VMCANDOOOOOO0001
VMCANDOOOOOOO001

5-10

Total Amount

Transaction Count

183
13
36

150

3242
178
530

2300

2690

1587

4951

1451
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5.12.3

Last Name
Barr
Delaney
Josh
Michael
Saylor

MWR Refunds

EA R R R

First Name

Robert
Sally
Jim
Fred

Rebecca

EaE R R b e

Total Transactions

NC SOP Ver 1.13 Chpt 5 MWR

Daily Transaction Detail Report

Navy Cash
Daily Transaction Detail Report — MWR

Run Date:08/29/2001

Run Time:17:08:14

Report Name:TRAN_MWR_D

Location: USS NEVERSAIL
Date: 08/28/2001 22:04:31 To 08/29/2001 22:01:54 Batch 1d: R12345 323

Account #
8000000000023
8000000000031
8000000000004
8000000000046
8000000000049

E R R R R e e

Transaction Date

08/28/2001
08/28/2001
08/28/2001
08/28/2001
08/28/2001
08/28/2001

*hkhkhkhkhkhkhkhkhkhkhkhkhkikikx

*** End of the Report ***

5-11

Value

$100.00
$150.00

$5.00
$10.00
$2.00
$-1.50

$265.50
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5.12.4 Monthly Transaction Detail Report

Run Date:08/31/2001
Run Time:19:07:06
Report Name:TRAN_MWR_M

Navy Cash
Monthly Transaction Detail Report - MWR
Location: USS NEVERSAIL
Date: 08/01/2001-20:01:36 To 08/31/2001-22:20:37

Last Name First Name Account # Transaction Date
Value

Antioch Galen 8000000000107 0871272001 $9.25
Barr Robert 8000000000023 08/28/2001 $100.00
Delaney Sally 8000000000031 08/28/2001 $150.00
Josh Jim 8000000000004 08/28/2001 $5.00
Michael Fred 8000000000046 08/28/2001 $10.00
Saylor Rebecca 8000000000049 08/28/2001 $2.00
Shaul Don 8000000000146 08/04/2001 $7.50
USS NEVERSAIL Visitor 8000000001239 08/09/2001 $5.00
Wentzel Laura 8000000021099 08/19/2001 $75.00
MWR Refunds $-7.50
dekdddkkkk  dkdkkkkkkdk  dkkkkkddkkkkk  dkdkkkkkkkdkkkkkk  ________
Total Transactions $356.25

*** End of the Report ***
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5.12.5 Merchant Settlement Report

Run Date: 12/09/2004

Run Time: 00:08:42

Report name: TRAN_Ship_Merchant_Settle D
Page: 1

Navy Cash
Daily Transaction Detail Report - Merchant Settlement
Location: USS NEVERSAIL
Date: 12/08/2004 00:12:52 To 12/09/2004 03:43:22

Merchant: MWR 800000026283
Settlement Date: 08-DEC-04
Settlement Type: NAVY CASH

Batch Date Amount C
R21452 1022 11/30/04 23:01 $255.55
R21452 1023 12/01/04 21:13 $30.00
R21452 1027 12/07/04 10:19 $338.95
R21452 1028 12/08/04 00:07 $196.80
R21452 1029 12/08/04 07:56 $263.85
Settlement Total $1,085.15

Merchant MWR 800000026283 Total: $1,085.15

* C = Correction Transactions.

***x*x* End of the Report *****
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6.1  Background

This chapter of the SOP describes Navy Cash procedures for selected operations in the ship’s
post office.

NOTES:

1. Navy Cash does not affect non-monetary postal procedures, which will continue to
have their full force and effect. Neither does Navy Cash eliminate the need for
maintaining existing money-handling procedures for contingency operations in the
unlikely event that Navy Cash experiences a catastrophic failure and ceases to
function.

2. The term Postal Officer used throughout this SOP refers to the Postal Officer and
individuals that have been properly authorized and appointed as his/her agents.

3. In Navy Cash, all dates and times are recorded and reported in Greenwich Mean
Time (GMT) (Coordinated Universal Time (UTC)).

6.2  Planned Maintenance System

Preventive maintenance for the Navy Cash Financial System is covered through the Planned
Maintenance System (PMS). PMS information for Navy Cash is available from the ship’s
Maintenance and Material Management (3-M) Coordinator. Maintenance Index Page (MIP)
number 6541/080-14 applies to Navy Cash. In particular, proper cleaning of the card readers can
significantly reduce the incidence of card readers failing to read the Navy Cash card.

6.3  Establishing the Post Office as a Navy Cash Merchant

a. The ship’s post office is established as a Navy Cash merchant as a part of the process
of implementing Navy Cash on board the ship. The post office is actually set up with three
merchants in order to track and report on stamps, money orders, and metered mail separately.

b. The Treasury Financial Agent, JPMorgan Chase Bank, N.A., and the NAVSUP Postal
Policy Division will work with the United States Postal Service (USPS) Postal Financial Officer
to set up the appropriate bank account number for the settlement account for postal transactions.

6.4 Sales

a. The K22 Point-Of-Sale (POS) device is the card reader and keypad device used to
register sales transactions in Navy Cash. Depending on the size of the ship, one or more K22s are
permanently installed in the post office and operate in an online mode. If necessary, the
Disbursing Officer can configure and issue a K22 to the Postal Officer to operate in an offline,
portable mode.

b. The three function keys on K22 POS devices in the post office are configured with
the three separate Navy Cash merchant accounts in order to report specifically on Postage Sales
(F1), Money Order Sales (F2), and Meter Sales (F3). See Chapter 2 for instructions on operating
the K22.

c. The sales procedure is performed in accordance with paragraph 2.3.1.b of the K22
operation section of this SOP.
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d. All USPS Postal Money Orders will be cashed at the disbursing office.
6.5  Sale of USPS Stamps to Ship’s Store

Navy post offices are authorized to sell USPS stamp booklets to the Sales Officer, or
designated representative, for sale in the ship’s store. Sale of single stamps is not authorized. The
Sales Officer will purchase the stamps using the ship’s store Navy Cash merchant card.
Procedures for the purchase and sale of stamps by the ship’s store operation are included in
NAVSUP P487, paragraph 3400 and in Appendix M.

6.6 Refunds

Refunds in the ship’s Post Office are to be processed through the USPS and not through
Navy Cash. When a customer is eligible for a refund, PS Form 3533 is filled out in accordance
with Domestic Mail Manual (DMM) section 604.9.0 and sent to Postmaster New York or
Postmaster San Francisco, as appropriate. The Postmaster actually issues the refund to the
member.

PS Form 3533 is available at http://www.usps.com/forms_pdf/ps3533.pdf.
6.7 End-of-Business-Day Procedures

Flexible Credit Operations
a. The post office business is secured at the end of the business day.
b. All military postal clerks log-off the system.
c. The Disbursing Officer initiates Navy Cash end of day processing.

d. The military postal clerk prepares PS Form 1412 by completing AlICs 090, 096, 100,
101, 109, 353, 400, 553, 680, 800, 840, 841, 845, 848, 851, 852, and 853, as applicable. Money
orders issued will be recorded on the reverse of PS Form 1412 (see paragraph 6.11.1 for an
example of PS Form 1412). PS Form 1412s will be filed onboard for four years.

e. After all clerk disks have been consolidated on the supervisor disk, the COPE must
select option #4, Adjust Unit AIC, on the consolidate menu. The COPE must then check AIC
751, or 752 if this AIC is being used, and enter the dollar amount shown under AIC 751 (or 752)
in AIC 680, Cash Remitted—EFT. The amount must be exact. By entering the amount in AIC
680, the amount in AIC 751 (or 752) will be brought to zero.

f. The Postal Officer compares the totals for stamp, Postage Validation Imprinter (PV1),
and money order sales reported on PS Form 1412 to the total amounts collected and reported for
the Post Office on the Merchant Sales Summary Report to determine if they match (see
paragraph 6.11.2 for an example of a Merchant Sales Summary Report). If both reports match,
there is no discrepancy. The Merchant Sales Summary Report can be generated at any time by
selecting the “View Reports” link in the Navy Cash application, clicking on “Merchant Sales
Summary” in the “Application Reports” window, filling in the start and end dates for the
inclusive period, and clicking on the “Generate” button. The Disbursing Officer will provide
copies of these reports to the post office for filing. A copy of the Merchant Sales Summary
Report must be attached to and filed with the corresponding unit PS Form 1412.
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g. The post office may contact the disbursing office at any time during the business day
to generate a Merchant Sales Summary Report. The post office can use this report to verify that
the total transactions for the current business day are correct by comparing the report against the
clerk or unit preliminary tape (printed PS Form 1412).

h. If the reports do not match, an error has occurred that must be investigated and
resolved. At this point, the investigation would be conducted with the same procedures used
prior to the implementation of Navy Cash. Records must be reviewed to determine if a sale was
not properly receipted or an incorrect sales amount was deducted from a Navy Cash card. The
more detailed Merchant Sales by Operator (MSO) Detail Report for the day in question can be
requested from the disbursing office to research discrepancies and facilitate the investigation. All
discrepancies must be corrected before the PS Form 1412 is submitted to USPS. Two possible
scenarios for account shortages with procedures for corrective action follow:

(1) Scenario 1 — Window Clerk Is Short. In this case, “short” means that the
stamps close (AIC 853) is greater than the actual amount of clerk stamp stock audited on a
quarterly/monthly/daily audit. Corrective Action: The responsible window clerk can correct this
account shortage by inserting his/her personal Navy Cash card in the K22 and entering the
amount of the shortage as a sales transaction. The clerk will then log on to his/her IRT disk, press
the "postage sales" key, and enter the same amount (the shortage amount) he/she entered on the
K22. This amount will show as a postage sale on the PS 1412; however, since the clerk did not
take that stamp stock out of his/her account, this sale would then bring him/her back in balance.
A separate report to the Military Postal Service Agency (MPSA) or USPS is not required, but a
note should be made in the "Notes, etc.” section of the OPNAV Form 5112/2 to document the
transaction.

(2) Scenario 2 — Window Clerk Is Short. In this case, “short” means that the cash
remitted (AIC 752) on the daily 1412 does not equal the amount reported on the daily Navy Cash
transaction report for the daily remittance. Corrective Action 1: If the shortage is found before
unit consolidation, the responsible clerk can correct this account shortage by inserting his/her
personal Navy Cash card in the K22 and entering the amount of the shortage as a sales
transaction. This sale will bring both reports in balance. Corrective Action 2: If the shortage is
found after submission of the unit 1412, the responsible clerk will log on to his/her IRT disk on
the next business day and enter the shortage amount in financial differences overage (AIC 247).
The clerk will then insert his/her personal Navy Cash card in the K22 and enter the shortage
amount as a sales transaction. Entering the shortage amount in AIC 247 informs the USPS that
there is an overage being submitted, and it does not affect the unit 1412 balances. The USPS will
then credit this overage to the previous business day’s shortage remittance.

i. The Custodian of Postal Effects (COPE) uploads the unit 1412 data using the RCU
disk via the Automated Military Postal System (AMPS) website in accordance with existing
procedures. To set up the computer to upload the RCU data:

(1) Ensure RCU disk is consolidated for the normal end-of-day transmission.
(2) Log onto the AMPS website.
(3) Insertthe IRT RCU disk into the floppy disk drive.

(4) Click on the Finance Tab, and then click on “RCU Disk Upload” on the left side
of the screen.
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(5) Click on ZIPRCU. Note: If Windows NT or 98 is used, click the “Open”
button on the “File Download” box. If Windows 2000 is used, click on “Run This Program from
Its Present Location” and then click the “OK” button.

(6) Wait for the process to finish, and then click the “Browse” button.

(7) Select “3Y%2 Floppy (A)” from drop-down in “Look in:” on “Choose File” box.
(8) Select file “IRT_RCU.zip”.

(9) Click “Open” button on “Choose File” box.

(10) Click “Submit” button.

(11) A screen should appear indicating successful transmission. Print this page,
stamp it with the All Purpose Date Stamp (APDS), and file it with your daily business records.

J. A copy of the Merchant Sales Summary Report will be attached to a copy of the
corresponding PS Form 1412. The PS 1412 and the Merchant Sales Summary Report must be
kept on file for four years.

k. During monthly audits, the Monies Audits Board must account for the copies of the
PS Form 1412s and the Merchant Sales Summary Reports. Audits will be conducted in
accordance with Chapter 3 of NAVSUP INST 5119.1.

I.  Auditing Officers should, in conjunction with accounting for the amounts in AIC 853
and 840, check AIC 680, Cash Remitted—EFT, to ensure the total matches the amount of money
sent electronically to the Treasury Financial Agent, JPMorgan Chase, as delineated on the Navy
Cash Merchant Sales Summary Report for the post office. The Merchant Sales Summary Report,
which reflects post office sales (the total of Postage Sales (090), Money Order Sales (100),
Money Order Fees (101), and Postage Validation Imprinter Sales (109)), must equal the total
amount in AIC 400 (Cash Required) on the Custodian of Postal Effects’ (COPE’s) Unit PS 1412
Report. If a discrepancy is found, check to see if the military postal clerk entered daily business
information correctly in the K-22 card reader. Postage Sales (F1), Money Order Sales (F2), and
Meter Sales (F3) should be listed separately on the K-22.

m. Merchant Settlement Reports. Merchant settlement reports list all Navy Cash deposits
made to the bank account specified by USPS and can be used to assist in reconciling the account.
These shore reports are generated automatically at the completion of each end-of-day round trip
and placed into a shore reports directory by date (see paragraph 8.4.24.n). A sample report is
contained in paragraph 6.11.4. In Navy Cash, all dates and times are recorded and reported in
Greenwich Mean Time (GMT) (Coordinated Universal Time (UTC)).

6.8 End of Quarter Procedures

All financial data from the PS Form 1412 must be reported on the quarterly Postal
Accounting Report System (PARS) in accordance with existing procedures and sent to the
appropriate Fleet Postal Officer as an attachment to an e-mail.

6.9  Contingency Operations

a. Short-Term Outage.
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(1) The K22 POS terminal in post office normally operates in the normal mode and
is connected online to the Navy Cash server through the ship’s LAN. If connectivity to the server
IS expected to be a problem, an operator should remain logged on to the K22 at the end of the
day so that Navy Cash payments can be processed offline the next day even if connectivity is not
available. A K22 in normal mode operating offline can store about 741 transactions before it is
full and can no longer process transactions (see Chapter 2 for offline K22 operation instructions).

(2) When connectivity to the Navy Cash server is restored, sales receipts stored on
the K22 are forwarded automatically to the Navy Cash server. This download starts when the
LAN connection to the server is made and the asterisk symbol on the K22 screen disappears,
usually within a minute. The “!”” symbol on the K22 screen remains displayed until all
transactions have been downloaded to the server.

b. Localized Network Outage.

(1) The K22 must be online to the Navy Cash server through the ship’s LAN for an
operator to log on. If the network is down at the beginning of the day, the operator will not be
able to log on to the system to conduct business. However, if the outage is localized to the area
of MWR, the Postal Officer or Custodian of Postal Effects (COPE) can go to the disbursing
office and sign out a spare K22 to use in the offline portable mode.

(2) Operator Log-On. The operator can log on to the portable K22 (and the
merchants can be set to post office stamps, money orders, and metered mail) at any operating
K22 network connection point or download box (in the disbursing office, general mess, or other
locations set up during the Navy Cash installation). The operator disconnects the K22 device
currently in operation (if any) and connects the portable K22. Once connected, the offline log-on
procedure is the same as the online procedure. After log-on is complete, the operator can
disconnect the data cable and proceed to operate the K22 in the offline mode. If a K22 was
disconnected to permit the log-on, it should be reconnected at this time. The operator should
make sure that the portable K22 has fresh batteries and that additional batteries are readily
available.

(3) Download Sales Transactions. If the network outage is localized, the sales
receipts stored on the portable K22 can be downloaded at the end of each day at one of the K22
connection points or download boxes as described in paragraph (2) above.

c. Long-Term Outage. In the unlikely event that connectivity to the Navy Cash server is
down for a lengthy period of time (days, weeks), the post office can, with the authorization of the
Commanding Officer, revert to accepting cash, following the same procedures used prior to
implementing Navy Cash.

6.10 Official Mail Service

a. Inaccordance with the DoD Official Mail Manual 4525.8-M, C2.7.1.2, use of a credit
card is authorized to pay for postal services. On Navy Cash ships, the ship’s Official Mail
Manager (OMM) is authorized to use a Navy Cash visitor card to pay for postage and postal
services when processing official mail.

b. After each transaction, a receipt shall be provided to the OMM for the total amount of
postage and postal services purchased. Procedures for the use of a Navy Cash visitor card in
processing official mail are included in Appendix N.
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6.11

6.11.1 PS Form 1412

Post Office Forms and Reports (Examples)

US POSTAL SERVICE
DAILY FINANCIAL REPORT 23-05
Station or Unit USS NEVERSAIL [SFA No 9876 Stamp Accountability AIC $ Amount
| certify this is a true statement and the accountability consigned to me s as shown on this form. Opening Balance 840 | $ 10,000.00
Signature Date Stock Received (+) 841
PC2 Pastrana, Milagritos 17-May-05 Subtotal » | 845 | $10,000.00
Recelp Stamped Envelope Discount (-) 846
Description AIC $Amount | Stock Returned (-) 848
Postage Sales 00 |$ 11.10 |subtotal p | 851 | $ 10,000.00
Bird Stamp Sales 091 Total Sales () 852 | $ 11.10
Philatelic Product Sales 02 |$ - |closingBalance ——— | 853 | $ 9,988.90
Vending Sales 0% |$ - Disburseme
Domestic Value 100 |$ 609.97 Description AlC $ Amount
Money Orders Fee 101 [$ 1.25 |pPs 3533 553
Postage Validation Imprinter 109 |$ 150.00 |NOFEE MONEY ORDER 58 | $ -
Vending Overages 175
Overage - Flexible Credit 57
Shortage Flexible Credit 767 Adjustment for Previous Overage
Adjustment for Previous Shortage Cash Remitted-EFT 680 |$ T772.32
Cash Retained for Previous Report 3B | $ - |Cash Retained Today 753 | $ -
Cash Required 40 |$  772.32 |Cash Accounted For 80 [$ 77232

PS Form 1412-B, June 1992
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DAILY MONEY ORDERS

MOSERNUMUSED MO ISSUED FEES MOSERNUMUSED  MOISSUED  FEES
1234567890 $100.00 0.25] 1234567791 $200.00 0.25
1234567891 $100.00 0.25] 1234567792 $130.72 0.25
1234567892 $79.25 0.25|

TOTAL MO ISS/FEES $27925|$ 075 TOTAL MO ISS/FEES $330.72| $ 0.50

GT MO ISSIFEES $60097|$ 125 $ -

NO FEES $ . $ -

Paid MO:

TOTAL DEBIT/CREDIT | $ 611.22 $ -

$ -
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6.11.2 Daily Report

In Navy Cash, all dates and times are recorded and reported in Greenwich Mean Time
(GMT) (Coordinated Universal Time (UTC)).

Run Date: 05/17/2005
Report Name: NC_133
Start Date: 05/16/2005
Merchant Sales

Merchant Name

WARDROOM MESS — FOOD
WARDROOM MESS — DUES

NAVY DISBURSING

POST OFFICE — STAMPS

POST OFFICE — MONEY ORDERS
POST OFFICE — METERED MAIL
SHIP STORE #1

NAVY MWR

VENDING STORE ITEMS
VENDING STORE ITEMS
VENDING SODA

VENDING SODA

VENDING SODA

VENDING SODA

NC SOP Ver 1.13 Chpt 6 Post Office

Run Time: 17:08:16

End Date:: 05/17/2005

Merchant 1D

800000003675
800000003677
800000003693
800000003695
800000003697
800000003699
800000003701
800000003705
VMCANDOOOOOO0O001
VMCANDOOOOOO0001
VMCANDOOOOOO0O001
VMCANDOOOOOO0001
VMCANDOOOOOO0O001
VMCANDOOOOOO0001

6-9

Total Amount

150.00
1120.35
90.00
10.60
40.00
45.50
26.50
85.00
24.00

Transaction Count

110

80
91
53
170
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6.11.3 Monthly Report

Run Date: 05/31/2005
Report Name: NC_133
Start Date: 05/01/2005
Merchant Sales

Merchant Name

WARDROOM MESS — FOOD
WARDROOM MESS — DUES
VENDING SODA

NAVY DISBURSING

POST OFFICE — STAMPS

POST OFFICE — MONEY ORDERS
POST OFFICE — METERED MAIL

SHIP STORE #1

NAVY MWR

VENDING STORE ITEMS
VENDING STORE ITEMS
VENDING SODA
VENDING SODA
VENDING SODA
VENDING SODA

NC SOP Ver 1.13 Chpt 6 Post Office

Run Time: 19:07:33

End Date:: 05/31/2005

Merchant ID

800000003675
800000003677
800000003691
800000003693
800000003695
800000003697
800000003699
800000003701
800000003705
VMCANDOOOOOO0001
VMCANDOOOOOO0001
VMCANDOOOOOO0001
VMCANDOOOOOO0001
VMCANDOOOOOO0001
VMCANDOOOOOOO001

6-10

Total Amount

Transaction Count

183
13
36

150

3242
178
530

2300

2690

1587

4951

1451
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6.11.4 Merchant Settlement Report

Run Date: 05/18/2005

Run Time: 00:08:42

Report name: TRAN_Ship_Merchant_Settle D
Page: 1

Navy Cash
Daily Transaction Detail Report - Merchant Settlement
Location: USS NEVERSAIL
Date: 05/16/2005 00:12:52 To 05/17/2005 03:43:22

Merchant: POST OFFICE 800000026283
Settlement Date: 17-MAY-05
Settlement Type: NAVY CASH

Batch Date Amount C
R21452 1022 05/17/05 03:20 $772.32
Settlement Total $772.32

Merchant POST OFFICE 800000026283 Total: $772.32

* C = Correction Transactions.

***x*x* End of the Report *****
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7.1  Background

This chapter describes procedures for Navy Cash operations in the ship’s store:
NOTES:

1. Purpose. The purpose of this SOP is to provide guidance for use of the Navy Cash
card for purchases in the ship’s store and vending machines. It is provided as an
addendum to existing policy and procedures outlined in NAVSUP P487.

2. Authorized Users. Ship’s personnel, official visitors, and any other authorized visitors
who have been issued a Navy Cash card.

3. General. In the ship’s store, the Navy Cash K22Point-Of-Sale (POS) card reader can
be operated either attached to the Resale Operations Management (ROM) Il cash
register or separate from the ROM 11 cash register. In the vending machines, the
Navy Cash Card Access Device (also know as Card Accepting Device) (CAD)
replaces the bill validator. The K22 and the CAD enable customers to purchase
merchandise using an electronic purse (chip) on a Navy Cash card with the same, if
not more, convenience than cash. Value is subtracted from the customer's card
through the K22 and CAD reader/collection devices, and receipts from sales are
automatically transmitted to the Navy Cash server at the time of sale. At the end of
each business day, these receipts are forwarded electronically to the Treasury
Financial Agent, JPMorgan Chase (JPMC). Then, at the end of the month, these
receipts from sales are posted to the appropriate lines of accounting. The Navy Cash
system produces reports (see paragraph 7.8 of this SOP for sample reports) and
transaction journals to assist with balancing the sales operations.

4. Exceptions. At the discretion of the Commanding Officer, cash may be accepted for
special evolutions at the ship’s store and vending machines. (e.g., visitors, tour
groups, personnel riding the ship for less than 24 hours). S-3 personnel will follow
the procedures outlined in NAVSUP P487. Cash sales should be the exception to
accommodate visitors who are only going to be on the ship for a short time.
Generally, members of ship’s company should not be allowed to use cash on board
the ship.

5. In Navy Cash, all dates and times are recorded and reported in Greenwich Mean
Time (GMT) (Coordinated Universal Time (UTC)).

7.2 Planned Maintenance System

Preventive maintenance for the Navy Cash Financial System is covered through the Planned
Maintenance System (PMS). PMS information for Navy Cash is available from the ship’s
Maintenance and Material Management (3-M) Coordinator. Maintenance Index Page (MIP)
number 6541/080-14 applies to Navy Cash. In particular, proper cleaning of the card readers can
significantly reduce the incidence of card readers failing to read the Navy Cash card.
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7.3 Retail Sales

7.3.1 ROM Il Integrated with Navy Cash—K22 Attached to Cash Register
a. ROM Il Cash Register

(1) The ship’s store operator receives a till assignment diskette from the designated
assistant in the back office in accordance with the ROM I1 User’s Guide. A Navy Cash operator
ID must first be established in the Navy Cash application for each ship’s store operator (see
paragraph 8.4.28, Operator ID Maintenance). The Disbursing Officer then provides the Operator
ID information to the Sales Officer, and the Sales Officer or designated assistant enters the
information by operator into the ROM 11 back office. When ROM Il and Navy Cash are
integrated, the ROM Il and Navy Cash operator IDs must match for sales receipts to be reported
properly. However, when configuring the K22 that will be attached to the ROM I1 cash register,
“Enforce User Logon” must be set to ““Do Not Force Logon™ (see paragraph 2.3.8.a and
Appendixes B and C).

(2) The ship’s store operator inserts the till assignment diskette into the Electronic
Point-Of-Sale (EPOS) cash register and uploads the data. The operator then logs into the EPOS
system following the instructions in the ROM Il User’s Guide and starts conducting the business
of the day.

b. K22 Point-of-Sale (POS) Card Reader

(1) Turn on the K22. The ship’s store operator boots up the K22 card reader. The
K22 must be turned on for all transactions including log-on and log-off. See Chapter 2 for
detailed K22 operating instructions.

(2) Logon the K22. The cash register must be online to the Navy Cash server for
the operator to log on the K22. When the K22 is turned on, the operator log-on screen is
displayed. The ship’s store operator logs on to the cash register in accordance with the ROM 11
User’s Guide and NAVSUP P487. The Navy Cash proxy application on the cash register handles
the operator’s log on to the K22 through the Navy Cash server. ROM Il and Navy Cash operator
IDs must match

(3) Log off the K22. The cash register must be online to the Navy Cash server for
the operator to log off the K22. The ship’s store operator logs off the cash register in accordance
with the ROM Il User’s Guide and NAVSUP P487. The cash register’s software handles the
operator’s log off from the K22 through the Navy Cash server.

(4) Connectivity Problems. With ROM I integrated with Navy Cash, the K22
operates in the proxy mode and is connected to the ship’s Local Area Network (LAN) and the
Navy Cash server through the ROM 11 cash register. The cash register must be online to the
Navy Cash server to process sales transactions. If connectivity to the server is expected to be a
problem, for example, the ship’s LAN is experiencing problems or the Navy Cash server is
down, a backup K22 in normal mode with the merchant set to ship’s store and a ship’s store
operator already logged on must be available in order to be able to process sales transactions
offline in the event that connectivity to the Navy Cash server is not available (see paragraph
7.7.2).
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c. Navy Cash Procedures

To properly complete a Navy Cash transaction at the register, perform the following steps.

(1) Attime of sale, the operator scans all items through the cash register. After all
items have been scanned, the operator presses the “END” button on the keyboard. The “CASH
PAYMENT FORM?” screen appears, and the operator selects the type of tender that will be
accepted. For Navy Cash transactions, the type of tender is “Navy Cash”. The total transaction
amount is displayed at the ROM I cash register and the K22 card reader.

(2) The customer inserts his/her Navy Cash card into the K22 card reader, enters
the PIN number, and then presses the OK button.

(3) If there is sufficient value on the card, the K22 card reader authorizes the
transaction and allows the customer to verify the transaction amount. When the customer presses
the OK button to verify the transaction amount, the K22 card reader subtracts the total amount of
the sale from the e-purse. The K22 card reader sends the approval code to the cash register to
total out the sale. After each transaction, the ROM I cash register prints out a receipt for the
customer. (The cash register automatically requests verification that the transaction was
approved or canceled.)

(4) The customer removes his or her card.

(5) All completed transactions are forwarded automatically to the Navy Cash server
at the time of sale. The Disbursing Officer can print daily reports for the ship’s store office. The
Sales Officer has the capability to print ROM |1 daily reports from the ship’s store office to
compare with the Navy Cash reports received from the disbursing office.

d. Transactions Not Approved

(1) If atransaction is not approved by the K22 card reader, e.g., due to non-
sufficient funds on the customer's Navy Cash card, the operator follows the procedures stated in
the ROM Il User’s Guide under Point of Sale procedures to discontinue the sale. (If a transaction
is canceled or there is an error, the K22 card reader sends a message to the cash register saying
s0. The cash register receives this message when it requests approval or cancellation of a
transaction. If there is a cancellation or a timeout, the transaction is automatically canceled, and
ROM |1 returns to the main screen.)

(2) The ship’s store operator should direct the customer to the disbursing office for
further guidance if the customer has any questions about the Navy Cash card.

7.3.2  ROM Il Not Integrated with Navy Cash—K22 Not Attached to Cash Register
a. ROM II Cash Register

(1) The ship’s store operator receives a till assignment diskette from the designated
assistant in the back office in accordance with the ROM |1 User’s Guide. (A Navy Cash operator
ID must first be established in the Navy Cash application for each ship’s store operator (see
paragraph 8.4.28, Operator ID Maintenance. The Disbursing Officer then provides the 1D
information to the Sales Officer, and the Sales Officer or designated assistant enters the
information by operator into the ROM |1 back office.)
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(2) The ship’s store operator inserts the till assignment diskette into the Electronic
Point-Of-Sale (EPOS) cash register and uploads the data. The operator then logs into the EPOS
system following the instructions in the ROM Il User’s Guide and starts conducting the business
of the day.

b. K22 Point-of-Sale (POS) Card Reader

(1) Turn On the K22. The ship’s store operator boots up the K22 card reader. The
K22 must be turned on for all transactions including log-on and log-off. See Chapter 2 for
detailed K22 operating instructions.

(2) Logon the K22. The K22 must be on line to the Navy Cash server for the
operator to log on. The K22 is turned on by pressing the “OK” key. The operator log-on screen is
displayed, and the ship’s store operator enters his or her operator ID number into the K22. The
K22 displays a wait screen while processing, and returns to the normal screen when the log-on is
accepted.

(3) Log off the K22. The K22 must be on line to the Navy Cash server for the
operator to log off. The ship’s store operator presses the “Off/Cancel” key and presses the “OK”
key to confirm log off is desired. At the end of the day, the ship’s store transactions for the day
are processed automatically through the Navy Cash server.

(4) Connectivity Problems. With ROM Il and Navy Cash not integrated, the K22
operates in the normal mode and is connected to the Navy Cash server directly through the ship’s
LAN. If connectivity to the server is expected to be a problem, for example, the ship’s LAN is
experiencing problems or the Navy Cash server is down, an operator should remain logged on to
the K22 at the end of the day so that sales transactions can be processed offline the next day even
if connectivity to the Navy Cash server is not available.

c. Navy Cash Procedures

To properly complete a Navy Cash transaction at the register, perform the following steps.

(1) Attime of sale, the operator scans all items through the cash register. After all
items have been scanned, the operator presses the “END” button on the keyboard. The “CASH
PAYMENT FORM?” screen appears, and the operator selects the type of tender that will be
accepted. For Navy Cash transactions, the type of tender is “Navy Cash”. The total transaction
amount is displayed at the ROM 11 cash register, and the operator manually enters the total into
the K22 card reader. The total on the K22 must match the total on the cash register.

(2) The customer inserts his/her Navy Cash card into the K22 card reader, enters
the PIN number, and then presses the OK button.

(3) If there is sufficient value on the card, the K22 card reader authorizes the
transaction and allows the customer to verify the transaction amount. When the customer presses
the OK button to verify the transaction mount, the K22 card reader subtracts the total amount of
the sale from the e-purse. The ship’s store operator totals out the sale on the cash register, and the
ROM |1 cash register prints out a receipt for the customer.

(4) The customer removes his or her card.
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(5) All completed transactions are forwarded automatically to the Navy Cash server
at the time of sale. The Disbursing Officer can print daily reports for the ship’s store office. The
Sales Officer has the capability to print ROM |1 daily reports from the ship’s store office to
compare with the Navy Cash reports received from the disbursing office.

d. Transactions Not Approved

(1) Ifatransaction is not approved by the K22 card reader, e.g., due to non-
sufficient funds on the customer's Navy Cash card, the operator follows the procedures stated in
the ROM 11 User’s Guide under Point of Sale procedures to discontinue the sale.

(2) The ship’s store operator should direct the customer to the disbursing office for
further guidance if the customer has any questions about the Navy Cash card.

7.3.3 Multiple Operators

If more than one person is responsible for the operation of the ship’s store, the procedures
outlined above will be followed for each shift/till.

7.3.4 Non-EPOS Retail Store Sales (e.g., Hangar Bay or Pier Side)

a. Procedures stated in the NAVSUP P487 will be followed when operating a pier side
or other non-EPQOS retail store.

b. The Sales Officer or designated assistant will add a store number (94 series) in the
ROM |1 back office, following the procedures prescribed in the ROM Il User’s Guide.

c. All sales for cash and check and cash collection procedures will be in accordance
with the NAVSUP P487, paragraph 2200.

d. All cash and checks will be recorded in the NAVSUP 469 and deposited with the
Disbursing Officer in accordance with NAVSUP P487, paragraph 2230.

e. Navy Cash can also be used to accommodate these sales. When setting up a non-
EPOS store, the Sales Officer can check out the appropriate number of battery-operated K22
POS devices from the disbursing office. Each K22 must be set up for a merchant and one of the
operator IDs previously assigned by the Disbursing Officer for generic sales. The K22 must be
online to the Navy Cash server for an operator to log on.

f. Atthe end of the day or at the end of the event, the Sales Officer will take each K22
to one of the available Navy Cash “download boxes” or serial ports, in the disbursing office or
sales office for example. When plugged in, the K22 will automatically upload sales information
to the Navy Cash server.

g. Once all the K22s are uploaded, the Sales Officer can view the Navy Cash sales by
printing out the Merchant Sales Summary Report under the “View Reports” link in the Navy
Cash application. When creating this report, the Sales Officer must ensure the time frame
indicated is specific and inclusive for the applicable non-EPOS store event. In Navy Cash, all
dates and times are recorded and reported in Greenwich Mean Time (GMT) (Coordinated
Universal Time (UTC)).
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h. To verify that the amounts reported by Navy Cash Merchant Sales Summary Report
and the non-EPOS cash register or sales receipt book are correct, the totals will be reconciled. If
both reports match, there is no discrepancy. If the reports do not match, an error has occurred
that must be investigated and resolved. The Sales Officer can generate the more detailed
Merchant Sales by Operator (MSO) Detail Report for the period in question under the same
“View Reports” link in the Navy Cash application to research discrepancies and facilitate the
investigation.

I. The Sales Officer or designated collection agent will enter the amounts collected in
cash and checks and in Navy Cash into the ROM I1 back office in accordance with the ROM I
User’s Guide.

7.35 Concessionaire Sales

When overseas concessionaires take advantage of Navy Cash, ship’s store personnel will
follow the procedures in the Sixth/Seventh Fleet concessionaire instructions and the procedures
stated below. If a ship encounters overseas concessionaires who will not use Navy Cash, for
whatever reason, ship’s store personnel will follow the procedures outlined in the Sixth/Seventh
Fleet concessionaire instructions and the NAVSUP P487, Chapter 3, when setting up
concessionaire vendors overseas for receiving cash

a. Prior to Foreign Concessionaire Vendor (s) arriving on board, the Sales Officer will
check out the appropriate number of K22 devices from the disbursing office. Each K22 must be
set up for a merchant and one of the operator IDs previously assigned by the Disbursing Officer
for generic sales. The K22 must be online to the Navy Cash server for an operator to log on.

b. When a Foreign Concessionaire VVendor arrives on board to conduct sales, he/she will
report to the Sales Officer to receive a portable K22 device.

c. The Sales Officer will be responsible for training each concessionaire vendor on how
to conduct Sales using the portable K22 device.

d. The concessionaire vendor(s) will take the portable K22 device to the designated area
to conduct sales. Each transaction per customer will be recorded by the vendor(s) in the
concessionaire number control log and on an SS-141 Navy Exchange Sales Receipt in
accordance with NEX Yokosuka/Naples Concessionaire instruction 4000 series.

e. Upon completion of sales, or at the end of the day, the concessionaire vendor(s) will
report to the Sales Officer, and present the portable K22 device, as well as all SS-141 Navy
Exchange Sales Slips.

f. The Sales Officer will take the K22 to one of the available Navy Cash “download
boxes” or serial ports, in the disbursing office or sales office for example. When plugged in, the
K22 will automatically upload sales information to the Navy Cash server.

g. Once all the K22s are uploaded, the Sales Officer will be able to view the Navy Cash
sales by printing out the Merchant Sales Summary Report under the “View Reports” link in the
Navy Cash application. When creating this report, the Sales Officer must ensure the time frame
indicated is specific and inclusive for the applicable concessionaires. In Navy Cash, all dates and
times are recorded and reported in Greenwich Mean Time (GMT) (Coordinated Universal Time
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(UTC)). The total of the SS-141s will be reconciled with the total from the Merchant Sales
Summary Report and the concessionaire number control log.

h. The Sales Officer will compute the commission due to NEX and the ship for each
concessionaire’s sales based on the percentage contained in the concessionaire’s contract. Once
the commission value is determined and verified, the Sales Officer will be responsible for
creating two separate SF 1034’s, Public VVouchers for Purchases and Services Other Than
Personal, one for the net amount due the vendor (total sales receipts less the commission
percentage) and one for 50 percent of the commission collected for the NEX. The Line of
Accounting (LOA) cited will be Ship’s Store Profits Navy (SSPN). The Sales Officer will record
the 50 percent of the commission collected for the ship as a contribution to SSPN in the ROM |1
system following the procedures outlined in the ROM Il User’s Guide. The Disbursing Officer
will report the collection of monies owed to the ship’s store as a collection under SSPN. The
sample Foreign Concessionaire Sales Reconciliation Form included at paragraph 7.8.6 provides a
tool to assist in reconciling foreign concessionaire sales.

i. The two SF 1034 vouchers will be given to Disbursing. The Disbursing Officer will
issue two separate Treasury Checks, one for the net amount owed to the vendor, and one for the
amount owed to NEX. The Disbursing Officer will use the prepared SF 1034s citing the SSPN
line of accounting as the substantiating vouchers.

J.  The Disbursing Officer will forward the checks to the Sales Officer, who will be
responsible for delivery to the vendor and NEX. Upon receipt of the NEX check, the Sales
Officer will forward the check, copies of the concessionaire number control log, and all
applicable SS-141 receipts to NEX. The Sales Officer will send the vendor(s) his/her check.

k. The Sales Officer will notify NEX via e-mail in accordance with the concessionaire
instruction and provide the total dollar sales broken down by each vendor, total SS-141s used by
each vendor, port, check number, check date, amount of check, and date mailed to NEX. (A copy
of the SS-141s will be retained by the ship)

I.  The procedures listed above are an addendum to the existing policy and procedures
outlined in the NEX Yokosuka and/or Naples Instruction 4000.1A, NAVSUP P487, and the
Navy Cash Standard Operating Procedures (SOP).

7.3.6  Special Order Items/Flowers

a. Special order items not listed on the Ship’s Store Electronic Catalog (SSEC) and/or
flowers will be processed in accordance with the NAVSUP P487, paragraphs 4300. The records
keeper or designated assistant will assign a stock number and a stock record card to each item.

b. For flowers: The records keeper or designated assistant will set up flower sales in the
ROM Il as a non-EPQOS store following the ROM 11 users guide. The flower sales will be entered
into the K22 (offline mode) as a separate merchant, e.g., Hangar Bay Sales. Additionally, the
steps below will be followed in the ROM 11 back office:

(1) Enter "Snack Vending" as the store type. (It is the only store type that will post
to line CO2, that is, a non-EPOS activity.)
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(2) Under "Creating a New Vending Machine”, enter store type as 9300, machine
name as Flower Sales, and machine number as 9301.

(3) A breakout will be accomplished of the flower items (types) to 9300 in
accordance with NAVSUP P487, paragraph 6100.

(4) The records keeper will post the sales from the K22 under "Vending
Collections".

c. The ship’s store operator will follow paragraphs 7.3.1.c or 7.3.2.c of this SOP when
performing Navy Cash transactions for special order items and/or flowers.

7.3.7  End of Day (EOD) Closeout

a. The Sales Officer and Disbursing Officer will determine and agree when the ROM |1
and Navy Cash systems will be closed out each day to complete the EOD process and reporting.

b. At EOD, the ship’s store operator does an EOD till export from the cash register to a
floppy diskette following the ROM Il User’s Guide, Chapter 14.

c. The ship’s store operator delivers the diskette to the designated assistant in the back
office, who does an EOD till import into the back office computer following the ROM Il User’s
Guide, Chapter 15. Upon completion, an EOD report is generated from the ROM I1 back office
summarizing that day's sales activity at the cash register.

7.3.8 EOD Reports

a. The Sales Officer or designated assistant must compare the ROM 11 e-cash receipts
EOD report with the Navy Cash Merchant Sales Summary Report printed from the Navy Cash
workstation in the Sales Office or disbursing office (see paragraph 7.8.1 of this SOP for a sample
report). The Merchant Sales Summary Report can be generated by entering the correct start and
end dates in the “View Reports” link in the Navy Cash application (see paragraph 8.4.25). In
Navy Cash, all dates and times are recorded and reported in Greenwich Mean Time (GMT)
(Coordinated Universal Time (UTC)). The more detailed Non-Vending Sales Report, MSO
Summary Report, and MSO Detail Report can be generated in the same way.

b. All totals for electronic sales in the ship’s store must match. Any differences must be
investigated. Once verification has been made, the sales total received from the register will be
entered and posted by the designated assistant into the ROM I back office. The designated
assistant will print out the ROM 11 over and short report.

c. The Sales Officer or designated assistant is also responsible for comparing the Navy
Cash Daily Transaction Detail Reports from shore with the ROM 11 daily transaction reports to
verify accuracy. The shore reports are generated automatically by the Navy Cash EOD process
and sent to the ship when the EOD round trip is completed (see paragraph 8.4.24.n). When the
shore reports are received, the Navy Cash system places them into a shore reports directory by
date, with one sub-directory for each report date. In Navy Cash, all dates and times are recorded
and reported in Greenwich Mean Time (GMT) (Coordinated Universal Time (UTC)). The
“Shore Reports” folder on the Navy Cash application desktop provides a short cut to the
directory.
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d. All reports must be signed by the Sales Officer, and filed in the RK CO2/CO3/CO4
file.

7.3.9 EOD Differences

a. If adifference occurs between the total receipts listed on the ROM 11 report and the
Merchant Sales Summary Report printed from the Navy Cash application, the Sales Officer will
do the following.

(1) Print out the ROM Il daily transaction report from the back office.
(2) Print out the ROM Il over/short report.

(3) Generate the more detailed Merchant Sales by Operator (MSO) Detail Report
for the period in question under the “View Reports” link in the Navy Cash application. Print out
a copy of the report and compare it with the ROM 11 e-cash daily transaction report to research
and resolve discrepancies. When creating this report, ensure the time frame indicated is specific
and inclusive. In Navy Cash, all dates and times are recorded and reported in Greenwich Mean
Time (GMT) (Coordinated Universal Time (UTC)).

b. ROM lI-Navy Cash Comparison Report. The “ROM Il Reporting” function in the
Navy Cash application (see paragraph 8.4.26) provides an automated tool to assist in
investigating and resolving any differences between the ROM Il and Navy Cash daily transaction
reports.

c. The Sales Officer or Disbursing Officer can request assistance from the Customer
Service Center if needed. If the difference is unresolved, a signed letter/report by the Sales and
Disbursing Officer will be filed in the RK, CO2/CO3/CO4 file.

7.4  Non-EPOS Vending

741 Dollar Value of Card

As a security feature, each customer's Navy Cash card has a $25.00 threshold for vending
machine transactions. Once the value exceeds the $25.00 PIN-less transaction counter on the
card, the CAD will display the message “Insufficient Funds” to indicate that the customer is
required to reenter his/her PIN at a K80 Cashless ATM or a K22 POS device. (The CAD is
programmed to display the PIN-less balance on the card.)

7.4.2  Navy Cash Procedures

a. The customer will insert his/her Navy Cash card into the CAD prior to making a
selection. A message will be displayed on the CAD denoting processing is taking place.

b. If the card is valid, the CAD will prompt the customer to make a selection.

c. All Navy Cash sales receipts from vending machines will be forwarded automatically
to the Navy Cash server, generally at the time of sale. If network connectivity is lost for any
reason, sales transactions are store in the CAD and are forwarded automatically when network
connectivity is restored.
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d. The Sales Officer or designated assistant will record Navy Cash sales receipts into the
ROM |1 back office using the Navy Cash Merchant Sales Summary Report totals for each
vending machine merchant (see paragraph 7.8.1 of this SOP for a sample report) generated from
the Navy Cash application in the disbursing office and/or sales office.

e. The Merchant Sales Summary Report is intended to provide the Sales Officer with
electronic totals of receipts for each soda machine. The report can be generated by entering the
desired start and end dates in the “View Reports” link in the Navy Cash application (see
paragraph 8.4.25) and will be printed out as needed to assist the Sales Officer with auditing the
soda machines on a bi-weekly basis. The Merchant Sales Summary Report for the month will
assist the Sales Officer at EOM when closing/posting sales into the ROM |1 back office.

f. The Sales Officer or Disbursing Officer can also print out a copy of the Vending Soda
or Vending Store Items Daily (or Monthly) Transaction Detail Reports (see paragraph 7.8.4 of
this SOP for a sample report) from the shore reports folders (see paragraph 8.4.24.n).

7.4.3 Invalid Transactions

a. The customer will insert his/her card into the CAD, and if the card is invalid, a
message will be displayed telling the customer that the card is invalid along with a prompt to
remove the card.

b. If the price is greater than the card balance, the balance is displayed to the customer
along with an insufficient balance message, and the vend will be denied. The current transaction
will be canceled.

74.4 $25 Dollar Pin-less Limit Scenario

a. The customer will insert his/her card into the CAD, and a message will be displayed
denoting processing is taking place.

b. If the customer’s card is valid, the balance will be displayed along with a prompt to
make a selection. If the customer’s card is invalid, a message will be displayed telling the
customer that the card is invalid, and to remove the card. Customers should be directed to the
disbursing office for further guidance if they have any questions about the Navy Cash card.

c. The customer will select a product. If the price of the product is greater than the value
left on the card, or will exceed the $25.00 PIN-less transaction counter on the card, the message
“Insufficient Funds” will be displayed to indicate that the customer needs to reenter the PIN at a
K80 Cashless ATM or a K22 POS device.

7.45  Vending (CAD) Maintenance

The Navy Cash application requires each vending machine CAD to be identified by a unique
16-digit alphanumeric Terminal ID number. Whenever a CAD is changed or a new CAD is
installed, it must be registered in the Navy Cash application so that sales transactions can be
credited to the correct merchant. The following procedures are also found in the disbursing
section of this Standard Operating Procedure (SOP), paragraph 8.4.29, Vending and Ship’s
Store—Vending Maintenance and End of Month.
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a. Adding a New Vending Machine and CAD

(1) Itis the responsibility of the ship to install any new vending machine and CAD
and pull the cabling from the nearest Navy Cash router to the new machine. The Navy Cash
depot and field support contractor can advise the ship on the nearest available router. Any costs
associated with this effort, including travel, will be borne by the ship. The ship can contract
directly with the Navy Cash depot and field support contractor to pull cable, hook up the
equipment, or come on board after the installation is complete to set up the new machine in the
Navy Cash system configuration.

(2) No transactions can occur at the vending machine until the CAD is associated
with the vending machine in the Navy Cash application.

(3) Once the new vending machine and CAD have been installed, the Navy Cash
system configuration has been set up, and the vending machine has been powered up, the
Disbursing Officer or Sales Officer clicks on the “Vending and Ship’s Store” link in the Navy
Cash application. When the “Merchants and Vending Machines” menu tree is expanded, the
screen displays all the merchants, all the vending machines associated with each merchant, and
the Terminal 1D numbers for the CADs “tied” to each of the vending machines. The Disbursing
Officer or Sales Officer then highlights (selects) the appropriate merchant.

(4) A description of the new vending machine, for example, Candy #3, is entered in
the “Vending Machine ID” box, and the location of the new machine on the ship is entered in the
“Machine Location” box.

(5) The Disbursing Officer or Sales Officer then selects (highlights) the appropriate
CAD Terminal ID number for the new CAD from the “CAD Terminal ID” drop-down box.
When a CAD is installed in a vending machine, the Terminal ID number is transmitted
automatically from the CAD to the system and listed as unassigned until it is assigned to the
appropriate vending machine when the next step is completed. If there are multiple unassigned
CAD:s, the correct Terminal 1D numbers can be verified at the CADs themselves by pressing the
right-most of the three hidden buttons. The “No Card” side of the CAD template depicts where
the buttons are located on the CAD (see Appendix A, Vending Maintenance).

(6) Once all the information is entered or selected, the Disbursing Officer or Sales
Officer clicks the “Add Vending Machine” button to update the system. The Disbursing Officer
or Sales Officer will be prompted to verify information for the CAD and vending machine being
added, which is accomplished by clicking the “OK” or “Cancel” button as appropriate. If the
“Cancel” button is clicked, the change is not made, and the Disbursing Officer or Sales Officer
either exits this portion of the application or re-enters the information for the change desired.

b. Changinga CAD

(1) The vending machine operator installs the new CAD and powers up the vending
machine. No transactions can occur at the machine until the CAD is associated with the machine
in the Navy Cash application.

(2) The Disbursing Officer or Sales Officer clicks on the “Vending and Ship’s
Store” link. When the “Merchants and Vending Machines” menu tree is expanded, the screen
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displays all the merchants, all the vending machines associated with each merchant, and the
Terminal 1D numbers for the CADs “tied” to each of the vending machines.

(3) The Disbursing Officer or Sales Officer selects (highlights) the appropriate
vending machine and then selects (highlights) the appropriate CAD Terminal ID number for the
new CAD from the “CAD Terminal ID” drop-down box. When a CAD is installed in a vending
machine, the Terminal ID number is transmitted automatically from the CAD to the system and
listed as unassigned until it is assigned to the appropriate vending machine when the next step is
completed. If there are multiple unassigned CADs, the correct Terminal ID numbers can be
verified at the CADs themselves by pressing the right-most of the three hidden buttons. The “No
Card” side of the CAD template depicts where the buttons are located on the CAD (see
Appendix A, Vending Maintenance).

(4) Once the new CAD Terminal ID number is selected, the Disbursing Officer or
Sales Officer clicks the “Update Vending Machine Data” button to update the system. The
Disbursing Officer or Sales Officer will be prompted to verify the information for the new CAD,
which is accomplished by clicking the “OK” or “Cancel” button as appropriate. If the “Cancel”
button is clicked, the change is not made, and the Disbursing Officer or Sales Officer either exits
this portion of the application or re-selects the information for the change desired.

(5) Clicking the “OK” button removes the previous CAD from the system.
c. Removing a Vending Machine and CAD

(1) The Disbursing Officer or Sales Officer clicks on the “Vending and Ship’s
Store” link. When the “Merchants and Vending Machines” menu tree is expanded, the screen
displays all the merchants, all the vending machines associated with each merchant, and the
Terminal 1D numbers for the CADs “tied” to each of the vending machines.

(2) The Disbursing Officer or Sales Officer first highlights (selects) the appropriate
vending machine in the “Merchants and Vending Machines” window and then clicks the
“Remove Vending Machine” button. At this time the Disbursing Officer or Sales Officer will be
prompted to verify removing the vending machine, which is accomplished by clicking the “OK”
or “Cancel” button as appropriate. If the “Cancel” button is clicked, the change is not made, and
the Disbursing Officer or Sales Officer either exits this portion of the application or re-selects the
vending machine for the change desired.

d. Updating VVending Machine Information

(1) The Disbursing Officer or Sales Officer clicks on the “Vending and Ship’s
Store” link. The screen displays all the merchants, all the vending machines associated with each
merchant, and the Terminal ID numbers for the CADs “tied” to each of the vending machines.

(2) The Disbursing Officer or Sales Officer highlights (selects) the appropriate
vending machine in the “Merchants and Vending Machines” window, then highlights the old
vending machine information, enters the new information, and clicks the “Update Vending Data”
button to update the system. At this time the Disbursing Officer or Sales Officer will be
prompted to verify the updated information, which is accomplished by clicking the “OK” or
“Cancel” button as appropriate. If the “Cancel” button is clicked, the change is not made, and the
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Disbursing Officer or Sales Officer either exits this portion of the application or re-enters the
information for the change desired.

746  Weekly Review of Vending Machine Operation for Malfunction

a. To determine if the machine is functioning properly, the Sales Officer will capture the
meter reading a minimum of twice weekly from each vending machine using a locally prepared
form. The difference between the current meter reading and the previous meter reading times the
retail selling price should equal the total e-cash collected from the Navy Cash system.

b. Overages and shortages will be investigated in accordance with the NAVSUP P487.
Assistance will be requested from the Treasury Financial Agent through the Disbursing Officer if
needed.

75 Refunds

The Sales Officer or designated assistant must approve all refunds, whether for ship’s store
or vending. Refunds will be processed at the ship’s store office using the following procedures.

a. The customer will take the merchandise to the ship’s store office for turn-in. The
Sales Officer or designated assistant will fill out a NAVSUP 972 for each refund. The customer
and the Sales Officer or designated assistant will sign the NAVSUP 972,

b. The Sales Officer or designated assistant will enter the Navy Cash application and
access the “Individual Refunds” link in the “Funds Transfer Options” window under the “Funds
Transfer” link (see paragraph 8.4.10, Individual Refund).

(1) A “Chip Purchase Refund” allows a single purchase transaction to be selected
for the refund and helps to ensure that a particular purchase is only refunded once. Multiple-item
purchases are treated as a single total if all the items were purchased at the same time.

(2) A “Miscellaneous Refund” can be used when the specific purchase may be
difficult to identify, for example, a soda or snack vending item or a single item within a multiple-
item purchase.

c. The amount of the refund will be returned to the customer’s Navy Cash card, and the
amount will be deducted from the ship’s store or vending merchant sales collections for that day.

d. The Sales Officer or designated assistant will take the merchandise to the ship’s store
for turn-in back to inventory. Procedures outlined in the NAVSUP P487 will be followed when
accepting merchandise back into the ship’s store through the ROM 11 register. For damaged
sodas, the Sales Officer or designated assistant will dispose of the cans and survey the total in
accordance with the NAVSUP P487, Chapter 7, for the appropriate vending machine.

e. The Sales Officer or designated assistant will log into the ROM 11 Electronic Point-
of-Sale (EPOS) register under the manager function. The manager will depress F8 under the
refund screen and follow the procedures.

f.  Once the refund procedure is completed, the merchandise will be accepted back into
the ship’s store stock. The ship’s store operator will give the manager a receipt printed from the
register.
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g. The Sales Officer will verify the total of the printed receipts with the totals of the
refunds by sales activity on the Navy Cash Daily Refund Report (see paragraph 7.8.5 of this SOP
for a sample report) and the NAVSUP 972s. All totals will match. If the totals do not match, the
Sales Officer will request assistance from the Treasury Financial Agent.

h. The receipts and NAVSUP 972s will be stapled to the Navy Cash Daily Refund
Report and filed in the RK CO2/CO3/CO4 file.

7.6  End of the Month (EOM)

Prior to initiating an EOM inventory and closeout each month, the Sales Officer and
Disbursing Officer will coordinate specific start and end dates when Sales and Navy Cash
activities will be closed out. In order to make certain that the Disbursing Officer’s Statement of
Accountability (SF 1219) is prepared and submitted on time at the end of each month, the Navy
Cash EOM process must start early. The EOM process generally begins in the sales office with
the EOM for vending machines and ship’s store five days before the actual end of the month (see
paragraph 8.9). It is common practice, especially on larger ships, to specify different EOM
closing dates for different vending machines. To assist in closing out each month, the Navy Cash
application allows different EOM closing dates to be specified for each vending machine.

7.6.1  EOM Closeout for Both Ship’s Store and Vending

a. Vending Inventory. Ship’s store personnel will follow the procedures outlined in the
NAVSUP P487, paragraph 9004, and the ROM Il User's Guide when determining units sold.
Ship’s store personnel will print the profitability report of the non-EPOS vending machines
following the procedures outlined in the ROM Il User’s Guide.

b. E-Cash Receipts. To determine the total of the e-cash receipts collected from Navy
Cash that will be recorded in the ROM |1 back office for both ship’s store and vending, the Sales
Officer or designated assistant must work with the Disbursing Officer to close out the Navy Cash
system.

c. Closing Out the Navy Cash System. The Sales Officer and Disbursing Officer will
coordinate to determine and set the ending date of the Navy Cash system to process the totals of
electronic sales for the month by activity using the Navy Cash application. Prior to doing an
EOM closeout, the Sales Officer will do the following:

(1) Log into the Navy Cash application and click on the “Vending and Ship’s
Store” link. When the “Merchants and Vending Machines” menu tree is expanded, the screen
displays all the vending and ship’s store merchants, all the vending machines associated with
each vending merchant, and the Terminal ID numbers for the CADs associated with each of the
vending machines within the Navy Cash system.

(2) The Navy Cash application enforces a specific sequence of steps for closing out
each month or period. First, the Sales Officer must close out all the vending machines for a
particular merchant. Second, the Sales Officer must close out all the merchants, to include both
vending merchants and ship’s store(s). Third, the Disbursing Officer can perform the actual
Navy Cash EOM, but only after the first and second steps have been completed in order. The
monthly transaction reports from shore are generated automatically only after the Disbursing
Officer completes this third and final step of the EOM process and that day’s round trip is
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completed between ship and shore. Step-by-step procedures are detailed in paragraph 8.4.29.b
and in Appendix A of this SOP.

(3) Phase One. Proceed to each vending machine to close out the vending machine
following Appendix A of this SOP and complete the EOM inventory following NAVSUP P487,
paragraph 9004. The ship’s store personnel will take with them a CAD template and the Navy
Cash merchant card associated with the particular type of vending machine. The “Merchant
Card” CAD template will be used when activating the CAD EOM function. There are separate
Navy Cash merchants and separate Navy Cash merchant cards for vending soda and vending
store items (e.g., snack or soap) and vending stamp (if applicable).

(@ CAD buttons and CAD Templates. Ship’s store personnel will use the CAD
buttons to help with diagnostics on the device, and the CAD templates depict where the buttons
are located on the CAD.

(b) “No Card” Template. The ship’s store personnel will use the “No Card” side
of the template to check the number of transactions and verify the terminal 1D and current
software version of the vending machine CAD devices. Refer to Appendix A for more detailed
procedures. For example, the center button, “Queue” or “# Transactions Pending”, shows the
number of messages currently in the offline queue. The queue should be empty before
proceeding with Phase One of the EOM.

(c) “Merchant Card” Template. The ship’s store personnel will use the
“Merchant” side of the template when activating the CAD EOM function. Refer to Appendix A
for procedures.

(4) Phase Two. Closing out each merchant (parent) is accomplished at the sales
office or disbursing office using the Navy Cash application. Step-by-step procedures are detailed
in paragraph 8.4.29.b. All merchants, including both vending and ship’s store, must be closed out
before the actual end of month can be performed.

7.6.2  End of Month Reports

a. The Merchant Sales Summary Report for the month provides total Navy Cash sales
receipts and transaction counts for each merchant, including each vending machine merchant,
e.g., vending soda and vending store item (snack, soda, etc.) (see paragraph 7.8.2 of this SOP for
a sample report). This report provides the Sales Officer with the electronic totals of sales receipts
for the month in the ship’s store and non-EPOS vending machines to enter into the ROM |1 back
office. This report will also be compared with the ROM 11 EOM report.

b. The Merchant Sales Summary Report can be printed from a Navy Cash workstation
in the disbursing office or the sales office. The Disbursing Officer will coordinate with the Sales
Officer to determine when systems will be closed out to print EOM reports.

c. The ROM Il profitability report for each vending machine operation will be printed at
the end of each month, e.g., vending soda and vending store item (snack, soap, etc.).

7.6.3 EOM Spreadsheet
After the Ship’s Store and vending operations have been closed out following the guidance
above and in paragraph 8.4.29.b and Appendix A of this SOP, the Sales Officer will work with
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the Disbursing Officer to fill out the sales related fields in the Navy Cash EOM spreadsheet (see
paragraph 8.9) based on the sales receipt totals reported for each ship store and vending merchant
in the Merchant Sales Summary Report for the month. The Sales Officer will then forward the
EOM spreadsheet as an e-mail attachment to the Treasury Financial Agent, JPMC (“to”
navycashfin@ezpaymt.com). JPMC will confirm the figures for the month and send back the
spreadsheet, indicating that the figures match or do not match. If the figures do not match, JPMC
will contact the Sales Officer and work with him or her to resolve the discrepancies.

7.6.4  Differences (EOM)

If there is a difference between the figures reported by the ship in the EOM spreadsheet and
the figures reported by JPMC, the Sales Officer or designated assistant will do the following to
try to determine the cause of the discrepancies.

a. Ship’s store personnel will verify that the monthly Navy Cash receipts were posted in
the ROM 11 back office computer correctly for the ship’s store and each type of vending
machine, e.g., vending soda and vending store item (snack, soap, etc.). If the figures were posted
incorrectly, ship’s store personnel will modify the figures following the procedures outlined in
the ROM |1 User's Guide.

b. Print out the ROM Il Over/Short Report from the back office.

c. Have the Sales Officer or Disbursing Officer generate the Merchant Sales by
Operator (MSO) Detail Report for the period in question under the “View Reports” link in the
Navy Cash application. When creating this report, ensure the time frame indicated is specific and
inclusive. In Navy Cash, all dates and times are recorded and reported in Greenwich Mean Time
(GMT) (Coordinated Universal Time (UTC)). Print out a copy of the report and compare it with
the ROM 11 e-cash daily transaction report to research and resolve discrepancies. The Sales
Officer or Disbursing Officer can also print out a copy of the Ship’s Store Daily (or Monthly)
Transaction Detail Reports (see paragraph 7.8.3 of this SOP for a sample report) from the shore
reports folders (see paragraph 8.4.24.n) and compare the totals with the ROM |1 daily transaction
reports.

d. Compare the ROM Il Over/Short report with the Merchant Sales Summary Report for
the month.

e. The Sales Officer or Disbursing Officer will work with JPMC to investigate and
resolve any differences. If the difference is unresolved, a signed letter/report by the Sales and
Disbursing Officer will be filed in the RK, CO2/CO3/CO4 file.

7.6.5 Cash Sales Memorandum Invoice

When all discrepancies have been resolved, the Sales Officer or designated assistant will
prepare the DD 1149 Cash Sales Memorandum Invoice using the ROM 11 back office in
accordance with the NAVSUP P487 to substantiate the electronic receipts transmitted to the
Treasury Financial Agent. The DD1149 will be provided to the Disbursing Officer for his or her
end-of-month returns.
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7.6.6  End of the Accounting Period

At the end of the accounting period, all electronic receipts from sales will automatically be
posted to the NAVCOMPT 153 on line CO2, and all electronic receipts from vending machines
will automatically be posted to the NAVCOMPT 153 on line CO3, once the amount is posted in
the ROM |1 back office.

7.7  Equipment Failure

7.71  ROM Il Cash Register Down

a. Ship’s store personnel will request assistance from the nearest Fleet Assistance team.

b. If the problem cannot be resolved, ship’s store personnel will request replacement
hardware by sending a request to Navy Exchange Services Command, Ship’s Store Program,
Norfolk, VA.

c. Ship’s store personnel will have a spare cash register in stock.

d. If the ROM Il cash register is likely to be down for an extended period, the K22 card
reader can be disconnected from the Network Interface Card (NIC) in the computer and
connected directly to the Navy Cash network drop in the ship’s store. The K22 must be changed
from the proxy mode to the normal mode to operate independent of the ROM 11 cash register
(see Chapter 2 of this SOP for detailed procedures for setting up the K22). Alternatively, a spare
K22 can be set up in normal mode with the ship’s store merchant ID and connected to the
network drop for use until the ROM |1 cash register is back in operation.

7.7.2  Shipboard Network or Navy Cash Server Down

a. Short-Term Outage.

(1) ROM Il Integrated with Navy Cash. The K22 operates in the proxy mode and is
connected to the ship’s Local Area Network (LAN) and the Navy Cash server through the ROM
Il cash register. The cash register must be online to the Navy Cash server to process sales
transactions. If connectivity to the server is expected to be a problem, a backup K22 in normal
mode with the merchant set to ship’s store and a ship’s store operator already logged on must be
available in order to be able to process sales transactions offline in the event that connectivity to
the Navy Cash server is not available. If a K22 is going to be used in the portable mode, the
operator should make sure that it has fresh batteries and that additional batteries are readily
available.

(2) ROM 11 and Navy Cash Not Integrated. The K22 operates in the normal mode
and is connected to the Navy Cash server directly through the ship’s LAN. If connectivity to the
server is expected to be a problem, an operator should remain logged on to the K22 at the end of
the day so that sales transactions can be processed offline the next day even if connectivity to the
Navy Cash server is not available.

(3) Processing Transactions. A K22 in normal mode operating offline can store
about 741 sales transactions, and ship’s store operations can continue, at least until the K22 is
full. When processing transactions in the offline mode, the total transaction amount is displayed
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at the ROM |1 cash register, and the operator must manually enter the total into the K22 card
reader. The total on the K22 must match the total on the cash register.

(4) When Connectivity is Restored.

(@ ROM Il Integrated with Navy Cash. The sales receipts stored on the
portable K22 must be downloaded at one of the K22 connection points or download boxes in the
disbursing office, general mess, private mess, MWR, post office, or other locations set up during
the Navy Cash installation. Disconnect the K22 device currently in use (if any) and use the data
cable to connect the portable K22. Ensure the K22 is powered on by pressing the green “OK”
key. The download starts automatically when the LAN connection is made and the asterisk
symbol on the K22 screen disappears, usually within a minute. The “!” symbol on the K22
screen remains displayed until all transactions have been downloaded to the server. When the “1”
symbol disappears, the K22 can be disconnected from the network connection point. If a K22
was disconnected to permit the download, it should be reconnected at this time.

(b) ROM Il and Navy Cash Not Integrated. The sales receipts stored on the K22
are forwarded automatically to the Navy Cash server. This download starts when the LAN
connection to the server is made and the asterisk symbol on the K22 screen disappears, usually
within a minute. The “!” symbol on the K22 screen remains displayed until all transactions have
been downloaded to the server.

(5) Localized Network Outage. The K22 must be online to the Navy Cash server,
either through the ROM 11 cash register and the ship’s LAN or through the ship’s LAN directly
for an operator to log on. If the network is down at the beginning of the day, the operator will not
be able to log on to the system to conduct business. However, if the outage is localized to the
area of the ship’s store, an operator can go to the disbursing office and sign out a spare K22 to
use in the portable mode.

(@) Operator Log-On. The operator can log on to the portable K22 (and the
merchant can be set to ship’s store) at any operating K22 network connection point or download
box (in the disbursing office, general mess, private mess, MWR, post office, or other locations
set up during the Navy Cash installation). The operator disconnects the K22 device currently in
operation (if any) and connects the portable K22. Once connected, the offline log-on procedure is
the same as the online procedure. After log-on is complete, the operator can disconnect the data
cable and proceed to operate the K22 in the offline mode. If a K22 was disconnected to permit
the log-on, it should be reconnected at this time. The operator should make sure that the portable
K22 has fresh batteries and that additional batteries are readily available.

(b) Download Sales Transactions. If the network outage is localized, the sales
receipts stored on the portable K22 can be downloaded at the end of each day at one of the K22
connection points or download boxes as described in paragraph (c) above.

(6) Ship’s store personnel will follow the procedures in paragraphs 7.3.7, 7.3.8, and
7.3.9 of this SOP for EOD closeout.

b. Long-Term Outage. In the unlikely event that connectivity to the Navy Cash server is
down for a lengthy period of time (days, weeks), the ship’s store can, with the authorization of
the Commanding Officer, revert to accepting cash and/or check. Ship’s store personnel will
follow the procedures in NAVSUP P487 for collecting cash.
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7.7.3 CAD Failure.

a. Troubleshooting Procedures

(1) If avending machine CAD is not working, ship’s store personnel should follow
Navy Cash troubleshooting procedures. For example, verify that the ship’s network is up and that
the routers are powered on; check the cables from the CADs to the routers; cycle power to the
vending machine by turning the vending machine off then back on; clean the Secure Access
Module (SAM) chip; replace the SAM; or, finally, replace the CAD. (See the Navy Cash
Troubleshooting Manual and Maintenance CD for detailed procedures.)

(2) If the ship’s network is down, do not cycle power to the vending machine. Once
the vending machine and CAD are powered down, the network connection is needed to reset the
CAD for operation when power is restored. The CAD can operate in the offline mode and store
about 741 transactions, and the vending machine can continue to operate, at least until the CAD
is full.

(3) For maintenance assistance, all trouble calls, whether forwarded by phone call
or e-mail, should be directed to the Navy Cash Central Support Unit (CSU) (see paragraph
8.14.1, Call Centers). The CSU will assign a case number that will be used to track the trouble
call until it is resolved. The CSU will handle the trouble call directly, if at all possible, or
forward the call to the proper person. Each issue will be handled as quickly as possible. E-mail
trouble calls can include the appropriate technical and support personnel as additional addees. To
assist in reporting hardware, software, communications, or operational problems, the Navy Cash
Trouble Call Worksheet (see paragraphs 7.8.7 and 8.15.25) lays out the information the Sales
Officer, or designated representative, should have available before contacting the CSU. As the
Navy Cash Responsible Officer, the Disbursing Officer should be kept apprised of all trouble
calls.

(4) If the CAD itself fails, ship’s store personnel can replace it with a spare device
from stock. All such replacements MUST be coordinated with the disbursing office so that the
CAD:s are associated with the correct vending machines in the Navy Cash application, thus
ensuring sales are recorded to the proper merchants (see paragraphs 7.4.5 and 8.4.29.a).

b. Failed Equipment. When directed to return failed equipment to the Navy Cash depot,
record the traceable tracking number and date shipped on the Trouble Call Worksheet. The case
number assigned by the CSU and the equipment serial number should be included with all Navy
Cash equipment returns.

c. Stuck Transactions. K22s or CADs with stuck transactions should be sent to
Maximus. When directed to return a K22 or CAD to Maximus, record the traceable tracking
number and date shipped on the Trouble Call Worksheet. The case number assigned by the CSU
and the equipment serial number should be included with all Navy Cash equipment returns. The
Trouble Call Worksheet becomes your documentation that a K22 or CAD with stuck transactions
was sent to Maximus. Retain a copy of the Trouble Call Worksheet with the monthly reports for
Sales.

d. Proper cleaning of the card readers can significantly reduce the incidence of card
readers failing to read the Navy Cash card (see paragraph 7.2).
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e. If the shipboard network or Navy Cash server are likely to be down for an extended
period or there are no spare CADs in stock, the sales division can revert to accepting cash, if
authorized by the Commanding Officer, by replacing the CAD with a dollar bill validator and/or
turning on the coin changer for each vending machine. Procedures outlined in the NAVSUP
P487 for collecting cash will be followed.
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In Navy Cash, all dates and times are recorded and reported in

Ship’s Store Navy Cash Reports (Samples)

Greenwich Mean Time (GMT) (Coordinated Universal Time (UTC)).

7.8

7.8.1
Run Date: 05/17/2005
Report Name: NC_133
Start Date: 05/16/2005

Merchant Sales

Merchant Name

WARDROOM MESS — FOOD
WARDROOM MESS — DUES

NAVY DISBURSING

POST OFFICE — STAMPS

POST OFFICE — MONEY ORDERS
POST OFFICE — METERED MAIL
SHIP STORE #1

NAVY MWR
VENDING
VENDING
VENDING
VENDING
VENDING
VENDING

STORE
STORE
SODA
SODA
SODA
SODA

ITEMS
ITEMS

NC SOP Ver 1.13 Chpt 7 Ship Store

Daily Merchant Sales Summary Report

Run Time: 17:08:16

End Date:: 05/17/2005
Merchant 1D Total Amount
800000003675 102.75
800000003677 28.50
800000003693 150.50
800000003695 11.10
800000003697 611.22
800000003699 150.00
800000003701 1120.35
800000003705 90.00
VMCANDOOOOO00001 10.60
VMCANDOOOOO00001 40.00
VMCANDOOOOO00001 45_.50
VMCANDOOOOO00001 26.50
VMCANDOOOO0O00001 85.00
VMCANDOOOOO00001 24.00

7-23

Transaction Count

110

80
91
53
170
48
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7.8.2  Monthly Merchant Sales Summary Report

Run Date: 05/31/2005
Report Name: NC_133
Start Date: 05/01/2005
Merchant Sales

Merchant Name

WARDROOM MESS — FOOD
WARDROOM MESS — DUES
VENDING SODA

NAVY DISBURSING

POST OFFICE — STAMPS

POST OFFICE — MONEY ORDERS
POST OFFICE — METERED MAIL
SHIP STORE #1

NAVY MWR

VENDING STORE ITEMS
VENDING STORE ITEMS
VENDING SODA

VENDING SODA

VENDING SODA

VENDING SODA

NC SOP Ver 1.13 Chpt 7 Ship Store

Run Time: 19:07:33

End Date:: 05/31/2005

Merchant 1D

800000003675
800000003677
800000003691
800000003693
800000003695
800000003697
800000003699
800000003701
800000003705
VMCANDOOOOOO0001
VMCANDOOOOOO0001
VMCANDOOOOOO0001
VMCANDOOOOOOO001
VMCANDOOOOOO0001
VMCANDOOOOOOO001

7-24

Total Amount

Transaction Count

183
13
36

150

3242
178
530

2300

2690

1587

4951

1451
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7.8.3  Daily Transaction Detail Report

08/29/2001
17:08:25
TRAN_ShipStorel D

Run Date
Run Time
Report Name

Navy Cash
Daily Transaction Detail Report - Ship Store #1
Location: USS NEVERSAIL
Date: 08/28/2001 02:04:31 To 08/29/2001 02:01:54 Batch Id: R12345 323

Merchant - 80000010016

Event Code :

Operator - WOOD, MIKE

Name SSN  Account # Transaction Date Trans Amount
ROCK, JIM 2341 80000010012 08/28/2001 11:42:25 1 $18.95
TEMPLE, MIKE 7865 80000010014 08/28/2001 11:43:00 1 $4.50
SCHU, STEVE 3628 80000010043 08/28/2001 12:42:41 1 $2.75
USS NEVERSAIL,VISITOR 80000011062 08/28/2001 12:45:21 1 $10.60
Operator WOOD Subtotal: 4 $36.80
Merchant - 80000010016

Event Code :

Operator : BARBER, BRIAN

Name SSN Account # Transaction Date Trans Amount
JOHN, ROBERT 1234 80000010002 08/28/2001 13:42:25 1 $10.95
JOSH, JIM 5678 80000010004 08/28/2001 13:43:00 1 $6.50
USS NEVERSAIL,VISITOR 80000011022 08/28/2001 13:45:21 1 $39.60
ALPERT, MIKE 4321 80000010003 08/28/2001 13:42:41 1 $18.75
GOLD, STEVE 8765 80000010001 08/28/2001 13:42:01 1 $3.65
Operator BARBER Subtotal: 5 $79.45
Event Subtotal: 9 $79.45
Merchant 80000010016 Subtotal: 9 $79.45
Total: 9 $116.25

*** End of the Report ***

NC SOP Ver 1.13 Chpt 7 Ship Store 7-25 13-Aug-09



7.8.4  Vending Machine Daily Transaction Detail Report

Run Date : 08/29/2001

Run Time : 17:08:20

Report Name : TRAN_VendingSoda D
Page -1

Navy Cash

Daily Transaction Detail Report - Vending Soda
Location: USS NEVERSAIL
Date: 08/28/2001 22:04:31 To 08/29/2001 22:01:54 Batch Id: R12345 323

Vending Machine

VENDING SODA VMSODAOOO0000002
VENDING SODA VMSODAOOO0000001
VENDING SODA Refunds

Total Transactions

*kx

NC SOP Ver 1.13 Chpt 7 Ship Store

CAD 1D Transactions
000003FFC9B10000 183
0070C2057DA80000 137
10

330

End of the Report ***

7-26

$155.00
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7.8.5  Daily Refund Report by Sales Activity

08/29/2001
17:08:29
TRAN_RefundbySaleActivity D

Run Date
Run Time
Report Name

Navy Cash
Daily Refund Report - By Sales Activity
Location: USS NEVERSAIL
Date: 08/28/2001 22:04:31 to 08/29/2001 22:01:54

Sale Type Transactions

MWR — Refunds 6
SHIP STORE #1 Refunds 2
SHIP STORE #2 Refunds 1
SHIP STORE — VENDING STORE ITEMS Refunds 1
SHIP STORE - VENDING SODA Refunds 4

Total Transactions 14

*** End of the Report ***
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7.8.6  Sample Foreign Concessionaire Sales Reconciliation Form

Foreign Concessionaire Sales Reconciliation Form

Ship Name:

Vendor:

NEX / Ship Commission:

%

Navy Cash Sales:

Cash Sales:

Credit Card Sales:

Check Sales:

Sub Total:

Less Commission NEX / Ship:

Net Due Vendor:
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7.8.7  Navy Cash Trouble Call Worksheet

NAVY CASH TROUBLE CALL WORKSHEET
Please be prepared to provide the information below fo the Central Support Unit (CSU)
Retain form as your Trouble Call Log

GLOBAL DISTANCE SUPPORT CENTER (GDSC) CENTRAL SUPPORT UNIT (CSU)
Commercial: (877) 4-1-TOUCH Phone: (866) BNAVYCASH
(877) 418-6824 (866) 662-8922
DSN: (510) 4-2-TOUCH E-Mail: navycashcenter@ezpaymt.com
(510) 428-6824 Fax: (813) 432-4581
PRESS 4, THEN S, THEN 3 Web Site: www navycashcenter.com

To be connected to CSU

MILITARY PAPER CHECK CONVERSION {MPCC) ROM I
FEDERAL RESERVE BANK (FRB) CLEVELAND CONTACT APPROPRIATE FLEET ASSISTANCE TEAM
(216) 579-2112 (800) 624-1373 SAN DIEGO: (619) 556-5725/5733 PEARL HARBOR: (808) 473-2043
GLOBAL DISTANCE SUPPORT CENTER (GDSC) YOKOSUKA: 011-8146-816-7965 NORFOLK: (757) 443-2522
(877) 418-56824 DSH: (510) 428-6824

PRESS 4, THEN 5, THEN 4 to be connected to FRE Cleveland MAYPORT: (904) 270-7178

MPCC is not supported by Mavy Cash; contact FRE Cleveiand directly

SHIP NAME DATE OF CALL TIME OF CALL

SHIP LOCATION/PORT (AND COUNTRY IF DEPLOYED) | CASE NUMBER (obtained from CSU) NAME OF CSU REPRESENTATIVE

CALLER NAME RANK/RATE PHONE E-MAIL ADDRESS

POINTS OF CONTACT SO TECHNICAL OR FIELD SUPPORT REPRESENTATIVE CAN CONTACT SHIP IF REQUIRED

LOCATION NAME RANK/RATE PHONE E-MAIL ADDRESS

DISBURSING OFFICE

SALES OFFICE

SUPFLY OFFICE

EMO/ADP OFFICE

QUARTERDECK

IF A HARDWARE PROBLEM, IDENTIFY SPECIFIC EQUIPMENT, MODEL NUMBER, AND SERIAL NUMBER

SERVER: ROUTER: K80 CASHLESS ATM:

WORKSTATION: UPS: K22 POS DEVICE:

DISPLAY: MPCC SCANNER: CAD (VENDING):

LAPTOP: MPCC ZIP DRIVE: KVM SWITCH:

OTHER: ROM II:
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error codes if possible—attach any printouts or screen prints as needed)

DESCRIBE THE NATURE OF THE HARDWARE, SOFTWARE, COMMUNICATIONS, OR OPERATIONAL PROBLEM (inciude any error messages or

DESCRIBE ANY TROUBLESHOOTING STEPS YOU HAVE ALREADY TRIED (include references you used in troubleshooting the problem, e.g., SOP,
SYS ADMIN Manuai, Maintenance CD, MRC, system log files reviewed—attach any log file printouts or screen prints as needed)

SHIPFING INFORMATION

When directed to return failed equipment via traceable means to the Mavy Cash depot (K22s or CADs with stuck transactions are sent fo Cogent
Systems), record the tracking number and date shipped below. With all Navy Cash equipment refurns, remember to inciude a copy of this Trouble Call
Worksheet annotated with the case number assigned by the CSU, the equipment serial number, POC with e-mail address and phone number, and a
return address to get equipment back to ship (recommend providing address for ship’'s LSR). For K22s or CADs with siuck iransactions, inciude the
number of fransactions on the device and the estimated dollar value of the transactions so the device can be properly insured for the return shipment.

SHIPPING ADDRESS NAVY CASH DEPOT
L-3 Communications
ATTN: Mavy Cash Depot
Lower Receiving Dock
3033 Science Park Road
San Diego, CA 92121-1101
Phone: (858) 552-3601 (Shipment related issues only)

SHIPPING ADDRESS COGENT SYSTEMS
Cogent Systems
ATTN: Ryan Settle, Navy Cash Equipment Return
3300 Acorn Street
Williamsburg, VA 23188
Phone: (757) 564-4604 (Shipment refated issues only)

TRACEABLE TRACKING NUMBER

DATE SHIPPED

NAME OF POINT OF CONTACT E-MAIL ADDRESS

PHONE NUMBER

RETURN ADDRESS (recommend providing address for ship’s Logistics Support Representative (LSR) af the Logistics Support Center (LSC))

CITY

STATE

ZIP CODE

NUMBER OF TRANSACTIONS (for K22s OR CADs with stuck transactions)

ESTIMATED DOLLAR VALUE (for stuck fransactions)
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8.1  Background

a. This chapter addresses Navy Cash processes and procedures in the disbursing office
and operating the Navy Cash Disbursing Application in the disbursing office and sales office.

b. Marine Corps. The Navy Disbursing Officer will be responsible for providing Navy/
Marine Cash and other disbursing support for Marines embarked on a ship without a Marine
Disbursing Officer and will make every effort to collect on any negative account balances. On
ships with a Marine Disbursing Officer, the Marine Cash Disbursing Application is a subset of
the Navy Cash Disbursing Application, and Marine disbursing personnel shall be guided by this
SOP. Where Marine functionality is different from Navy functionality, split pay for example,
the differences are discussed in the SOP. The basic policy for enrolling Marinesin Marine Cash
isdiscussed in paragraph 1.6.4.

c. Thedisbursing office will retain the flexibility to receive cash and checks under
certain circumstances. When collecting or disbursing cash or checks, the existing cash-based
disbursing processes and procedures remain in effect.

d. Inthis SOP, the term Disbursing Officer refers to the Disbursing Officer and his
properly authorized and appointed representatives, such as disbursing agents, Disbursing
Officer Deputy, or Navy Cash Deputy.

e. InNavy Cash, all dates and times are recorded and reported in Greenwich Mean
Time (GMT) (Coordinated Universal Time (UTC)). Do not change the time or time zone on the
Navy Cash server. Changing the clock may result in errors and delays in End-Of-Day (EOD)
processing. These errors can only be resolved through manual intervention guided by technical
support personnel ashore.

8.2  General Navy Cash Information

8.21  Lettersof Authority

a. Because Navy Cashisafinancial system, and the handling of public and private
fundsisinherent, a Letter of Authority should be signed by the Commanding Officer to the
Disbursing Officer as the Navy Cash Accountable Officer, delineating what his or her
accountability includes. Subsequent letters of appointment from the Disbursing Officer to his or
her agents should also be maintained (see samples letters at paragraphs 8.15.1 and 8.15.2).

b. The Department of Defense Financial Management Regulation (DODFMR) Volume
5 addresses the issue of accountability for cash management of public funds within the Navy.
Since the electronic movement of funds within the Navy Cash system, for example, from the
cardholder’ s home bank or credit union account to the Navy/Marine Cash account, or from the
Navy/Marine Cash account to the chip, or from the chip to the Post Office or soda vending
machine, are not considered part of the Disbursing Officer’ s accountability, he or she would not
have a pecuniary responsibility for those funds. However, certain Navy/Marine Cash
transactions, for example, cash- and check-to-chip transactions, occur at the disbursing office,
and the funds do become part of the Disbursing Officer’s accountability. A sample letter of
authority to hold cash at personal risk isincluded in paragraph 8.15.3. If a shortage (loss of
funds/loss of accountability) or an overage occurs, it should be handled as prescribed in Chapter
6 of DODFMR Volume 5. If it can be proved that the system, not the Disbursing Officer, made
the mistake, the Disbursing Officer could not be held financially responsible for the loss.
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8.2.2  Safeguard Personally Identifiable Information

The Disbursing Officer must establish and monitor procedures for the proper handling and
safeguarding of the Personally Identifiable Information (Pl1) associated with both Disbursing and
Navy Cash operations to ensure the security and confidentiality of that information.

8.2.3  Issuing Navy Cash Cards

a. Instant Issue Navy Cash Cards. Instant issue cards are embossed with NAVY
CARDHOLDER and a Debit MasterCard® card number. Generally, instant issue cards are issued on
the ship to personnel newly enrolling in Navy Cash and as replacements for lost, stolen, or
damaged cards. Issued on the spot, instant issue cards provide individuals immediate accessto all
Navy Cash capahilities. For example, cardholders can transfer funds at the K80 Cashless ATM
on the ship to the chip or Navy Cash (strip) account from bank or credit union accounts ashore
and can access funds in the strip account at ATMs ashore or to pay for purchases at retail
locations ashore.

b. Visitor Navy Cash Cards. Visitor cards are chip-only cards that can only be used on
board ship. Visitor cards are reusable and should be cashed out and turned in to Disbursing when
the visitor is done with the card, so they can be reissued to another visitor.

c. Embossed Permanent Navy Cash Cards. Embossed permanent cards are embossed
with the cardholder’ s name and a MasterCard® card number. Produced individually at the card
manufacturing facility, they must be delivered to the individual on the ship after they are
produced. Generally, embossed permanent Navy Cash cards are only issued as a part of bulk
enrollment when Navy Cash isinitially implemented on a ship or as replacements for expiring
cards. When an individual’ s instant issue or embossed permanent card is about to expire, if there
has been activity on the account in the last six months, a new embossed permanent card will be
manufactured and mailed in time to reach the individual before the instant issue or embossed
permanent card expires. Normally, cards to be reissued are manufactured and sent to cardholders
in the first week of the month prior to the month in which the card expires. If thereis aneed to
request an embossed permanent Navy Cash card as a new or replacement card, avisitor Navy
Cash card can be issued to the cardholder to use until the embossed permanent card is delivered
to the ship (see paragraph 8.4.19, Assign Replacement Card).

d. Delivery of Cards. For security reasons and to prevent fraud, instant issue and
embossed permanent Navy Cash cards arrive on the ship in a*“pendactive” status and must be
activated before they will work (see paragraphs 8.4.19.e and 8.4.16.a). If there are less than 10
cards being sent to a ship, theindividual cards are sent viathe U.S. Postal Service (USPS)
directly to the individual cardholders. Shipments of 10 or more cards are FedEx’ ed to the
Disbursing Officer for further distribution to the individual cardholders. FedEx shipments can be
tracked. Navy Cash cards shipped via FedEx should arrive at the FISC Logistics Support Center
(LSC) about 10 business days after the Treasury Financial Agent, JPMorgan Chase (JPMC)
receives the enrollment data electronically. Contact the ship’s Logistics Support Representative
(LSR) to check the status of any FedEx shipment of cards.

e. Unclaimed or Returned Navy/Marine Cash Cards. Any card received for an
individual who has | eft the ship should be forwarded to his or her next command. The ship’s Post
Office should not be “returning to the sender as undeliverable” Navy/Marine Cash cards sent via
U.S. mail that are unclaimed or returned unopened.
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(1) Unclaimed or Returned Navy Cash Cards. Cards mailed to Sailors who have left
the ship but are still in the Navy should be forwarded using the forwarding address left with the
ship’s Post Office during the check-out process. If the next command is not known or can’t be
identified or the individual was discharged from the service, the Disbursing Officer should
cancel and destroy the card (see paragraph 8.4.16, Change Card Status). The action taken should
be annotated on either the Bulk Navy Cash Card Log or the Navy Cash Card Issue Log. PIN
envelopes that are unclaimed or returned unopened should also be destroyed to avoid the expense
of forwarding them—individual cardholders can go to Disbursing when they receive the cards to
have the PIN reset using the Disbursing Application.

(2) Unclaimed or Returned Marine Cash Cards. Cards mailed to embarked Marines
who have |eft the ship should be turned over to Marine Disbursing on the ship. If thereisno
Marine Disbursing detachment, or if the Marines have disembarked, cards should be sent via
FedEx or UPS to the appropriate Marine Expeditionary Force (MEF) Disbursing Office, | MEF
for West Coast ships, || MEF for East Coast ships, and |11 MEF for shipsin Japan.

| MEF Disbursing Office Il MEF Disbursing Office Il MEF Disbursing Office
MARFORPAC MARFORLANT MARFORPAC

15th St, Bldg 1164, Rm 238 Bldg 10, McHugh Blvd Bldg 5741, Unit 38405

Camp Pendleton, CA 92055  Camp Lgeune, NC 28542 Camp Foster, Okinawa, Japan
(760) 725-5550 (910) 451-7807 FPO AP 96604-8405

011-81-611-745-7020
8.24  Navy Cash Card Limits
a Individual Cardholders

(1) A $400 daily maximum limit has been pre-set on funds transfers from an
individual’s bank or credit union account to his’her Navy/ Marine Cash accounts (chip and strip).

(2) No more than $1,000 can be loaded on or debited from the e-purse.
b. Merchant Cardholders

(1) For merchants who settle to bank or credit union accounts, a $5,000 daily
maximum limit has been pre-set on funds transfers from the bank or credit union account to the
Navy/Marine Cash account.

(2) For Navy Cash cardsissued after 24 September 2008, no more than $50,000 can
be loaded on or debited from the e-purse. Thisincreased e-purse limit was initiated primarily to
enable the Wardroom Mess Treasurer on large-deck ships to pay the monthly food service bill
from the Food Services Officer (FSO) in asingle payment instead of the multiple payments that
may have been required before. For Navy Cash cards issued before 24 September 2008, no more
than $9,999.99 can be loaded on or debited from the e-purse. This pre-set limit may prevent large
purchases on the ship in asingle payment. In a situation like this, the shipboard merchant can
elect to make more than one payment with the organization’s Navy Cash merchant card, simply
pay by check, or work with the Disbursing Officer to contact the CSU to request a replacement
merchant card.

c. Modifying Navy Cash Card Limits
(1) Individual Cardholders
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(@ The Disbursing Officer can modify the chip load and debit limit for
individual cardholders who are “checked in” on that ship through the Disbursing Application
(see paragraph 8.4.22, Account Information Update), but only up to a maximum of $1,000. The
current Navy Cash system software prevents the limits for individual cardholders to be above
$1,000. The Disbursing Officer cannot change the chip load and debit limit using the Navy Cash
Disbursing web site, navycashcenter.com, (see paragraph 8.14 and Appendix E).

(b) Forindividual cardholders, reducing the maximum amount that can be
transferred from a bank or credit union account ashore and/or reducing the maximum amount
that can be loaded on the chip are options available to discipline a cardholder who continues to
have problems with negative account balances or other personal financial responsibilities (see

paragraph 8.8.1).

(2) Merchant Cardholders. The Disbursing Officer can modify the chip load and
debit limit for merchant cardholders on board that ship through the Disbursing Application (see
paragraph 8.4.22, Account Information Update), but only up to a maximum of $1,000. For any
amount above $1,000, the Disbursing Officer must contact the CSU (see paragraph 8.14) and
request that a merchant cardholder limit be modified. Again, the Disbursing Officer cannot
change the chip load and debit limit using the Navy Cash Disbursing web site,
navycashcenter.com, (see paragraph 8.14 and Appendix E).

(3) Any updatesto card limits done through the Disbursing Application are
effective immediately on board the ship and will regulate any subsequent funds transfer requests
theindividual cardholder or merchant attempts at the K80 Cashless ATM. Updates done through
the Navy Cash Center web site do not go into effect on board the ship until around tripis
completed between ship and shore. Updates done through the CSU do not go into effect on board
the ship until the CSU receives the information, processes the request, and around trip is
completed between ship and shore.

8.25 Navy Cash Card Expiration

a. Navy Cash cardsissued after 24 September 2008, expire five years from the initial
date of issue. Navy Cash cards issued before 24 September 2008, expire three years from the
initial date of issue. The actual expiration dateis the last day of the month indicated in the
“Valid Thru” date embossed on the front of instant issue and embossed permanent Navy Cash
cards and the date printed on the back of the Navy Cash visitor cards. When a card expires, the
chip on the card no longer functions.

>

b. Instant Issue and Embossed Permanent Cards. When an instant issue or embossed
permanent card expires, any funds remaining on the chip are transferred automatically to the
Navy Cash (strip) account associated with the card.
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(1) If there has been activity on acard (strip or chip) in the previous six months, a
new replacement card is created automatically and sent to the cardholder in the first week of the
month prior to the month in which the card expires. This provides about two months for the card
to arrive on a ship deployed overseas and allows for delays in getting the mail to deployed ships.
When an instant issue or embossed permanent card is replaced at expiration, an embossed
permanent card (with the cardholder’ s name embossed on the card) will be sent as a replacement.

(2) If there has been no activity on the card (strip and chip) in the previous six
months, the account is considered dormant, and the card is cancelled and is not reissued. Asa
part of the process, any remaining balance is transferred to the linked bank or credit union
account automatically, if the linked account is still valid. In addition, the Navy Cash account is
suspended and Navy Cash access to the bank or credit union account is blocked automatically.

(3) If thereisno linked bank or credit union account or the account information is
not valid, the funds will remain in the Navy Cash (strip) account. If at all possible, the individual
cardholder should be contacted and asked to provide a bank or credit union account number,
ABA routing number, and his or her name as it appears on the account, so the positive balance
can be pushed back to that account.

c. Visitor Cards. When avisitor card expires, the chip can no longer be read on the
ship, so any value remaining on the card cannot be returned directly.

(1) The Disbursing Officer must ensure the customer understands when the card
expires and that the card must be turned in before the expiration date to cash out any remaining
value on the ship.

(2) If the expiration date displayed for a particular card indicates the card will
expire before the individual will be leaving the ship, the Disbursing Officer should select a new
visitor card to issue.

(3) Becauseavisitor card is anonymous and does not have a Navy Cash account
associated with it, the funds that are on the chip cannot be moved automatically from the chip to
aNavy Cash (strip) account after the card expires. Because the card has expired and the chip no
longer functions, the Disbursing Officer can no longer change the card status of the “old” visitor
card. The Disbursing Officer must contact the CSU to change the status of an expired visitor card
and restore any remaining value. Refer to paragraph 8.4.16.c.(2) under paragraph 8.4.16, Change
Card Status, for the three options available to retrieve funds from avisitor card.

d. Dormant Accounts. A Navy Cash account (chip and strip) with no activity for six
months after the expiration date of the Navy Cash card is a dormant account. To avoid having
dormant accounts on the ship’s Navy Cash roster, the Disbursing Officer should keep the
transfer date in each cardholder’ s member profile up to date (see paragraph 8.4.22.f, Transfer
Type and Date, in the Account Information Update function of the Disbursing Application). The
transfer date is used to pull accounts of cardholders who have left the ship off the ship’s Navy
Cash roster automatically and transfer these accountsto a*“ shore” command and to suspend
Navy Cash accounts and block Navy Cash ACH access to bank and credit union accounts. Any
funds remaining on the card (positive balance) should have been pushed to the linked bank or
credit union account automatically when the card actually expired. Any accounts transferred to
the shore command will continue to be monitored through a standard set of reports, including
the daily Negative Balance Report and Returned Items Detail Report, so any account activity
can be monitored ashore and any negative account balances can continue to be pursued.
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8.2.6 I nternal Procedures and Controls

a. Tofacilitate effective management and administration of Navy Cash operations,
each ship should develop a ship’sinstruction delineating specific internal procedures and
controls for Navy Cash. A sampleinstruction isincluded at Appendix K.

b. Asamatter of policy, any PS who wants to perform any personal Navy Cash
transactions in the disbursing office, for example, to add or cash out value or change a PIN,
should contact the Disbursing Officer or Deputy.

c. Each calendar quarter, the Cash Verification Team will generate card reports for all
Navy Cash Disbursing Application users (see paragraph 8.4.18, Card Report) to verify that no
unauthorized deposits were made to their accounts since the last quarterly cash verification.

d. Each operator must log off the Disbursing Application when they are through
working on the system. The next operator can then log on the system by entering his or her own
user ID and password. Each operator must use his or her own user ID and password when
operating the Navy Cash system.

e. Theship'sinternal procedures and controls for Navy Cash must include the proper
handling and safeguarding of Personally Identifiable Information (PI1) to ensure the security
and confidentiality of that information.

8.2.7  Planned Maintenance System

Preventive maintenance for the Navy Cash Financial System is covered through the Planned
Maintenance System (PMS). PMS information for Navy Cash is available from the ship’s
Maintenance and Material Management (3-M) Coordinator. Maintenance Index Page (MIP)
number 6541/080-14 applies to Navy Cash. In particular, proper cleaning of the card readers can
significantly reduce the incidence of card readers failing to read the Navy Cash card.

8.2.8 ATM Locations Worldwide

The MasterCard web site — www.mastercard.com —includes an “ATM Locator” at the top
of the screen for locating ATMs in the United States, Asia, Australia, Europe, Middle
East/Africa, North America, and Latin America/Caribbean (Antarcticaisalso listed!). By
clicking on thisicon and entering any city and state, the user will see the institution name and
address, including maps, of each MasterCard® / Maestro® / Cirrus® ATM in that city.

8.3  Navy Cash Custodial Responsibilities

8.3.1 Custody of Navy Cash Cards

a. The Disbursing Officer is responsible for maintaining a stock of Navy Cash cards.
Navy Cash cards shall be safeguarded in accordance with the procedures for blank Treasury
checks prescribed in DODFMR, Volume 5, Chapter 7.

b. The Disbursing Officer may delegate the responsibility for custody of Navy Cash
cards to a designated representative.

c. Bulk Navy Cash Card Log shall be maintained, which contains the Navy Cash card
numbers, date, and signature of the person to whom aworking stock of Navy Cash Cardsis
issued. A sample log isincluded in paragraph 8.15.11. Unused working stock shall be returned
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to the Disbursing Officer or designated representative at least once each week for audit and
inventory. Record return of unused working stock and results of audit/inventory on Bulk Card
Log. All Navy Cash cards shall be individually counted and sequential serial numbers verified.

d. Aninitia inventory shall be completed and recorded using the Bulk Navy Cash Card
Log upon receipt of all instant issue, embossed permanent, and visitor Navy Cash cards, even
single cards. For bulk shipments, any open container shall be inventoried by individual count
and by sequential serial numbers of the cards. All damaged containers, or those bearing
evidence of having been tampered with, shall be opened.

e. All Navy Cash cards shall be inventoried at least once each calendar month, and an
entry shall be made in the Bulk Navy Cash Card Log to document the inventory. A detailed
record of the inventory, to include total cards on hand and sequential serial numbers, by card
type, shall be retained in the disbursing office, and a copy shall be given to the Cash
Verification Team as an attachment to their quarterly cash verification report. At least once
during each calendar quarter, the Cash Verification Team shall conduct a surprise verification of
Navy Cash cards to include cards received, issued, returned, and on hand.

f. Navy Cash Card Issue Log. A separate Card Issue Log shall be maintained for all
Navy Cash cards issued from the Disbursing Office. The log contains the last four digits of the
card number for instant issue and embossed permanent cards and the entire card sequence
number for visitor cards, name and last four digits of the Social Security Number (SSN) of the
cardholder, issue date, signature of the recipient, date returned for visitor, instant issue, and
embossed permanent Navy Cash cards, and the name and signature of the issuer. The Navy
Cash Card Issue Log also contains columns to document destruction of a card when acard is
returned or canceled (see paragraphs 8.4.16, Change Card Status and 8.4.18, Assign
Replacement Card, and paragraph h below). The Disbursing Officer should ensure a cardhol der
signs the card issue log to document the destruction of acard. A samplelogisincluded in
paragraph 8.15.12. The Navy Cash Card Issue Log shall be handled in accordance with the
requirements for sensitive personal data.

g. Cash Out Visitor Cards. Visitor cards are reusable. When a cardholder no longer
needs a visitor card, the card should be turned in to the disbursing office, and any value
remaining on the chip must be cashed out and returned to the cardholder immediately (see
paragraph 8.4.9.b). The return date shall be entered on the Card Issue Log, and the card can then
be returned to the stock of visitor cards for reissue. Even if avisitor card isturned in after hours
or “under the door” or after the visitor has left the ship, the card must still be cashed out, and the
Disbursing Officer must make every reasonable effort to return any remaining value to the
cardholder. Refer to the Card Issue Log to identify to whom the card was issued.

h. Navy Cardholder Issued Card Report. A report can be generated for instant issue
cards issued through the Disbursing Application at any time by selecting the “View Reports’
link in the Disbursing Application, clicking on “Navy Cardholder Issued Card Report” in the
“Operations Reports’ window, filling in the start and end dates for the inclusive period, and
clicking on the “Generate” button. The Navy Cardholder Issued Card Report lists by operator
ID the last four digits of the card numbers, name and last four digits of the SSN of the
cardholders, and issue dates for any cards issued during the period.

i.  Document Destruction of Navy Cash Cards. The Navy Cash Card Issue Log also
contains columns to document destruction of a card in the presence of the cardholder when a
card isreturned or canceled (see paragraphs 8.4.16, Change Card Status, and 8.4.18, Assign
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Replacement Card). Cards can be destroyed by cutting them up or shredding them. At the time
of destruction, record the last four digits of the card number for instant issue and embossed
permanent cards, name and last four digits of the Social Security Number (SSN) of the
cardholder, destruction date and signature of the cardholder witnessing destruction, and the
name and signature of the person destroying the card.

j. Cardsfor newly enrolled personnel shall be issued as described in paragraph 8.4.21,
Account Enrollment.

k. Replacement cards shall be issued as described in paragraph 8.4.19, Assign
Replacement Card.

[.  Any card received for an individual who has |eft the ship should be forwarded to his
or her next command. If the next command is not know or can't be identified or the individual
was discharged from the service, the card should be canceled and destroyed (see paragraph
8.4.16, Change Card Status). The action taken should be annotated on either the Bulk Navy
Cash Card Log or the Navy Cash Card Issue Log.

8.3.2  Replenishing Navy Cash Card Stocks

a. Spare Navy Cash Card Stock. Theinitial allowance of spare Navy Cash card stock is
based on crew size and includes about 30 percent for crew turnover and 10 percent for
replacement of lost, stolen, or damaged cards. The basic alowance for Navy Cash cardsis
detailed by ship typesin the table below. This allowance of spare cards should last the ship
about six months. The order point for replenishing card stock should be when the ship is down
to about a two-month supply of spare cards.

FFG/DDG/ LPD/LSD/

oG AS/LCC LHA/LHD CVN
Instant Issue Cards 33 100 300 550
NAVY CARDHOLDER cards
Visitor Cards 100 330 900 1,650

Reusable, chip-only cards

b. To Order Replenishment Stock. To order replacement cards, the Disbursing Officer
should send a e-mail request to the CSU at navycashcenter @ezpaymt.com to obtain a case
number. The e-mail request should include the following information:

e How many cards are needed?

e How many cards are currently in stock?

e How long will the ship be deployed?

o Will additional personnel be embarking during deployment? If so, how many?

c. Card Expiration Dates and Inventory Control. Periodically, the Disbursing Officer
should check the expiration date on the back of the inventory of visitor cards and on the front of
the inventory of instant issue cards to ensure they are not expired or soon to expire (see
paragraph 8.2.5 above). Rotate the stock of cards, so that the older cards are always used first.
Destroy any expired cards, and order replacementsif necessary.
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d. When a ship expects a high volume of visitors or transient personnel, contact the
Navy Cash CSU. Specific requirements will be handled on a case-by-case basis so that the
ship’sinventory of Navy Cash cardsis not depleted. Visitors should turn their visitor cards back
in to disbursing before they leave the ship.

8.3.3 Custody of Spare K22sand CADs

a. The Disbursing Officer isresponsible for control of all spare K22 Point-of-Sale
(POS) devices held in ready reserve for periodic functions such as MWR sales, Husbanding
Agent sale of currency, and concessionaire sales. These units should be accounted for as
Operating Space Items (OSls) in the ship’s allowance for stock. K22s checked out for these
periodic functions should be signed out on alocally generated and maintained custody log.
When a K22 has been used in the offline mode and transactions have been recorded (stored) but
have not yet been downloaded to the Navy Cash server, it should be kept in a safe, for example,
the Disbursing Officer's or Sales Officer’s safe. K22 OSls that do not have transactions stored
on them should be kept in a safe or in a secure storeroom or space on the ship that is locked
when not occupied and has limited access, for example, the disbursing office. Spare K22s not
being held in reserve for periodic functions (and without transactions store on them) should be
maintained as stock items in a secure storeroom.

b. The Sales Officer isresponsible for al spare Card Access Devices (also known as
Card Accepting Devices) (CADs) held in ready reserve as OSls. When a CAD has been
removed from a vending machine, but, for some reason, for example, maintenance, still has
transactions recorded (stored) on it that have not yet been downloaded to the Navy Cash server,
it should be kept in a safe, for example, the Disbursing Officer's safe. CADs held as OSl's that
do not have transactions stored on them should be kept in a safe or in a secure storeroom or
space on the ship that is locked when not occupied and has limited access, for example, the
sales office. In general, CADs should be maintained as stock items in a secure storeroom.

c. Regardless of the physical storage location for Navy Cash spares, for example, K22s
or CADs held in reserve as OSls and stored in the disbursing office or sales office, the spares
provided during the Navy Cash installation will be accounted for in the same manner as other
repair parts provided during an installation and added to the ship’s allowance for stock under
the control of the SKs. Failure to maintain inventory control over Navy Cash items can result in
missing items, especially during turnover of key personnel. Maintaining inventory control over
Navy Cash spares will also help to ensure the correct inventory level is maintained as demand
datais accumulated. Inventory of Navy Cash spares must be completed twice annually.

d. Failed Equipment. Whenever aK22 or a CAD fails, the failure must be reported to
the CSU (see paragraph 8.14). To assist in reporting hardware, software, communications, or
operational problems, the Navy Cash Trouble Call Worksheet (see paragraph 8.15.26) lays out
the information the Disbursing Officer, or designated representative, should have available
before contacting the CSU. The CSU will assign a case number, which should be recorded on
the Trouble Call Worksheet. The CSU will handle the trouble call directly if at all possible or
forward the call to the proper person. When directed to return failed equipment to the Navy
Cash depot (K22s or CADs with stuck transactions are sent to Cogent Systems), record the
traceable tracking number and date shipped on the Trouble Call Worksheet. The case number
assigned by the CSU and the equipment serial number should be included with all Navy Cash
equipment returns.

NC SOP Ver 1.13 Chpt 8 Disbursing 8-15 14-Aug-09



8.34  Transfer of Responsibility Upon Relief

a. Theactionsrequired of the relieved and relieving Disbursing Officers for
transferring Disbursing duties are specified in the Department of Defense (DOD) Financial
Management Regulation (FMR) Volume 5, Chapter 2, paragraph 020402, and
COMNAYV SURFOR Instruction 4400.1, Surface Force Supply Procedures (SURFSUP),
paragraph 13500. The actions required for transferring Navy Cash duties are specified in
paragraph 13700 of the SURFSUP and paragraphs 8.3.3, 8.3.4, 8.15.13, and 8.15.14 of this
SOP. The Navy Cash Turnover and Desktop Guide provides basic guidance for Disbursing
Officersin transferring Navy Cash responsibilities and custody of Navy Cash equipment and in
getting set up to manage Navy Cash operations.

b. Disbursing and Navy Cash Relieving Letters. Currently, transferring Disbursing and
Navy Cash responsibilities requires separate relieving letters. A sample joint relieving letter to
document the transfer of Navy Cash responsibilities and custody of Navy Cash equipment is
included at paragraph 8.15.14. The relieving Disbursing Officer should retain a signed copy of
the Navy Cash relieving letter on file for inspection. Prior to actually transferring Navy Cash
responsibilities and custody of Navy Cash equipment, the relieved and relieving Disbursing
Officers should complete the Navy Cash Pre-Audit/Turnover Checklist. The Navy Cash Pre-
Audit/Turnover Checklist included at paragraph 8.15.13 provides atool for the relieved and
relieving Disbursing Officers to review overall administration of Navy/Marine Cash operations
in preparing to transfer Navy/Marine Cash responsibilities. The relieving Disbursing Officer
must retain a signed copy of the checklist on file for inspection.

c. SecurlD Token and Disbursing Web Site Access. Custody of the Navy Cash
Securl D token (random number generator) must be transferred from the outgoing to the
incoming Disbursing Officer so that the incoming Disbursing Officer can access the Navy Cash
Disbursing Web Site. To reflect thistransfer of custody and receive the required log-in data, the
incoming Disbursing Officer must provide the CSU (e-mail address: navycashcenter@
ezpaymt.com) his or her full name, SSN, date of birth (month and day only), and date entered
Navy service. The number generated by the token and the log-in data allow secure access to the
Navy Cash web site to update cardholder account information and the like. A SecurlD token
and log-in data are required for each person who will access the web site, and the same transfer
of custody will be required whenever the Leading DK(s) or Sales Officer turn over as well.
Generally, each ship receives at least two Securl D tokens; LHASLHDs are provided no more
than four SecurlD tokens, and CVS/CVNs are provided no more than six.

d. Closing Out Navy Cash at Disbursing Officer Turnover

(1) At Turnover. The Disbursing Officer cannot close out Navy Cash until all
vending and ship’s store merchants have been properly closed out. The Sales Officer, or
designated representative, closes out the vending machines and ship’s stores following the end of
month procedures in paragraph 8.4.29.b and Appendix A. First, al the vending machines for a
particular vending merchant must be closed out, and, second, all the merchants must be closed
out, to include both vending merchants and ship’s store merchants. Since he or sheis not turning
over, the Sales Officer can ignore these midmonth numbers at the true end of month. The
outgoing Disbursing Officer can then perform the third step in the close-out sequence at the next
end of day by following the indicate end of day procedures in paragraph 8.4.24 and checking the
“Indicate End of Month” block (see paragraph 8.4.24.b.(7)). The Disbursing Officer prepares his
or her fina DD 2657, Daily Statement of Accountability, and final SF 1219, Statement of
Accountability, following the procedures in paragraphs 8.4.24 and 8.9, and, for Navy Cash,
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entering only the figures for funds transfers from cash to chip and chip to cash and cash to strip
and preparing only SF 215s, Deposit Tickets, or SF 5515s, Debit VVouchers, as appropriate.

(2) At True End of Month (EOM). The Sales Officer, or designated representative,
closes out the vending machines and ship’ s stores following the end of month proceduresin
paragraph 8.4.29.b and Appendix A. These numbers will start from the previous month end, not
the midmonth closeout, and include the full month’s receipts. The new Disbursing Officer can
then perform an EOM following the procedures in paragraphs 8.4.24 and 8.9. The reports will
include numbers for the entire month, but the new Disbursing Officer will only be responsible
for the latter part of the month.

84  Navy Cash Disbursing Application

In Navy Cash, all dates and times are recorded and reported in Greenwich Mean Time
(GMT) (Coordinated Universal Time (UTC)). Do not change the time or time zone on the Navy
Cash server. Changing the clock may result in errors and delays in End-Of-Day (EOD)
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processing. These errors can only be resolved through manual intervention guided by technical
support personnel ashore.

84.1  Starting the Navy Cash Service

a. From the Windows desktop screen, click on the “ Services” icon, the 4th or 5thicon
in the box at the bottom of the screen to immediate right of Start button. A window will open
with the title “ Services’ in upper left hand corner.

b. Locate the “Navy Cash Messaging Service” line and click on it once. Line will be
highlighted.

c. Click on*“Play” button at top of window (looks like play button on atape recorder).
Status will changeto “ Started”.

8.4.2  Startingthe Proxy Application
a. From the desktop screen display, click Start.
b. Point to Programs.

c. Point to Navy Cash Disbursing Interface.

d. Click on Navy Cash Proxy application. The card reader proxy icon, a green and blue
serial cable connector, appears in the status bar next to the clock when the application starts.

8.4.3  Startingthe Disbursing Application
a. From the windows desktop screen display, click Start.
b. Point to Programs.
c. Point and click on Navy Cash Disbursing Interface application.

d. Disbursing Application menu screen shown on the preceding page is presented. The
Disbursing Application has different levels of access. Menu items are grayed out if the current
user does not have access to that particular function.

e. Disbursing Notifications Alerts. “ Disbursing Notifications’ notes may appear as
aerts at start up of the Disbursing Application if there are new alerts since the last time an
operator logged on or when a new operator logs on. These notes are sent to the ship by the Navy
Cash shore side primarily to notify the ship of any replication conflicts between ship and shore.
See paragraph 8.4.23.d.(4) for the actions that should be taken when one of these aerts appears.
An operator will see all the Disbursing Notifications notes that have been received by the ship
since the last time he or she logged on to the Disbursing Application. A brand new operator will
see only the last 30 days of accumulated notifications notes. Click on the “Cancel” button to
close the note(s).

8.4.4  Closing the Disbursing Application
a. Click on“Logout” in the upper left of the menu screen.

b. Thenclick on“OK".
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8.4.5 Closingthe Proxy Application

a. Right click or double click the Card Reader Proxy icon in the status bar. A window
will open titled “Navy Cash S-D-I Proxy”.

b. Click the quit button.
84.6  Closing the Navy Cash Service
a Click on Servicesicon at bottom of screen.
b. Click on “Navy Cash Messaging Service” line. Line will be highlighted.

c. Click on*“Stop” button at top of window (looks like stop button on a tape recorder).
Status box will be displayed showing shutdown in progress.
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8.4.7 Funds Transfer

Using the Disbursing Application, funds can be transferred to and from the electronic purse
on the chip and directly to the Navy Cash (strip) account. To access the funds transfer functions,
the Disbursing Officer clicks on the “Funds Transfer” link in the Disbursing Application. A
window is then displayed that presents the funds transfer options, each of which will be
discussed in turn.
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e Funds Transfer to Chip

e Funds Transfer from Chip

e Individuad Refunds

e Chip-to-Chip Corrections

e Bulk Refunds

e Deposit Cash or Check to Strip

8.4.8 FundsTransfer to Chip

A cardholder can plus up the electronic value on his or her Navy Cash card at the disbursing
office with a check or cash or from an existing Navy/Marine Cash account.

a. To accessthe chip on the cardholder’ s card and add value, the Disbursing Officer
clicks on the “Funds Transfer to Chip” link in the funds transfer options window.

b. The cardholder inserts the card into the K22, and the Disbursing Officer clicks * Get
Chip Info”.

c. The Disbursing Application displays the card ID number and balance received from
the K22 and then displays the account number and account name associated with the card.

d. The Disbursing Officer verifies ownership of the Navy Cash Card.

e. The Disbursing Officer chooses the correct funding source, and specifies the transfer
amount requested by the cardholder.

(1) TheDisbursing Application displays three funding sources, “Cash”, “ Check”,
and “SSN”.

(2) Check or Cash. When a cardholder is exchanging either a check or cash to plus
up hisor her Navy Cash card, “ Cash” is selected as the funding source. All transactions will be
recorded automatically on the Navy Cash server and added to the daily reports. In addition, all
transactions will be recorded manually in accordance with paragraph 8.4.14 on the Daily Cash
Transaction Ledger, which shall be kept in the safe.

(3) Checksthat are exchanged for electronic credit on the Navy Cash Card will be
treated the same as cash within the Navy Cash system. These checks should be handled,
deposited, and reported in accordance with the Department of Defense Financial M anagement
Regulation (DODFMR) Volume 5.
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(4) SSN. A cardholder can request that the Disbursing Officer transfer funds from
his or her Navy/Marine Cash (strip) account to another card’s chip using the cardholder’s Social
Security Number (SSN) to designate the account. This capability could be used to transfer funds
from a Navy/Marine Cash (strip) account, e.g., split pay funds, to the chip on avisitor card for a
cardholder who, for one reason or another, has a Visitor Navy Cash card rather than an instant
issue or embossed permanent Navy/Marine Cash card and therefore can’t use the K80 Cashless
ATM to effect the transfer. An account must be in an “open” status to enable atransfer. “SSN”
is selected as the funding source. Enter the cardholder’s SSN without dashes or spaces.

f. The Disbursing Officer clicks“ Submit” to initiate the funds transfers.
g. The K22 will require the cardholder to enter his PIN and click OK.,

h. The K22 will then display the amount for credit and ask the cardholder if the amount
is correct. The cardholder will select either “OK” or “CLR”. If the cardholder chooses “ OK”,
the transaction is complete, and the card can be removed. If the cardholder chooses“CLR”, the
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transaction will be rejected and cancelled, and the process will need to be repeated for the
correct amount.

i. All authorized military personnel who request Navy Cash privileges and enroll in
Navy Cash consent in writing, using the Navy Cash enrollment form, to immediate collection
against their pay for the face value of or resulting negative Navy Cash account balance due the
U.S. Treasury funds pool from all dishonored transactions. With this procedure, dishonored
transactions will not become a delinquent debt; therefore, there is no authority to assess a
service charge (Reference DOD FMR, Volume 5, Chapter 4).

84.9 FundsTransfer from Chip

To convert electronic value on the chip to cash or to transfer value to aretail merchant
account, the Disbursing Officer clicks on the “Funds Transfer from Chip” link in the funds
transfer options window.

a. Chip-to-Cash Transactions

(1) After the Disbursing Officer verifies ownership of the Navy Cash card, the
cardholder inserts the card into the K22.

(2) The Disbursing Officer clicks“Get Chip Info”, and the Disbursing Application
displaysthe card ID number and balance received from the K22 and then displays the account
number and account name associated with the card.

(3) The Disbursing Officer chooses the funding destination, “ Cash,” specifiesthe
transfer amount requested by the cardholder, and then clicks the “ Submit” button to initiate the
funds transfer.

(4) The K22 prompts the cardholder for a PIN. The cardholder enters the PIN and
presses OK.

(5) TheK22will display the amount for credit and ask the cardholder if the amount
is correct. The cardholder will select either “OK” or “CLR”. If the cardholder chooses“OK”, the
transaction is complete and the card can be removed. If the cardholder chooses“CLR”, the
transaction will be rejected and cancelled. The transaction will need to be repeated for the correct
amount.

(6) All transactions will be recorded on the Navy Cash server and added to the daily
reports. In addition, all transactions will be manually recorded in accordance with paragraph
8.4.14 on the Daily Cash Transaction Ledger, which shall be kept in the safe.

(7) Cardholder Deceased, Injured, or Unauthorized Absentee. If a cardholder is
deceased, injured, or an unauthorized absentee, a designated officer, or an inventory board
appointed by the Commanding Officer presents the Navy Cash card, if available, to the
Disbursing Officer. The Disbursing Officer will convert the electronic value on the chip to cash
and prepare an ex-cash check in the cardholder’ s name. Any amount residing on the strip (Navy
Cash) account should be pushed back to the cardholder’ s home bank or credit union by sending a
request to the Navy Cash CSU at JPMC.

b. Cash Out Visitor Cards. Navy Cash visitor cards are reusable. When a cardholder no
longer needs a visitor card, the card should be turned in to the disbursing office, and any value
remaining on the chip must be cashed out and returned to the cardholder immediately in
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accordance with paragraph 8.4.9.a above. The return date shall be entered on the Card Issue
Log, and the card can then be returned to the stock of visitor cards for reissue.

(1) Residua Fundson Visitor Cards. Even if avisitor card is turned in after hours
or “under the door” or after the visitor has left the ship, the card must still be cashed out, and the
Disbursing Officer must make every reasonable effort to return any remaining value to the
cardholder. Refer to the Navy Cash Card Issue Log (see paragraph 8.3.1) to identify whom the
card was issued to. For each visitor card issued, the card sequence number, which is printed on
the back of the visitor card, should be listed on the log.

(2) If the Cardholder Can Be Identified

(@ The Disbursing Officer shall cash out any value remaining on the card and
either cut an ex-cash check for the amount and mail it to the cardholder or do a collection for the
amount using a Cash Collection Voucher (DD 1131) to the MPN appropriation (C203/C903) so
the cardholder’ s pay can be credited.
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(b) Record the chip-to-cash transaction on the Daily Cash Transaction Ledger in
accordance with paragraphs 8.4.9 and 8.4.14.

(c) After the normal chip-to-cash transaction is processed, the amount of the ex-
cash check or DD 1131 shall be reflected as follows.

((1)) The ex-cash check will be posted on the DD 2657 as an increase to line
2.1B (checksissued) and line 6.9 (other). Update the check issue log and any other applicable
documents required by DODFMR Volume 5.

((2)) The cash collection voucher ( DD 1131) will be posted on the DD 2657
asaincreaseto line 6.9 (other) and line 4.1B (collections). Forward a copy of the DD 1131 to the
PSD Afloat so the amount can be properly credited to the cardholder's pay account.

(d) The card can then be returned to the stock of visitor cards for re-issue.
(3) If the Cardholder Cannot Be Identified

(@) Asalast resort and after every effort to identify the individual cardholder
and return the residual funds has been exhausted, the Disbursing Officer must cash out any value
remaining on the card and do a collection for the amount using aDD 1131 in accordance with
DODFMR, Volume 5, Chapter 6, Paragraph 0606, and Chapter 26, Paragraph 260503.

(b) Thesefundswill be credited to Payment of Unclaimed Moneys, 20X6133,
when the amount is $5 or more and to Forfeitures of Unclaimed Money and Property, --1060,
when the amount is less than $5.

(c) Record the chip-to-cash transaction on the Daily Cash Transaction Ledger in
accordance with paragraphs 8.4.9 and 8.4.14.

(d) After the normal chip-to-cash transaction is processed, the amount of the
DD 1131 shall be reflected as follows.

((1)) The cash collection voucher (DD 1131) will be posted on the DD 2657
asaincreaseto line 6.9 (other) and line 4.1B (collections).

(e) The card can then be returned to the stock of visitor cards for re-issue.

(4) Onceany value that was remaining on a card has been credited to either of the
Treasury accounts, 20X6133 or --1060, the Disbursing Officer cannot recover the funds.
Individuals can, however, submit aclaim for arefund. Any claim must include enough facts to
validate the accuracy of the claim and justify the refund.

c. Chipto Merchant Account (Individua and Bulk Retail Sales)

(1) The Disbursing Application is designed to handle electronic value transfers
from the chip to the various Navy Cash accounts held by retail merchants on the ship for retail
sales, for example, Wardroom, Chiefs Mess, ship’s store. Because these transactions represent
electronic merchant retail sales, they are handled completely within the Disbursing Application
and do not affect the Disbursing Officer’s accountability or other responsibilities for funds.

(@) After the Disbursing Officer verifies ownership of the Navy Cash card, the
cardholder inserts card into K22.
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(b) The Disbursing Officer clicks the “Get Chip Info” button, and the
Disbursing Application displays the card ID number and balance received from the K22 and then
displays the account number and account name associated with the card.

(c) TheDisbursing Officer chooses the funding destination, “Merchant”, and
the appropriate retail merchant account, specifies the sales amount requested by the cardhol der,
and then clicks the “ Submit” button to initiate the retail sales transaction.

(d) The K22 will prompt the cardholder for his or her PIN. After the PIN is
entered, the cardholder presses OK.

(e) TheK22 will prompt the cardholder to verify the sales transaction amount.
If the cardholder clicks OK, the transaction is completed. If the cardholder clicks CLR, the
transaction is cancelled and the entire process needs to be repeated with the correct amount.

(f) The Navy Cash server records the retail transaction, and it isincluded in the
appropriate daily merchant transactions reports.

(2) Thedisbursing office merchant should never be used as aretail sales merchant
in the “Chip to Merchant Account” function. When using the “Chip to Merchant Account”
function, ensure the correct merchant is selected for the retail sae, e.g., Wardroom Mess—ood
when an officer is paying a monthly Wardroom food bill or General Mess—Food when the
Wardroom Mess Treasurer is paying the Food Service Officer for the Wardroom’s monthly food
bill. Using the disbursing office merchant will cause a variance at the end of the month that the
Disbursing Office will have to research and correct. When collecting on negative balances from
individual cardholders (see paragraph 8.8.1.e.(6), Collection Options), ships with software
release 1.4.5 build 2 or later can transfer value directly to the cardholder’ s strip account (see
paragraph 8.4.13, Deposit Cash or Check to Strip); ships with software release 1.4.5 build O or
earlier can transfer value to the cardholder’ s chip (see paragraph 8.4.8, Funds Transfer to Chip)
and then escort the cardholder to the K80 Cashless ATM and verify that the funds are transferred
to the strip.

8.4.10 Individual Refund

a. When an individual cardholder desires arefund from a merchant on the ship (for
example, ship’s store, MWR, General Mess), he or she must first obtain authorization (for
example, from the Sales Officer, MWR Officer, Food Service Officer, or a designated
representative) on a standard, serialized, Navy Cash Refund Chit. In addition, the approving
merchant must record the refund on the Navy Cash Merchant Refund Log. A sample refund log
and refund chit are included in paragraphs 8.15.15 and 8.15.16.

b. The cardholder will then take the refund chit to the disbursing office and present it to
the Disbursing Officer or Deputy. On ships with a separate Sales Officer, refunds for Ship’s
Store and vending will be taken care of at the sales office by the Sales Officer or Deputy.

(1) To accessthe chip on the cardholder’s card and add the value of the refund, the
Disbursing Officer (Sales Officer) clicks on the “Individual Refunds’ link in the funds transfer
options window.

(2) After the Disbursing Officer (Sales Officer) verifies ownership of the Navy
Cash card, the cardholder inserts the card into the K22.

NC SOP Ver 1.13 Chpt 8 Disbursing 8-26 14-Aug-09



(3) The Disbursing Officer (Sales Officer) clicks the “Get Chip Info” button, and
the Disbursing Application displays the card ID number and balance received from the K22 and
then displays the account number and account name associated with the card.

(4) The Disbursing Officer (Sales Officer) then selects either “Chip Purchase
Refund” or “Miscellaneous Refund” as the funding source.

(5) Chip Purchase Refund. This function allows the Disbursing Officer (Sales
Officer) to select a single specific purchase transaction for the refund from alist of the
cardholder’ s purchases. Multiple-item purchases are treated as asingle total if all the items were
purchased at the sametime. To limit the number of transactions displayed when selecting the
chip purchase refund option, the Disbursing Officer (Sales Officer) should either specify a date
range (“From Date” and “To Date”) or select a specific event (see paragraph 8.4.12, Bulk
Refunds, for an explanation of events) and click the “Refresh” button. In Navy Cash, all dates
and times are recorded and reported in Greenwich Mean Time (GMT) (Coordinated Universal
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Time (UTC)). When the transaction is selected, the transfer amount for the refund is specified by
the Disbursing Application. The chip purchase refund helps to ensure that a particular purchase
isonly refunded once. For purchases at vending machines or for a single item within a multiple-
item purchase, the miscellaneous refund should be used, since the specific sales transaction may
be difficult or impossible to identify (see paragraph (6) below). Generally, in ship’s store, the
miscellaneous refund is the preferred method for refunds.

(6) Miscellaneous Refund. This function allows the Disbursing Officer (Sales
Officer) to specify atransfer amount for the refund and select a Navy Cash merchant (for
example, vending soda, vending snack, or ship’s store) from which the refund should originate.

(@ The Disbursing Officer (Sales Officer) clicks the “ Submit” button to initiate
the funds transfers.

(b) The K22 will require the cardholder to enter his PIN and click OK.
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(c) TheK22 will display the amount for credit and ask if the amount is correct.
The cardholder selects either “OK” or “CLR”. If the cardholder chooses “ OK”, the transaction is
complete, and the card can be removed. If the cardholder chooses “CLR”, the transaction will be
rejected and cancelled. The transaction will need to be repeated for the correct amount.

(d) Thiswill return the amount of the refund to the card and deduct that amount
from the originating merchant’s (e.g., ship’s store, MWR) collections for that day. Individual
refunds are credited on the ship to a cardholder’ s chip account (electronic purse) immediately.

(e) The Navy Cash server records the transaction, and it isincluded in the
appropriate daily merchant transactions reports for the day.

(f) The Disbursing Officer and other responsible individuals, for example,
Sales Officer, MWR Officer, should verify that the amounts reported by the Navy Cash server
are correct and match the approved chits. They should also verify that the amounts refunded plus
the amounts deposited (for example, in ship’s store accounts, MWR bank account, or Navy Cash
account) match the total collections (for example, ship’s store, MWR) for that day.

(g) For al refunds processed in the Disbursing Office, the Disbursing Officer
shall retain one copy of the approved chit, an updated Refund Log, and the end of month reports
summarizing all refunds. The original chit will be returned to the approving merchant for
verification against the serialized logs. Similarly, for al refunds processed in the Sales Office,
the Sales Officer shall retain one copy of the approved chit, an updated Refund L og, and the end
of month reports summarizing all refunds.

8.4.11 Chip-to-Chip Corrections

a.  Two cardholders can transfer electronic value from the chip on one cardholder’s
Navy Cash card to the chip on the other cardholder’ s card. Cardholders conduct these
transactions at the K80 Cashless ATMs following the instructions presented on the ATM
screen.

b. Thetransfer is completed in two parts. First, the sending card initiates the transfer,
the funds are removed from the card and placed into an escrow account, and the card is removed
from the ATM. Second, the receiving card is put into the ATM, authenticated with PIN entry,
and the funds are moved from the escrow account to the receiving card. The receiving card must
be placed into the K80 and authenticated within 60 seconds (more time can be requested if
needed).

c. If theprocessisinterrupted for any reason before it is completed, e.g., a power
failure at the K80 or time expires before the process is completed, the result of the transaction is
stored in the escrow account on the Navy Cash server as an unmatched transaction.

d. Unmatched chip-to-chip transactions must be corrected to return the value to the
sending card. Navy Cash can correct any unmatched electronic value transfers in two ways,
manually, through the Disbursing Application, or automatically.

(1) Automatic Chip-to-Chip Correction

(@ Once every 24 hours, the Navy Cash server on the ship will scan the escrow
account for unmatched chip-to-chip transactions.
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(b) For each unmatched transaction detected, the automatic correction process
will first determine if the sending card was an instant issue or embossed permanent card or a
visitor card. If the sending card was an instant issue or embossed permanent card, the electronic
value will be returned to the cardholder’ s Navy Cash (strip) account automatically. Because a
visitor card does not have a Navy Cash (strip) account associated with it, the electronic value
will be transferred to the Navy Disbursing Office merchant card strip account.

(c) Automated Chip-to-Chip Corrections Report. When the automatic
correction process is completed each day, an Automated Chip-to-Chip Corrections Report will
be generated by the Navy Cash server on the ship and placed in the reports directory
(Q:\files\navydatareport\ship\pspo). On the Disbursing Application workstation or laptop, the
report can be found in the S:\files\navydata\report directory, which mapsto the
Q:\files\navydata\report directory on the Navy Cash server. The * Shore Reports’ folder (icon) on
the Disbursing Application desktop provides a short cut to the reports directory. The report lists
the chip-to-chip corrections that were successfully completed that day (see paragraph 8.15.21 for
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asample report). The Disbursing Officer should review these reports at |east once aweek. For
every chip-to-chip correction completed for avisitor card, the Disbursing Officer must take
action to restore the value to the appropriate visitor card cardholder.

(d) Restoring Valueto aVisitor Card. The Disbursing Officer should take the
Disbursing Office merchant card to the K80, and move the funds from the strip to the chip. Then,
the Disbursing Officer can either cash out the chip and use the cash to fund the cardholder’s
visitor card in the amount of the unmatched chip-to-chip correction; or cash out the chip and give
the cardholder the cash; or go to the K80 Cashless ATM and do a chip-to-chip transfer from the
Disbursing Office merchant card to the cardholder’ s visitor card.

((2)) If avisitor card cardholder isno longer on aboard the ship, the
individual cardholder should be contacted, if at all possible, and asked to provide amailing
address.

((3)) The Disbursing Officer should then cut an ex cash remittance check in
the amount of the unmatched chip-to-chip correction and mail the check to the visitor cardholder.

(2) Manual Chip-to-Chip Correction

(8 Manua correction can be used to correct an unmatched chip-to-chip
transaction on the spot, rather than waiting for the next automatic correction process.

(b) To access the chip on the cardholder’s card and return the value of the
unmatched transaction, the Disbursing Officer clicks on the “ Chip-to-Chip Corrections’ link in
the funds transfer options window.

(c) After the Disbursing Officer verifies ownership of the “sending” Navy Cash
card, the cardholder inserts the card into the K22 and enters his or her PIN. The Disbursing
Officer can determine who owns avisitor card in question by referring to the Navy Cash Card
Issue Log (see paragraphs 8.3.1 and 8.15.12).

(d) The Disbursing Officer then clicks the “Get Chip Info” button.

(e) The Disbursing Officer clicksthe “Find” button to locate any unmatched
transactions associated with this particular Navy Cash card.

(f) The Disbursing Officer selects the appropriate unmatched transaction and
clicks* Submit” to return the electronic value to the sending card. When correcting an unmatched
transaction manually through the Disbursing Application, the electronic value is returned to the
chip account on the sending card.

e. If for some reason, an unmatched chip-to-chip transaction couldn’t be reimbursed to
the cardholder, the overage must be collected to the Treasury Department Receipt Account,
Forfeiture of Unclaimed Money and Property, in accordance with DOD FMR, Volume 5,
Chapter 6, Paragraph 0606. For example, avisitor card may have been turned in after hours or
“under the door” or after avisitor has | eft the ship and cannot be attributed to a specific
individual, If not cashed out, any value remaining on a card after it has been turned in will be
handed over to Treasury and cannot be recovered.

8.4.12 Bulk Refunds

a. Refundsfor single cardholders and single transactions can be handled readily using
the “Individual Refund” function (see paragraph 8.4.10). When alarge number of cardholders
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needs a refund, handling them individually would be time consuming. For example, MWR may
sell asignificant number of tickets to a concert or sporting event that must be cancelled at the
last minute because of operational requirements or a change in the ship’s schedule. The bulk
refund function allows the disbursing to initiate a refund to everyone who purchased aticket in
afew ssimple steps. Bulk refunds are credited to each cardholder’ s strip account (Navy/Marine
Cash account) on the ship. This credit will be reflected ashore as soon as the ship completesits
end-of-day processing between ship and shore. Purchases made with visitor cards, which do not
have a strip account associated with them, must be refunded individually at the Disbursing
Application (see paragraph 8.4.10 and the “ Chip Purchase Refund” selecting a specific event).

b. Bulk Refunds consists of four basic parts, each of which will be discussed in turn.
e Event Processing
e Programming the K22 Point-Of-Sae (POS) Device
¢ Bulk Refunds
o Reporting

c. Event Processing. Although developed primarily for MWR, event processing allows
any merchant on the ship to specify events for collections and reporting (see paragraph 8.4.30).

(1) To set up event processing, the merchant must coordinate with the Disbursing
Officer, who will use the Event Maintenance function in the Disbursing Application to enter an
event name and event description and create an event code.

(2) Event Codes. Event codes provide the ability to track events that are purchased
using Navy/Marine Cash so that sales transaction data can be reported by event and a bulk
refund can be performed at alater timeif necessary. Once an event code is created, a merchant
can use it during sales by selecting the appropriate function key on a K22 that has been
configured with event codes, although selecting an event is not required to complete a sale.

(3) Event Codes Are Not Reusable. Each event code must be unique within the
Disbursing Application on each ship. Do not reuse event codes; event codes can only be used
one time. This becomes especially important if an event is canceled and the Disbursing Officer
performs a bulk refund. To ensure the correct amount for a particular event is refunded to the
correct cardholders who participated in that event, event codes must be unique. For arepeating
function, each instance must be renamed as a new event with a new event code.

d. Programming the K22 POS Device. Following the instructions in Chapter 2 (see
paragraphs 2.3.3 and 2.3.9), the K22 can be programmed with up to three event codes for each
of three merchants, with each event assigned to a different function key. When transactions are
collected on a K22 that has been properly configured, the sales clerk will be able to indicate
which event the cardholder is purchasing by selecting the appropriate function key. This event
code information is then held in the database for reporting purposes and for a bulk refund if one
should become necessary. When programming the K22 for multiple MWR events, only one
event code can be assigned to each function key, and the event code must correspond with the
descriptions set within the Event Maintenance function of the Disbursing Application.

e. Bulk Refunds. When requested by an appropriate merchant, the Disbursing Officer
can initiate a bulk refund on the ship using the Disbursing Application. For each event refunded,
the full purchase amount will be credited to each cardholder’ s strip (Navy/Marine Cash)
account on the ship. This credit will be reflected ashore after the next end-of-day round trip is
completed. A bulk refund can only be initiated one time for any one event.
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(1) To enter the“Bulk Refunds’ function, the Disbursing Officer clicks on the
“Bulk Refunds” link in the funds transfer options window.

(2) Select Event. To refund an event, select the appropriate event in the “ Select
Event for Refund” box and click the “Refund” button.

(3) Check Status. To check the status of arefunded event, look at the appropriate
event in the “View Refund Request Status Details’” box.

(@) Review Bulk Refund Exceptions Report. Although the status of arefund
request may indicate “ Processed Successfully”, the Disbursing Officer and MWR Officer must
review the Bulk Refund Exceptions Report to ensure that all transactions were refunded.

(b) Visitor Cards. Purchases made with visitor cards, which do not have a strip
(Navy/Marine Cash) account associated with them, will always be listed on the Bulk Refund
Exceptions Report and must be refunded individually at the Disbursing Application (see
paragraph 8.4.10 and the “ Chip Purchase Refund” selecting a specific event).
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f. Bulk Refund Reports.

(1) Bulk Refund Exceptions Report. The bulk refund procedure will generate a
Bulk Refund Exceptions Report for transactions that it cannot refund, for example, purchases
made with visitor cards or transactions that have already been refunded individually. This report
will be placed automatically in the reports directory “ Q:\files\navydata\report\ship\bulkrefund”.
On the Disbursing Application workstation or laptop, the report can be found in the
S:\files\navydata\report directory, which maps to the Q:\files\navydata\report directory on the
Navy Cash server. The “ Shore Reports’ folder (icon) on the Disbursing Application desktop
provides a short cut to the shore report directory.

(2) Merchant Reports. Merchant daily and monthly reports will group sales
transaction data by event codes if one or more have been created (and used) for any “events’
within amerchant’s sales, for example, a concert, golf tournament, cruise book, flower sales. If
no event codes were indicated during sales, all sales transactions will be reported together.
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8.4.13 Deposit Cash or Check to Strip

a. A cardholder can plus up or deposit value directly to his or her Navy Cash (strip)
account at the disbursing office with a check or cash.

(1) Clear aNegative Navy Cash Account Balance. For a cardholder with a negative
balance, afunds transfer directly to hisor her strip (Navy Cash) account provides an additional
option to clear the negative balance (see paragraph 8.8.1, Negative Navy Cash Balance). The
cardholder can provide cash to the Disbursing Officer (or a personal check if the Disbursing
Officer iswilling to accept it) in an amount sufficient to return the account balance to zero or a
positive amount.

(2) Automatic Representment. With automatic representment, if a cardholder’s
ACH transfer request at the K80 is returned for NSF, the ACH transaction will automatically be
presented up to two more times on successive pay days. Because Navy Cash access to a bank or
credit union account is blocked automatically when atransfer request is returned for NSF and a
Navy Cash account goes negative, a cardholder may opt to go to Disbursing to clear a negative
balance and unblock access. Just prior to initiating automatic representment, the Navy Cash
system ashore checks the account balance. If the account is no longer negative, i.e., the account
balanceis“zero” or positive, the transaction returned for Non Sufficient Funds (NSF) will not be
represented. With automatic representment, the majority of returned ACH transactions and
resulting negative balances will be handled automatically. However, the Disbursing Officer must
continue to review the Negative Balance and Returned Items Detail Reports on a daily basis and
collect on any negative balances not covered by automatic representment (see paragraph 8.8.1,
Negative Navy Cash Balance). If a cardholder’s Navy Cash account balance has gone negative
for areason other than NSF, if the transaction returned for NSF is under $5, or if there have been
two representments since the account went negative, the Disbursing Officer is responsible for
collecting on that debt.

(3) The Disbursing Officer should ensure the cardholder’s Navy Cash accessto his
or her bank or credit union account ashore remains blocked until the negative balance is cleared.

b. To access the cardholder’ s strip account and add value, the Disbursing Officer clicks
on the “ Deposit Cash or Check to Strip” link in the funds transfer options window.

c. To search for the appropriate Navy Cash (strip) account:

(1) If the cardholder’s Navy Cash card is not available, the Disbursing Officer
enters the cardholder’s SSN or MasterCard card number or the cardholder’ s last name or the
initial letter or letters of the last name in the “ Card not Present” box and then clicks the “ Account
Search” button.

(2) If the cardholder’s Navy Cash card is available, the Disbursing Officer inserts
the card into the K22 and clicks the “Get Card Info” button in the “ Card Present” box.

(3) The Disbursing Application brings up the cardholder names associated with the
search criteria.

d. After verifying the cardholder’ s identity, the Disbursing Officer highlights the
correct name, and the cardholder’ s name and SSN are displayed in the “Member Profile’
window.
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e. The Disbursing Officer chooses the correct funding source, and specifies the deposit
amount requested by the cardholder.

(1) Check or Cash. The Disbursing Application displays two funding sources,
“Check” and “Cash”. When a cardholder is exchanging either a check or cash to plus up hisor
her Navy Cash (strip) account, “Cash” is selected as the funding source.

(2) Checksthat are exchanged for electronic credit on the Navy Cash Card will be
treated the same as cash within the Navy Cash system. These checks should be handled,
deposited, and reported in accordance with the Department of Defense Financial M anagement
Regulation (DODFMR) Volume 5.

(3) All transactions will be recorded automatically on the Navy Cash server and
added to the daily reports. In addition, al transactions will be recorded manually in accordance
with paragraph 8.4.14 on the Daily Cash Transaction Ledger, which shall be kept in the safe.

f. The Disbursing Officer clicks the “Process Deposit” button to initiate the deposit to
the cardholder’ s Navy Cash (strip) account.

g. The Disbursing Application asks the Disbursing Officer to verify the deposit amount
and the cardholder’ s name. The Disbursing Officer then clicksthe “Yes’ button to complete the

deposit.
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8.4.14 Daily Cash Transaction L edger

Note: A cardholder’s signatureisrequired only for a chip-to-cash transaction. Thisform
can be maintained electronically, provided all required signatures are obtained.
a. If acardholder uses cash (or check) to put monies on his or her card:
(1) InBlock 1, enter the date of the transaction.
(2) InBlock 2, enter the amount of the cash value added to the chip.

b. If acardholder converts electronic value on his or her card to cash:
(1) InBlock 1, enter the date of the transaction.

(2) InBlock 3, enter the amount of the cash value removed from the chip.

(3 InBlocks5 and 6, have the cardholder print and sign his or her name for the
amount of cash received.

c. If acardholder uses cash (or check) to put monies on his or her strip:

(1) InBlock 1, enter the date of the transaction.
(2) InBlock 4, enter the amount of the cash value added to the strip.

d. If acardholder isdeceased, injured, or an unauthorized absentee, a designated
officer, or an inventory board appointed by the Commanding Officer presents the Navy Cash
card, if available, to the Disbursing Officer. The Disbursing Officer will convert the electronic
value on the chip to cash and prepare an ex-cash check in the cardholder’ s name. Any amount

residing on the strip (Navy Cash) account should be pushed back to the cardholder’ s home bank
or credit union by sending a request to the Navy Cash CSU at JPMC.

(1) InBlock 1, enter the date of the transaction.
(2) InBlock 3, enter the cash value on the chip.
(3) InBlock 5, enter the ex-cash check number.

e. Close out the Daily Cash Transaction Ledger asfollows:
(1) Tota Column 2, and enter the amount in Block 7, Total Cash to Chip.
(2) Total Column 3, and enter the amount in Block 8, Total Chip to Cash.
(3) Tota Column 4, and enter the amount in Block 9, Total Cash to Strip

(4) InBlock 10, Net Sum for Chip Transactions, enter the difference between the
sum of Blocks 7 and 9 and Block 8.

(5) Thisvalue should be the value recorded as an increase to line 6.2A and a
decrease to line 6.9 of the DD 2657.

f. Eachindividua operator, e.g., Disbursing Officer, Deputy Disbursing Officer, agent
cashier, should use a separate Daily Cash Transaction Ledger. The completed Daily Cash
Transaction Ledger(s), along with the supporting Disbursing Accountability Summary Report
(DASR) and Disbursing Transactions Detail Report sorted by operator, shall be retained with
the balanced DD 2657.

g. A blank copy of the Daily Cash Transaction Ledger isincluded in paragraph 8.15.10.
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NAVY CASH® DAILY CASH TRANSACTION LEDGER

CHIP STRIP
DATE PRINT CARDHOLDER
@ CASH- CHIP- CASH- CARDHOLDER NAME SIGNATURE
TO-CHIP TO-CASH TO-STRIP @ @
@ © @

11/01/02 100.00
11/01/02 60.00
11/01/02 50.00
11/01/02 50.00
11/01/02 50.00
11/01/02 40.00
11/01/02 100.00
11/01/02 40.00
11/01/02 20.00

Total 260.00 90.00 160.00

@ ©) ©
TOTAL CASH- TOTAL CHIP- TOTAL CASH- NET SUM FOR CASH
TO-CHIP TO-CASH TO-STRIP TRANSACTIONS
$260.00 $90.00 $160.00 $330.00
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8.4.15 Resetting or Changing the PIN

Cardholders who elect to reset or change the PIN associated with their Navy Cash cards
would normally use the K80 and follow the screen prompts. To change aPIN at disbursing:

a. TheDisbursing Officer clicks on the “PIN Reset or Change” link in the Disbursing
Application.

b. The Disbursing Officer instructs the cardholder to insert the card into the K22 and
clicks on the “Get Chip Info” button. The Disbursing Officer must then verify the information
displayed and the cardholder’ s identity and ownership of the card.

c. TheDisbursing Officer then clicks the “ Submit” button to initiate the PIN change.

d. The cardholder then follows instructions on K22 and enters and reenters a new PIN.
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e. A pop-up window on the Disbursing Application screen will indicate PIN change
was successful.

f. If acardisblocked, it must be unblocked before the PIN can be changed (see
paragraph 8.4.17, Unblock Card).

8.4.16 ChangeCard Status

The “Change Card Status’ screen can be used to “activate” a new embossed permanent Navy
Cash card that has been delivered to the ship and to report a card that has been lost, stolen, or
damaged, or needs to be canceled.

a. Card Activation for Embossed Permanent Cards

For security reasons and to prevent fraud, embossed permanent Navy Cash cards are
delivered to the ship in a*“ pendactive’ status and must be activated before they will work.
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Occasionally, a cardholder will come to disbursing to report a card that no longer works, when,
in fact, the card has never been activated. For example, the cardholder may have been given a
new embossed permanent Navy Cash card just as he or she was leaving a previous ship, and the
card was not activated at the time. Because the card does not work, the cardholder will not be
able to do a ship check-in until the card has been activated.

(1) Cardholder Activates Card at K80 CashlessATM

(@ A cardholder can activate a new, “ pendactive” embossed permanent Navy
Cash card at the K80, aslong as there is no other active instant issue or embossed permanent
card associated with the account. If there is another active card, e.g., a card that is about to
expire, he or she must go to disbursing to have the card canceled before the new embossed
permanent card can be activated (see paragraph (2) below).

(b) The cardholder inserts the card into the K80 and enters the PIN when
requested. As soon asthe card’s PIN has been entered correctly and validated by the ship’s Navy
Cash server, the card’ s status is changed from “ pendactive” to “active’.

(c) The new embossed permanent Navy Cash card is now active and
immediately usable on the ship. Since the active status of the card will not be reported to JPMC
until the next end-of-day processing isinitiated, the card will not be usable ashore until the end-
of-day processing is completed between ship and shore.

(d) If the PIN isentered incorrectly three times or more, the card is blocked, and
the cardholder must report to disbursing to unblock the card.

(e) Oncethe card has been activated, the cardholder can change the PIN at the
K80 Cashless ATM. If the PIN is changed, the new PIN will be effective on ship immediately
and on shore after the next end-of-day processing is completed between ship and shore. In the
interim, the old PIN can be used ashore if necessary.

(2) Disbursing Activates Card at Disbursing Application

(8 Toactivate acard, the Disbursing Officer first clicks on the “Change Card
Status’ link from the Card Maintenance menu in the Disbursing Application.

(b) If the cardholder has an instant issue or embossed permanent card that is
about to expire, disbursing must first insert the card into the K22 and click on the “Get Card
Info” button so that card can be canceled before activating the new embossed permanent card.

(c) To provide quicker access to any funds remaining on the chip of the instant
issue or embossed permanent card, the cardholder can move the funds on the chip (electronic
purse) to the strip (Navy Cash account) using the K80 Cashless ATM before coming to
disbursing. Otherwise, the system will automatically do a chip-to-strip transfer to restore the
value on the chip when the Disbursing Officer clicks the “Update Card Status” button in the step
below, and the funds won't be available in the Navy Cash account until the next end-of-day
processing is completed between the ship and the shore.

(d) The Disbursing Application brings up the card ID number(s) associated with
the search criteria. After verifying the cardholder’ s identity and ownership of the card, the
Disbursing Officer selects the correct card in the “Cards Found” window, selects the “Canceled”
status in the “ Report Card Status’” window, and clicks “ Update Card Status” to initiate the
change in card status.
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(e) The Disbursing Officer must immediately destroy a canceled card in the
presence of the cardholder. Cards can be destroyed by cutting them up or shredding them. The
cardholder should sign the card issue log to document the destruction of the card.

(f) The Disbursing Officer then inserts the new embossed permanent Navy
Cash card into the K22 and clicks on the “Get Card Info” button.

(g) The Disbursing Officer selects the correct card in the “Cards Found”
window, selectsthe “active” statusin the “Report Card Status’ window, and clicks “Update Card
Status’ to initiate the change in card status.

(h) The new embossed permanent Navy Cash card is now active and
immediately usable on the ship. Since the active status of the card will not be reported to JPMC
until the next end-of-day processing isinitiated, the card will not be usable ashore until the end-
of-day processing between the ship and the shore is completed.

b. Reporting Embossed Permanent and | nstant |ssue Cards L ost, Stolen, Damaged, or
Canceled

(1) Lost, Stolen, or Damaged Cards. If a cardholder’s Navy Cash card islost,
stolen, or damaged, he or she must report to the disbursing office immediately so that the status
of the old card can be reported appropriately as“Lost”, “ Stolen”, or “Damaged” and a new card
can be issued.

(2) Canceled Cards. If acardholder is being discharged from the Navy or Marine
Corps (see paragraph 8.4.20) or no longer desiresto have a Navy/Marine Cash account or is
simply turning in an expiring card in order to pick up a new embossed permanent card, he or she
must report to the disbursing office to turn in and cancel his or her card.

(& Prior to reporting to the disbursing office, cardholders being discharged
from the service or otherwise closing their Navy/Marine Cash accounts should move all the
funds on their Navy/Marine Cash cards from the chip (electronic purse) and the strip (Navy/
Marine Cash account) back to their home bank or credit union accounts using the K80 Cashless
ATM. Alternatively, they may move al the funds on the strip to the chip and “cash out” the chip
at the disbursing office in accordance with paragraph 8.4.9.

(b) For cardholders being discharged or closing their accounts, the Disbursing
Officer must first verify that their Navy/Marine Cash card is empty before changing the card
status to “ Canceled”. For cardholders turning in an expiring card in order to pick up a new
embossed permanent card, the system will automatically start a chip-to-Navy Cash transfer on
the ship to restore the value on the chip (see below and paragraph 8.4.16.a.(2) above).

(3) The Disbursing Officer clicks on the “ Change Card Status’ link in the
Disbursing Application.

(4) If thecard is present

(@ The Disbursing Officer inserts the card into the K22 and clicks on the * Get
Card Info” button.

(b) The Disbursing Application brings up the card ID number(s) and associated
information. The cardholder’ s name is displayed but cannot be modified. After verifying the
cardholder’ s identity and ownership of the card, the Disbursing Officer selects the correct card in
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the “ Cards Found” window, selects the correct card status in the “ Report Card Status’ window,
and clicks “Update Card Status’ to initiate the change in card status.

(c) If thecard s statusis being changed to “Canceled”, the system will
automatically start achip to Navy/Marine Cash (strip) transfer. This allows the system to move
the exact amount on the chip to the individual’ s Navy/Marine Cash account on the ship. The
updated Navy/Marine Cash account balance will not be reflected on the shore until the next end-
of-day processing is completed between the ship and the shore.

Note: [If the cardholder has not checked in to the particular ship, hisor her Navy/Marine
Cash account balance cannot be displayed because the account balance information is not
available on the shipboard server. The account balance can only be displayed after the
individual cardholder hasdone a “ Ship Check In” at the K80 Cashless ATM and a subsequent
Navy Cash data transmission round trip has been completed.

(d) TheK22will require the cardholder to enter his PIN and click OK.

(e) The K22 will display the amount for credit and ask cardholder if amount is
correct. The cardholder will select either “OK” or “CLR”. If the cardholder chooses “ OK”, the
chip to Navy Cash transfer is completed and the card can be removed. If the cardholder chooses
“CLR”, the transaction will be rejected and cancelled, and the process will need to be repeated
for the correct amount.

(f) Document Destruction of Navy Cash Cards. The Disbursing Officer must
immediately destroy a canceled card, whether it is embossed permanent or instant issue, in the
presence of the cardholder and notify the CSU via phone or e-mail if an account is being closed.
Cards can be destroyed by cutting them up or shredding them. The cardholder should sign the
card issue log to document the destruction of the card (see paragraph 8.3.1, Custody of Navy
Cash Cards).

(5) If the card is not present (or the chip is damaged)

(@ The Disbursing Officer enters either the individual’s SSN, the MasterCard
number, or, for visitor cards, the card ID number (with just one criterion needed) and clicks the
“Card Search” button. The MasterCard number can be used to search when an instant issue card
is brought to the disbursing office and no one has signed the card, the chip is damaged and not
readable, or thereis no way to determine to whom the card belongs.

(b) The Disbursing Application brings up the card ID number(s) associated with
the search criteria

((2)) After verifying the cardholder’ s identity and ownership of the card, the
Disbursing Officer selects the correct card in the “ Cards Found” window, selects the correct card
statusin the “ Report Card Status’” window, and clicks “ Update Card Status’ to initiate the
changein card status.

((2)) When multiple card ID numbers match the search criteria, the
Disbursing Officer must carefully verify that the card selected is the correct card.

(c) If thecard sstatusis being changed to “Lost”, “ Stolen”, “Damaged”, or
“Canceled’, the system will automatically notify the shore-side when the next Navy Cash data
transmission occurs to do a chip to Navy Cash transfer to restore the value on the chip. The
balance that was on the chip at the close of the business day the card was reported lost, stolen, or
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damaged is transferred automatically by the shore-side to the cardholder’ s Navy/Marine Cash
account. This action will not be completed until the next end-of-day processing isinitiated from
the ship, and the updated Navy/Marine Cash account balance will not be reflected on the ship
until the end-of-day processing is completed between the ship and the shore.

(6) The system then changes the card’ s status, and the card is now “hotlisted” on
the ship. All the card readers on the ship, for example, the K22sin the ship’s store and post
office and the CADs in the vending machines, will be updated with this hotlist information
within five minutes, and, if the card isinserted into aK22 or CAD, the device will lock the card
from further use and actually render the chip permanently unusable.

(7) Sincethe hotlisted status of the card is not “reported” to JPMC until the next
end-of-day processing is initiated from the ship, the Disbursing Officer must also notify the CSU
that the card has been hotlisted. A telephone call isthe preferred way to notify the CSU, but e-
mail notification is also acceptable.

(8) Toissueareplacement card, the Disbursing Officer then clicks on the “Assign
Replacement Card” link in the Disbursing Application, which is described in paragraph 8.4.19.

c. Visitor Cards

(1) Reporting Lost, Stolen, or Damaged Visitor Cards

(@ If acardholder’s Navy Cash visitor card islost, stolen, or damaged, he or
she must report to the disbursing office immediately so that the status of the old card can be
reported appropriately as“Lost”, “ Stolen”, or “Damaged”, any unused value remaining on the
card can be restored, and a new card can be issued.

[ e (b) The Disbursing Officer must enter the
visitor card sequence number, which is printed on the lower
right of the back of the card, and click the “Card Search”

button in order for the system to bring up the correct card in the
“Cards Found” window. If the card islost or stolen, and the
cardholder has not recorded the card number, the Disbursing
Officer can refer to the Navy Cash Card Issue Log (see
paragraph 8.3.1). The log contains the last four digits of the
card number for instant issue and embossed permanent cards
and the entire card sequence number for visitor cards.

(c) After verifying the cardholder’ sidentity and ownership of the card (refer to
the Navy Cash Card Issue Log), the Disbursing Officer selects the correct card in the “ Cards
Found” window, selects the correct card status in the “Report Card Status’ window, and clicks
“Update Card Status’ to initiate the change in card status.

(d) Visitor cards are not normally canceled but should be cashed out and turned
in to disbursing when the visitor departs so that they can be reissued to another visitor.

(2) Restoring Value on Lost, Stolen, or Damaged Visitor Cards

(@ BecauseaNavy Cash Visitor Card is anonymous and does not have a Navy/
Marine Cash account associated with it, the funds that were on the chip cannot be moved
automatically from the chip to a Navy/Marine Cash strip account. There are three options
available to retrieve funds from the visitor card.
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(b) For each of these options, the Disbursing Officer must first change the card
status of the “old” visitor card to “Lost”, “ Stolen”, or “Damaged” as appropriate (see above).

(c) Move Fundsto Disbursing Office Navy Cash (Strip) Account. The
Disbursing Officer must provide the CSU the visitor card sequence number (from the lower right
corner of the back of the card or from the Navy Cash Card Issue Log). The CSU can then debit
the chip and credit the Disbursing Office Navy Cash (strip) merchant account. After the next
round trip, the Disbursing Officer can take the Disbursing Office merchant Navy Cash card to
the K80, move the funds from the strip to the chip. Then, he or she can either cash out the chip
and use the cash to fund a new visitor card; or cash out the chip and give the cardholder the cash;
or go to the K80 Cashless ATM and do a chip-to-chip transfer from the Disbursing Office
merchant card to a new visitor card.

(d) Move Fundsto Cardholder’s Navy Cash (Strip) Account. If the cardholder
has a Navy Cash account, the Disbursing Officer can provide the CSU the visitor card sequence
number (from the lower right corner of the back of the card or from the Navy Cash Card Issue
Log). The CSU can then debit the chip and credit the cardholder’s strip account. After the next
round trip, the cardholder can take his or her Navy Cash card to the K80 and move the funds
from the strip to the chip or back to his or her home bank or credit union account.

DK1 Curt Maple

Account 1234
AnneMaple Name
123 Pear Lane 15000000
Anyplace, VA 20000 i
PAY TO )
ORDER ¢ Depository $

DOLLARS

/

ANYPLACE BANK
Anyplace, VA 20000

ABA
Routing

Number Number Do not include the
For / check number.

Account

(e) Move Fundsto Cardholder’s Home Account. The CSU can “push” the funds
remaining on the chip to a specified bank or credit union account. To accomplish this, the
Disbursing Officer must forward the following information to the CSU via e-mail
(navycashcenter @ezpaymt.com). The CSU can debit the chip account and transfer the funds to
the bank or credit union account provided. The cardholder can fund a new visitor card by
exchanging a personal check or cash at the disbursing office.

e Card number (from the lower right corner of the back of the card or from the Navy Cash Card
Issue Log)
e Account number to which the funds should be transferred

e ABA (American Bankers Association) routing number for bank or credit union that holdsthe
account

e Name on the account. Thisisthe cardholder’ s name exactly asit is on the account, not the
name of the bank.
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8.4.17 Unblock Card

a. If acardholder’s Navy Cash card becomes blocked because they entered their PIN
incorrectly more than three times, he or she must report to the Disbursing Officer so that the
card can be unblocked.

b. The Disbursing Officer clicks on the “Unblock Card” link in the Disbursing
Application and enters either the individual’s SSN, the MasterCard number, or, for visitor cards,
the card 1D number (with just one criterion needed). The Disbursing Officer then clicks the
“Card Search” button.

c. The MasterCard number can be used to search when an instant issue card is brought
to the disbursing office and no one has signed the card, the chip is damaged and not readable, or
there is no way to determine to whom the card belongs.
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d. The Disbursing Application brings up the card ID number(s) associated with the
search criteria.

e. After verifying ownership of the Navy Cash card, the Disbursing Officer selects the
correct card, instructs the cardholder to insert the card into the K22, and clicks the “ Submit”
button to initiate unblocking the card.

f. The cardholder then follows instructions presented on the K22.

g. Successful unblocking of the card will be indicated on the Disbursing Application
screen. When a blocked card isinserted, the K22 may display the error codes “ Card
BlockedR09” or “Card BlockedRO9A”. R09 is displayed the first time a blocked card isinserted
into aK22, and RO9A is displayed each subsequent time the card isinserted. Experience has
shown that, when the error codes R09 or RO9A are encountered, several unblock attempts may
be required to successfully unblock the card. Disbursing personnel should attempt to unblock a
card several times before deciding to replace the card.

h. If acardholder entered his or her PIN incorrectly ten or more times prior to bringing
it to the disbursing office to be unblocked, the card becomes permanently blocked and must be
replaced as discussed in paragraph 8.4.19. If the K22 displays the error code “ Unusable
CardR7”, the card is permanently blocked, cannot be unblocked, and must be replaced.
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8.4.18 Card Report

a. Toview information on all chip transactions for a specific account, a Card Report
can be generated which displays a breakdown of all transactions that have occurred on a chip.

b. To generate the Card Report, the Disbursing Officer clicks on the Card Report link
in the Disbursing Application.

c. The Disbursing Officer then has the cardholder insert his or her card into the K22
and clicksthe “Get Chip Info” button. If the card is not available to be inserted, a search can be
created based on the prescribed search criteria. The Disbursing Officer must then identify the
appropriate account from the search results listing.

d. Once the account has been identified, the DISBO will select start and end dates for
the report and click on the generate button. Thiswill produce the report on screen. If a hardcopy
printout is required, simply click on the Print button and a paper report will be generated.
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8.4.19 Assign Replacement Card

a. If acardholder’s Navy Cash card islost, stolen, or damaged, he or she must report to
the Disbursing Officer so the status of the old card can be reported appropriately. Prior to
assigning areplacement card, either by issuing an instant issue Navy Cash card or by requesting
an embossed permanent Navy Cash card, the Disbursing Officer must update the status of the
lost, stolen, or damaged card in accordance with paragraph 8.4.16, Change Card Status. (Note:
Disbursing Officers shall only give out one card, either by issuing an instant issue card or by
requesting an embossed permanent card; they shall not do both.) Normally, an instant issue
Navy Cash card will be issued on the spot as a replacement card. In those few instances where
there is a need to request an embossed permanent Navy Cash card as a replacement card, a
visitor Navy Cash card can be issued to the cardholder to use until the embossed permanent card
isdelivered to the ship.
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(1) Visitor Navy Cash Cards. When deployed away from homeport for an extended
period, delivery of embossed permanent cards can take several weeks. Visitor cards can be used
for a short period without significant inconvenience until embossed permanent cards are
delivered to the ship. However, visitor cards are chip-only cards. They can only be used to make
purchases on board ship. They cannot be used to access a bank or credit union account ashore
from the K80 Cashless ATM on the ship and transfer money to the chip. They do not have a
magnetic strip. They cannot be used to pay for purchases ashore or to access commercial ATMs
off the ship. Visitor cards cannot be used to access Split Pay credited to a cardholder’ s Navy
Cash (strip) account from the K80. If necessary, for an individual already enrolled in Navy Cash
and waiting on delivery of an embossed permanent card, split pay can be transferred to the chip
on the visitor card using the Disbursing Application (see paragraph 8.4.8.e.(4)).

(2) Instant Issue Navy Cash Cards. Instant issue cards, on the other hand, provide
individualsimmediate access to all Navy Cash capabilities. A cardholder can, for example,
transfer funds at the K80 Cashless ATM on the ship to the chip or Navy Cash (strip) account
from abank or credit union account ashore. As soon as the account information ashore has been
updated with the new card number, which occurs when the next “round-trip” processing is
completed between ship and shore, a cardholder can access funds in the strip account at ATMsS
ashore or to pay for purchases at retail |ocations ashore.

b. Issuing a Replacement Card. To issue a replacement card, the Disbursing Officer
clicks on the “ Assign Replacement Card” link. To search for the appropriate card ID number for
the lost, stolen, or damaged card, the Disbursing Officer enters an individual’s SSN or selects an
appropriate merchant from the drop down menu and then clicks the “ Card Search” button.

c. The Disbursing Application brings up the card ID numbers associated with the
search criteria. The cardholder’ s name is displayed but cannot be modified. The Disbursing
Officer must verify the information displayed and the cardholder’ s identity and ownership of
the card. The Disbursing Officer then selects the card that is to be replaced in the “ Cards
Found” window.

d. Issue lnstant Issue Navy Cash Card As Replacement Card

(1) After selecting an instant issue Navy Cash card from the stock of spare cards,
the Disbursing Officer shall document issuing the card in the Navy Cash Card Issue Log,
recording the last four digits of the card number, name and last four digits of the SSN of the card
owner, issue date, signature of the recipient, and the name and signature of the issuer (see
paragraph 8.3.1, Custody of Navy Cash Cards).

(2) The Disbursing Officer inserts the instant issue (generic) card into the K22 and
clicksthe “ Get Card Info” button.

(3) The Disbursing Application receives the card ID number from the K22, which it
then displays. The Disbursing Officer then clicks the “Request New Card” button, which assigns
the instant issue card to the account and activates the card.

(@ Oncetheinstant issue card has been assigned to the account (activated), it
can be used on board the ship immediately. Any funds available in the strip (Navy Cash) account
can be transferred to the chip for use on the ship, and any funds remaining on the chip of the lost,
stolen, or damaged card will be transferred to the strip account automatically when the next end-
of-day processing is completed between the ship and the shore (see paragraph 8.4.16.b).

NC SOP Ver 1.13 Chpt 8 Disbursing 8-51 14-Aug-09



(b) The new instant issue Navy Cash card cannot be used ashore until the
account information ashore has been updated with the new card number, which occurs when the
next “round-trip” processing is completed between the ship and the shore.

e. Reguest Embossed Permanent Card as Replacement Card

(1) To request an embossed permanent card as a replacement card, rather than
inserting a new instant issue Navy Cash card into the K22 and clicking the “ Get Card Info”
button, the Disbursing Officer simply clicks the “ Request New Card” button.

(2) The Disbursing Application will ask the Disbursing Officer to verify he or she
wants to assign (request) a new (replacement) card without assigning a generic (instant issue)
card. The Disbursing Officer then clicksthe “Yes’ button to create a request for a new embossed
permanent card without issuing an instant issue card.

(@ For security reasons and to prevent fraud, the new embossed permanent
Navy Cash card arrives on the ship in a*“pendactive” status and must be activated before it will
work (see paragraph 8.4.16.a, Card Activation).

(b) A cardholder can activate a new embossed permanent Navy Cash card at the
K80, aslong asthere is no other active card associated with the account. The Disbursing Officer
can activate the card at the Disbursing Application.

(3) If avigitor card isissued to the cardholder to use until the embossed permanent
card is delivered, the Disbursing Officer shall document issuing the visitor card in the Navy Cash
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Card Issue Log, recording the last four digits of the card number, name and last four digits of the
SSN of the card owner, issue date, signature of the recipient, and the name and signature of the
issuer.

(@) Viditor cards are chip-only cards. They are issued by the disbursing office
and are intended only to make purchases on the ship. They do not have a Navy Cash account
associated with them. They do not have a magnetic strip. They cannot be used for purchases
ashore or to access commercial ATMs off the ship.

(b) Visitor cards are reusable. The visitor card should be cashed out and turned
in when the embossed permanent Navy Cash card arrives so it can be reissued.

f. Navy Cardholder Issued Card Report. A report can be generated for instant issue
cards issued through the Disbursing Application at any time by selecting the “View Reports’
link in the Disbursing Application, clicking on “Navy Cardholder Issued Card Report” in the
“Operations Reports” window, filling in the start and end dates for the inclusive period, and
clicking on the “ Generate” button. The Navy Cardholder Issued Card Report lists by operator
ID the last four digits of the card numbers, name and last four digits of the SSN of the
cardholders, and issue dates for any cards issued during the period.

g. Deélivery of Cards. For security reasons and to prevent fraud, instant issue and
embossed permanent Navy Cash cards arrive on the ship in a*“ pendactive” status and must be
activated before they will work (see paragraphs 8.4.19.e and 8.4.16.a). If there are less than 10
cards being sent to a ship, they are sent viathe U.S. Postal Service (USPS) directly to the
individual cardholder. Shipments of 10 or more cards are FedEx’ ed to the Disbursing Officer
for further distribution to the individual cardholders. FedEx shipments can be tracked.
Navy/Marine Cash cards shipped via FedEx should arrive at the FISC Logistics Support Center
(LSC) about 10 business days after JPM C receives the enrollment data electronically. Contact
the ship’s Logistics Support Representative (L SR) to check the status of any card FedEx
shipments.

h. Unclaimed or Returned Navy/Marine Cash Cards. Any card received for an
individual who has left the ship should be forwarded to his or her next command. The ship’s
Post Office should not be “returning to the sender as undeliverable” Navy/Marine Cash cards
sent viaU.S. mail that are unclaimed or returned unopened.

(1) Unclaimed or Returned Navy Cash Cards. Cards mailed to Sailors who have left
the ship but are still in the Navy should be forwarded using the forwarding address |eft with the
ship’s Post Office during the check-out process. If the next command is not know or can’t be
identified or the individual was discharged from the service, the Disbursing Officer should
cancel and destroy the card (see paragraph 8.4.16, Change Card Status). The action taken should
be annotated on either the Bulk Navy Cash Card Log or the Navy Cash Card Issue Log. PIN
envelopes that are unclaimed or returned unopened should also be destroyed to avoid the expense
of forwarding them—individual cardholders can go to Disbursing when they receive the cards to
have the PIN reset using the Disbursing Application.

(2) Unclaimed or Returned Marine Cash Cards. Cards mailed to embarked Marines
who have |eft the ship should be turned over to Marine Disbursing on the ship. If thereisno
Marine Disbursing detachment, or if the Marines have disembarked, cards should be sent via
FedEx or UPS to the appropriate MEF Disbursing Office, | MEF for West Coast ships, || MEF
for East Coast ships, and |11 MEF for shipsin Japan.
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| MEF Disbursing Office Il MEF Disbursing Office Il MEF Disbursing Office

MARFORPAC MARFORLANT MARFORPAC

15th St, Bldg 1164, Rm 238 Bldg 10, McHugh Blvd Bldg 5741, Unit 38405

Camp Pendleton, CA 92055  Camp Lejeune, NC 28542 Camp Foster, Okinawa, Japan
(760) 725-5550 (910) 451-7807 FPO AP 96604-8405

011-81-611-745-7020
8.4.20 Closeor Suspend an Account Pending Transfer or Dischar ge?

a. Cash Out or Transfer Funds on Card. When a cardholder is being discharged from
the Navy or Marine Corps, transferring to an activity that does not have Navy/Marine Cash, or
no longer desires to have a Navy/Marine Cash account, he or she should move all the funds on
the Navy/Marine Cash card from the chip (electronic purse) and the strip (Navy/Marine Cash
account) back to his or her home bank or credit union account using the K80 Cashless ATM.
Alternatively, he or she may move all the funds on the strip to the chip and “cash out” the chip
at the disbursing office in accordance with paragraph 8.4.9.

b. Monitor Cardholder Transfer Dates. The disbursing office must work closely with
the personnel office to keep track of cardholders who will be leaving the ship within 30, 60, and
90 days, e.g., refer to the report of Prospective Gains and L osses and the Transfer Information
Sheet. To assist in monitoring transfer dates, the Disbursing Officer must ensure that the
projected “ Transfer Date” and “ Transfer Type” in each cardholder’s member profile is current
(see paragraph 8.4.22, Account Information Update).

(1) Shore Report. Based on the transfer dates in the member profiles, a shore report
will be generated when a cardholder’ s transfer is within a 30-day window. The shore report will
contain account balances and will serve as a notice to clear any negative balances before these
cardholders leave the ship.

(2) Transfer to Shore Command. The transfer dates in the member profiles will aso
be used to pull accounts of cardholders who have left the ship off the ship’s Navy Cash roster
and transfer these accounts to a“ shore command” roster. Once these accounts are transferred to
the shore command roster, a standard set of reports, including the daily Negative Balance Report
and Returned Items Detail Report, will be generated, so that any account activity can continue to
be monitored ashore and any negative account balances can continue to be pursued. Cardholders
transferred to the shore command will continue to appear on the ship’s daily reports for a
transition period of two weeks.

(3) Automatic Blocking of ACH Access and Suspending of Navy Cash Account.
When transferred to the shore command, a Navy Cash account is automatically suspended and
Navy Cash access to the bank or credit union account is automatically blocked. The cardholder
can still use any value remaining on the chip to purchase things on the ship. Blocking ACH
access only prevents Navy Cash access to bank and credit union accounts from the ship.
Suspending an account only prevents online ATM withdrawals and online PIN-based and
signature-based purchases ashore. However, the cardholder can still use the card for signature-
based purchases ashore, even when the Navy Cash account balance is negative, at merchants
who process transactions in an offline mode.
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c. 30 Days Prior to Transfer or Discharge

(1) Review Negative Balance Report. The Disbursing Officer should review the
daily Negative Balance Report on adaily basis and ensure cardholders within 30 days of transfer
or discharge are not listed on the report. The amount of any negative balance in a Navy/Marine
Cash account represents a debt to the U.S. Treasury funds pool. Even though the amount of that
debt is not part of hisor her accountability the Disbursing Officer is responsible for collecting on
that debt. There are several options available to accomplish this (see paragraph 8.8.1). The
Disbursing Officer should ensure that the cardholder’ s Navy Cash access to their home bank or
credit union account remains blocked until the negative balance is cleared (see paragraph 8.8.2).
Don’'t unblock access until the Navy/Marine Cash account balance is zero or positive.

(2) Prevent Unrecoverable Debt. The Disbursing Officer should make ajudgment
whether or not a negative balance condition is likely on a cardholder’ s Navy/Marine Cash
account, for example, from an NSF or other returned transaction, taking into account pending
transactions that have not yet been processed by the Navy Cash system.

(@) Eventhough acardholder’s ACH access will be blocked and Navy Cash
account will be suspended automatically based on the transfer date in the member profile, the
Disbursing Officer should evaluate the need to suspend the cardholder’ s Navy Cash account and
block ACH access manually when the cardholder is within 30 days of his or her actual departure
date to prevent an unrecoverable debt from being posted to Navy Cash. If necessary, the
Disbursing Officer can issue a*“ chip-only” visitor card for use on the ship until the cardholder
leaves the ship.

(b) Manual Blocking of ACH Access and Suspending of Navy Cash Account.
To suspend the cardholder’ s Navy Cash account manually, the Disbursing Officer can contact
the CSU via phone or e-mail and request that the cardholder’ s Navy/Marine Cash account be
suspended, which will prevent online ATM withdrawals and online PIN-based and signature-
based purchases ashore. The cardholder’ s Navy Cash access to their bank or credit union can
also be blocked, which will prevent ACH access to the home account from the ship. The
Disbursing Officer or authorized Disbursing Clerk can block access through either the
Disbursing Application or the Navy Cash Disbursing web site, or by sending arequest to the
CSU by phone or e-mail. Any updates to Navy Cash card access done through the Disbursing
Application are effective immediately on board the ship and will regulate any subsequent funds
transfer requests the cardholder attempts at the K80 Cashless ATM. Updates done through the
Navy Cash Center web site do not go into effect on board the ship until around trip is completed
between ship and shore. Updates done through the CSU do not go into effect on board the ship
until the CSU receives the information, processes the request, and around trip is completed
between ship and shore

(3) Stop Split Pay Option (SPO). The Disbursing Officer or Marine Admin Section
isresponsible for stopping a cardholder’s SPO at least 30 days before he or she leaves the ship.

d. PCS Transfer. Cardholders transferring PCS (Permanent Change of Station) should
be encouraged to keep their Navy/Marine Cash cards and accounts when they leave the ship,
particularly as more and more shipsin the fleet are equipped with Navy Cash. A Navy/Marine
Cash Debit MasterCard® does not expire until five years from the date of issue for cardsissued
after 24 September 2008 or three years from the date of issue for cards issued before 24
September 2008, so it will remain valid after an individual leaves the ship. If a cardholder’s next
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ship is Navy Cash equipped and his or her card is still valid, he or she can quickly get access to
all Navy Cash capabilities.

(1) Retain Navy/Marine Cash Account. If a cardholder electsto keep his or her
Navy/Marine Cash card and account, he or she should transfer any remaining funds from both
the chip and the strip as described above before leaving the ship.

(@ Automatic Blocking of Navy Cash ACH Access and Suspending of Navy
Cash Account

((1)) Based on thetransfer datesin the cardholder’s member profile, the
cardholder’ s Navy Cash account is pulled from the ship’s Navy Cash roster and transferred to the
shore command. At the same time, the Navy Cash account is suspended automatically and Navy
Cash ACH access to the bank or credit union account is blocked automatically.

((2)) Neither blocking Navy Cash access to bank and credit union accounts
nor suspending a Navy Cash account disables the chip on a Navy Cash card. The cardholder can
still use any value remaining on the chip to purchase things on the ship. Blocking ACH access
only prevents Navy Cash access to bank and credit union accounts from the ship. Suspending an
account only prevents online ATM withdrawals and online PIN-based and signature-based
purchases ashore. However, the cardholder can still use the card for signature-based purchases
ashore, even when the Navy Cash account balance is negative, at merchants who process
transactions in an offline mode.

((3)) The cardholder should then retain his or her Navy/Marine Cash card
until he or she reports to aNavy Cash equipped ship. Once on board the new ship, the cardholder
should complete a*“ Ship Check In” at aK80 CashlessATM.

(b) Automatic Unblocking of Navy Cash ACH Access and Unsuspending of
Navy Cash Account

((1)) Having retained his or her Navy/Marine Cash card and reported on
board the new ship, the cardholder must complete a*“ Ship Check In” at a K80 Cashless ATM.
Once the ship has complete the next end-of-day processing between ship and shore, the
cardholder’s Navy/Marine Cash account will be restored (unsuspended), which will allow online
ATM withdrawals and online PIN-based and signature-based purchases ashore, and the
cardholder’s Navy Cash access to the home bank or credit union will be unblocked, which
reinstates Navy Cash access to the account from the ship. Since end-of-day processing is
normally completed each day, the cardholder’s customer profile and full accessto Navy/Marine
Cash capabilities should be available the next day.

((2)) Navy Cash accessto a bank and credit union account ashore will be
unblocked automatically only if the ACH Decline Count in the cardholder’ s customer profileis
0,1, or 2 (set to 90, 91, or 92 after being transferred to the Shore Command from the previous
Navy Cash ship).

((3)) ACH Decline Count. The ACH decline count is used to prevent
cardholders from abusing the system. Navy Cash has established returned transaction thresholds.
Every time a cardholder posts an NSF transaction to the Navy Cash system, a*“ counter” records
the event. When a cardholder reaches alimit of three NSFs (ACH Decline Count of 3 or 93), the
ability to access his or her home bank or credit union account from the Navy Cash systemis
permanently blocked. Once Navy Cash ACH access is permanently blocked, the only way it can
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be restored is by authorized Disbursing Officer or Navy Cash Deputy action, either by
unblocking access through the Disbursing Application or the Navy Cash Center web site or by
sending arequest to the CSU.

(2) Close Navy/Marine Cash Account. If a cardholder elects not to keep his or her
Navy/Marine Cash card and account, he or she should transfer any remaining funds from both
the chip and the strip as described above before leaving the ship.

(@ Asapart of the checkout process, the cardholder should report to the
disbursing office (and Admin Section for the Marine Corps) to notify them that he or she wants
to close his or her Navy/Marine Cash account and to turnin his or her card.

(b) After verifying that the cardholder’ s Navy/Marine Cash card is empty, the
Disbursing Officer should change the card status to “ Canceled” in accordance with paragraph
8.4.16, Change Card Status.

(c) Thedisbursing office must then destroy, e.g., cut up or shred, the card in the
presence of the cardholder. The disbursing office should ensure the cardholder signs the card
issue log to document the destruction of the card. The disbursing office must also notify the CSU
via phone or e-mail to close the account.

e. Discharge from Service. Cardholders being discharged from the Navy and Marine
Corpswill be required to close their Navy/Marine Cash accounts and turn in their Navy/Marine
Cash cards in accordance with the basic procedures outlined above.

(1) Prior to the cardholder’ s discharge, the Disbursing Officer is responsible for
ensuring that al negative Navy Cash balance conditions are cleared and that minimal
possibilities exist for afuture negative balance condition.

(2) If acardholder iswithin the final 30 days of being discharged from the Navy or
Marine Corps and has a negative Navy Cash balance, the Disbursing Officer’sonly optionisto
post a“DS01” indebtedness, Company Code D411179, to the cardholder’s military pay account
prior to the cardholder’ s separation date (see paragraph 8.8.1).

f. Disposition of Navy Cash Cards. If at all possible, the Disbursing Officer must
recover embossed permanent and instant issue Navy Cash cards from individuals who are
closing their Navy Cash accounts and cancel (see paragraph 8.4.16, Change Card Status) and
destroy the cards in the presence of the cardholder. The cardholder should sign the card issue
log to document the destruction of the card (see paragraph 8.3.1, Custody of Navy Cash Cards).
Visitor cards must also be recovered from anyone leaving the ship, so they can be reissued to
another visitor.
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8.4.21 Account Enrollment

a. Toopen aNavy Cash account, a person must be enrolled in the program. To enrall,
he or she must fill out and sign an enrollment form and report to the disbursing officeto turnin
the form. The Disbursing Officer shall verify the ABA or routing number and the account
number recorded on the form. A sample Navy Cash enrollment formisincluded at Appendix F.

(1) Split Pay Option (SPO). Individuals who elect SPO can have a portion of their
pay sent directly to their Navy Cash accounts each payday.

(@ Enrolling in Navy Cash and signing up for SPO are two separate actions.
Signing up for SPO (see paragraph 8.4.34) does not automatically enroll an individual in Navy
Cash; conversely, enrolling in Navy Cash does not automatically sign an individual up for SPO.

(b) To prevent SPO payroll payments from being rejected, the Disbursing
Officer must ensure that individuals are enrolled in Navy Cash and their Navy Cash accounts are
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open before they sign up for SPO and that the name on the SPO enrollment form matches the
name on the Navy Cash enrollment form.

(c) Should JIPMC be forced to reject SPO payroll payments, e.g., for individuals
who do not have Navy Cash accounts or whose names do not match , the funds must be returned
to DFAS Cleveland to be credited to the individuals Master Military Pay Accounts (MMPAS),
which creates additional workload for the Disbursing Officer (see paragraph 8.4.34) and
significantly delays receipt of SPO payroll amounts by these individuals.

(2) Instant Issue Navy Cash Card. Normally, instant issue cards are issued to
personnel newly enrolling in Navy Cash. Once the instant issue card has been assigned to the
account (activated), funds can be loaded on the chip at the Disbursing Office and used on board
the ship immediately. The new enrollment itself will not be reflected on the ship until the new
account is established ashore and the new account information is updated on the ship, which
occurs when the next round-trip processing is completed between ship and shore. Once the round
trip is completed and the new account is established ashore and on the ship, the instant issue card
provides access to all Navy Cash capabilities. A cardholder can, for example, transfer funds at
the K80 Cashless ATM on the ship to the chip or Navy Cash (strip) account from a bank or
credit union account ashore and access funds in the strip account at ATMs ashore or to pay for
purchases at retail locations ashore.

(3) Embossed Permanent Navy Cash Card. Again, the Disbursing Officer will
normally issue an instant issue Navy Cash card on the spot to new personnel enrolling in Navy
Cash. If thereis a need to request an embossed permanent Navy Cash card as a part of the
enrollment process, a visitor Navy Cash card can be issued to the new cardholder to use until the
embossed permanent card is delivered to the ship. When deployed away from homeport for an
extended period, delivery of embossed permanent Navy Cash cards can take several weeks.
Visitor cards can be used for a short period without significant inconvenience until embossed
permanent cards are delivered to the ship. However, visitor cards are chip-only cards. They can
only be used to make purchases on board ship. They cannot be used to access a bank or credit
union account ashore from the K80 Cashless ATM on the ship and transfer money to the chip.
They do not have a magnetic strip. They cannot be used to pay for purchases ashore or to access
commercial ATMs off the ship. Visitor cards cannot be used to access Split Pay credited to a
cardholder’s Navy Cash (strip) account from the K80 Cashless ATM. If necessary, for an
individual already enrolled in Navy Cash and waiting on delivery of an embossed permanent
card, split pay can be transferred to the chip on the visitor card using the Disbursing Application
(see paragraph 8.4.8).

b. All authorized military personnel who request Navy Cash privileges and enroll in
Navy Cash consent in writing, using the Navy Cash enrollment form, to immediate collection
against their pay for the face value of or resulting negative Navy Cash account balance due the
U.S. Treasury funds pool from all dishonored transactions returned for Non Sufficient Funds
(NSF), closed accounts, inaccurate account information, or any other return reason. With this
procedure, dishonored transactions will not become a delinquent debt; therefore, thereis no
authority to assess a service charge (Reference DOD FMR, Volume 5, Chapter 4).

c. Toenroll aperson, the Disbursing Officer clicks on the “New Account Enrollment”
link in the Disbursing Application and enters the enrollment information into the on-screen
enrollment form. If arequired field isnot filled in, the application will prompt the Disbursing
Officer for the missing information. Required blocks are indicated with an asterisk (*). Some
guidance for completing the enroliment fieldsis provided in the following subparagraphs.
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(1) General Guidance. Use only letters and numbersin all fields of the “New
Account Enrollment” screen. Do not use any commas, dashes, parentheses, periods, and special
charactersin any of the enrollment fields.

(2) Middlelnitial. Thisisaone character field. It should then be left blank when the
person being enrolled does not have amiddleinitial.

(3) Address. Personnel stationed aboard ship should use the ship’s mailing address,
entering the ship’s name in address line 1. To make sorting cards mailed to ships easier,
personnel stationed aboard ship should include their assigned division in address line 2.

DK1Curt Maple

Account 1234
AnneMaple Name
123 Pear Lane 15060000
Anyplace, VA 20000 i
PAY TO )
ORDER ¢ Depository $
DOLLARS

ABA
Routing

Number Number Do not include the
For / check number.

ANYPLACE BANK
Anyplace, VA 20000

Account

(4) Bank Account Name. Enter the name of the person being enrolled asit appears
on hisor her account or check, not the name of the bank (depository name).

(5) ABA Routing Number and Account Number. The Disbursing Officer shall
verify the ABA or routing number and the account number.

(6) If either abank account name, ABA routing number, or account number is
entered, they must all be entered. If any one of these is missing, an error message will appear. If
the Navy Federal Credit Union ABA routing number is entered, the system will check to seeiif
the account number is a Share Savings account, that is, the eighth and ninth positions of the
account number are zero, in which case an error message will be displayed.

(7) Account Type. For “Account Type”, use the selections in the drop down box to
indicate whether the account the cardholder is associating with his or her Navy Cash account isa
“Checking” or “Savings’ account.

(@ Personal Checks. For contingency planning purposes, al crew members
should be encouraged to associate an account that supports writing of personal checksif at all
possible. Prior to an extended or overseas deployment, notify al crewmembers via POD notes
or e-mails to have a minimum number of personal checks available on board ship to usein the
event Navy Cash isat or near complete mission failure for an extended period of time.

(b) ATM, Debit, or Check Cards. Again, for contingency planning purposes, all
crew members should be encouraged to have the ATM, debit, or check card issued by their bank
or credit union available on board ship. Many ports Navy ships visit have an extensive ATM
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infrastructure available where the crew can obtain the local currency they need on liberty in the
event Navy Cash isat or near complete mission failure

d. Enroll and Issue Instant |ssue Navy Cash Card

(1) After selecting an instant issue Navy Cash card from the stock of spare cards,
the Disbursing Officer shall document issuing the card in the Navy Cash Card Issue Log,
recording the last four digits of the card number, name and last four digits of the SSN of the card
owner, issue date, signature of the recipient, and the name and signature of the issuer (see
paragraph 8.3.1, Custody of Navy Cash Cards).

(2) The Disbursing Officer inserts the new instant issue card into the K22 and clicks
the “Get Card Info” button.

(3) Thecard ID number of the newly issued card will be displayed in the “ Generic
Card #” window if the card is unassigned. Otherwise, the current assignment status will be
displayed, and another instant issue card must be used from stock.

(4) The Disbursing Officer then clicks the “Submit” button to initiate enrollment of
anew account holder in Navy Cash, assign the instant issue Navy Cash card to the account, and
activate the card.

(5 Again, once theinstant issue card has been assigned to the account (activated),
funds can be loaded on the chip at the Disbursing Office and used on board the ship immediately.
Once the next round trip is completed and the new account is established ashore and on the ship,
the instant issue card provides access to all Navy Cash capabilities, both on the ship and ashore.

e. Enroll and Request Embossed Permanent Navy Cash Card

(1) Torequest an embossed permanent card when enrolling an individual, rather
than inserting a new instant issue card into the K22 and clicking the “ Get Card Info” button, the
Disbursing Officer ssimply clicks the “Submit” button to initiate enrollment of a new account
holder in Navy Cash.

(2) The Disbursing Application will ask the Disbursing Officer to verify he or she
wants to enroll an individual without assigning a generic (instant issue) card. The Disbursing
Officer then clicksthe “Yes” button to create arequest for a new embossed permanent card
without issuing an instant issue card. If an embossed permanent card is requested as a part of the
enrollment process, the new enrollee will have to wait to receive the new card in the mail. A
visitor Navy Cash card can be issued to the new enrollee to use until the embossed permanent
card is delivered to the ship.

(8 For security reasons and to prevent fraud, the new embossed permanent
Navy Cash card arrives on the ship in a*“pendactive” status and must be activated before it will
work (see paragraph 8.4.16.a, Card Activation).

(b) A cardholder can activate a new embossed permanent Navy Cash card at the
K80, aslong as there is no other active card associated with the account. The Disbursing Officer
can activate the card at the Disbursing Application.

(3) If avisitor card isissued to use until the embossed permanent card is delivered,
the Disbursing Officer shall document issuing the visitor card in the Navy Cash Card Issue Log,
recording the last four digits of the card number, name and last four digits of the SSN of the card
owner, issue date, signature of the recipient, and the name and signature of the issuer.
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(@) Vigitor cards are chip-only cards. They are issued by the disbursing office
and are intended only to make purchases on the ship. They do not have a Navy Cash account
associated with them. They do not have a magnetic strip. They cannot be used for purchases
ashore or to access commercial ATMs off the ship.

(b) Visitor cards are reusable. The visitor card should be cashed out and turned
in when the embossed permanent Navy Cash card arrive so it can be reissued.

f. Navy Cardholder Issued Card Report. A report can be generated for instant issue
cards issued through the Disbursing Application at any time by selecting the “View Reports’
link in the Disbursing Application, clicking on “Navy Cardholder Issued Card Report” in the
“Qperations Reports’ window, filling in the start and end dates for the inclusive period, and
clicking on the “ Generate” button. The Navy Cardholder Issued Card Report lists by operator
ID thelast four digits of the card numbers, name and last four digits of the SSN of the
cardholders, and issue dates for any cards issued during the period.
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g. Forward Signed Enrollment Forms to JPMC. The hardcopy enrollment form, signed
by the individual, must be sent via FedEx or UPS or other traceable means to the Treasury
Financial Agent, JPMorgan Chase (JPMC). Enrollment forms contain sensitive personal
information and must not be mailed viathe U.S. Postal Service (USPS).

(1) Double-pack al forms, with the JPM C address below on each envelope/
package, to protect against possible damage during the shipping and handling process.

JPMorgan Chase

Document Processing Services

Attention: Phyllis Smith

300 N King Street, Mail Stop DE 1404

Wilmington, DE 19801

(302) 282-2176 (Please use this number only for FedEx, UPS, etc. packages)

(2) Sendan e-mail notification to the JPMC Scanning Operations representatives
listed below for each package of enrollment forms sent. Include the following information in the
e-mail: date package was sent, number of enrollment forms in package, carrier name (e.g.,
FedEx, UPS etc.), and the ship’s name and Point Of Contact (POC) on the ship.

phyllis.d.smith@chase.com
yusef.allen@chase.com
robin.herbus@chase.com

(3) Enrollment forms may be imaged and kept on file by JIPMC, the Treasury
Financial Agent. The electronic image shall be considered the legal equivalent of the original.

(4) If there are any questions, contact the CSU at navycashcenter @ezpaymt.com or
1-866-6NavyCash (662-8922).

(5) Retain Copy of Signed Enrollment Forms On Board. A copy of each enrollment
form, signed by the individual, shall be maintained on board ship for reference. Enrollment
forms can be purged three years from the date of signature, unless the individual is still on the
ship.

h. Definition of terms:
Title = rank, rate, or title, for example, OS2, LT, Mr., Ms.
Phone = home phone number
Pay Grade = E1-E9, 01-010

Address = address to which the embossed permanent Navy Cash card should be
mailed. Normally, the ship’s address for personnel stationed aboard ship. Members of
ship’s company should include their assigned division on line 2 of the address block
on the enrollment form when they enroll. To make it easier to track down individuals
who are not part of ship’s company, they should include their company name or
command name on line 2 of the address block.

Generic Card # = card number on Navy Cash Card taken from the stock of cards held
by the Disbursing Officer (see paragraph 8.3.1, Custody of Navy Cash Cards).

The following information can be found on a personal check or deposit slip
associated with a cardholder’s Direct Deposit Account.
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ABA = transit routing number or bank routing indicator—the first nine numbersin
the micro line (MICR) at the bottom of a check or savings account deposit dlip.

Account No = aslisted on check in the remaining numbers of the micro line (MICR)
or savings account deposit dlip.

Account Name = Name of the individual as listed on check or deposit dlip.

i. Déelivery of Cards. If there are less than 10 cards being sent to a ship, they are sent
viathe U.S. Postal Service (USPS) directly to the individual cardholder. Shipments of 10 or
more cards are FedEx’ ed to the Disbursing Officer for further distribution to the individual
cardholders. FedEx shipments can be tracked. Navy/Marine Cash cards shipped via FedEx
should arrive at the FISC L ogistics Support Center (L SC) about 10 business days after PMC
receives the enrollment data electronically. Contact the ship’s Logistics Support Representative
(LSR) to check the status of any card FedEx shipments.
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8.4.22 Account Information Update

a. To update his or her account information, for example, to change to a new bank and
credit union, the cardholder or Navy Cash merchant can report to the Disbursing Office.

b. The Disbursing Officer clicks on the “ Account Information Update” link.

c. Account information is stored in a cardholder’s member profile. To search for the
appropriate “Member Profile”:

(1) If the cardholder’s Navy Cash card is not available, the Disbursing Officer
enters the cardholder’s SSN (or selects an appropriate merchant from the drop down menu) or
enters the cardholder’ s last name or the initial letter or letters of the last name in the “Card not
Present” box and then clicks the “ Account Search” button. When multiple card ID numbers
match the search criteria, the Disbursing Officer must carefully verify that the card selected isthe
correct card.

(2) If the cardholder’s Navy Cash card is available, the Disbursing Officer inserts
the card into the K22 and clicks the “Get Card Info” button in the “ Card Present” box.

(3) The Disbursing Application brings up the cardholder names associated with the
search criteria.

d. After verifying the cardholder’ s identity, the Disbursing Officer highlights the
correct name, and the current account information is displayed in the “Member Profile” and
“Bank Account Information” windows.

e. Name Change. Changes to the cardholder’ sfirst or last name or middle initial, for
example, to correct amisspelling or to change alast name to reflect a marriage or divorce, will
automatically update the cardholder’ s member profile in the Navy Cash system and in the Navy
Cash card management system ashore. Keep in mind that, to avoid failed SPO payrall
payments, a cardholder’ s name in their member profile in Navy Cash must match their namein
their Master Military Pay Account (MMPA). Updating a cardholder’ s name in their member
profile will not generate an automatic request for a replacement Navy Cash card.

(1) Replacement Cards. A cardholder who is currently using an instant issue Navy
Cash card will continue to use the same card — areplacement card is not needed. A cardholder
who is using an embossed permanent Navy Cash card can continue to use the same card, as long
as the misspelling or name change is considered minor. Because Navy Cash cards are relatively
expensive, the cardholder and the Disbursing Officer should decide jointly whether or not a
replacement card is genuinely necessary. Name changes due to major misspellings or marriage or
divorce would, of course, warrant a replacement card.

(2) Prior toissuing areplacement card (see paragraph 8.4.19, Assign Replacement
Card), the Disbursing Officer must cancel the old card (see paragraph 8.4.16, Change Card
Status.

(3) Instant Issue Navy Cash Card. Normally, an instant issue card will be issued on
the spot as a replacement for an embossed permanent card. To provide quicker access to any
funds remaining on the chip of the old embossed permanent card, the cardholder can move the
funds on the chip to the strip using the K80 Cashless ATM before coming to Disbursing.
Otherwise, the system will automatically do a chip-to-strip transfer to restore the value on the
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chip when the card is canceled, and the funds won't be available in the Navy Cash account until
the next round-trip processing is completed between ship and shore.

(4) Embossed Permanent Navy Cash Card. If there is aneed, an embossed
permanent Navy Cash card can be requested. A visitor Navy Cash card can be issued to the
cardholder to use until the embossed permanent card is delivered to the ship.

(8 Viditor cards are chip-only cards. They areissued by the disbursing office
and are intended only to make purchases on the ship. They do not have a Navy Cash account
associated with them. They do not have a magnetic strip. They cannot be used for purchases
ashore or to access commercial ATMs off the ship.

(b) For security reasons and to prevent fraud, the new embossed permanent
Navy Cash card arrives on the ship in a“pendactive” status and must be activated before it will
work (see paragraph 8.4.16.a, Card Activation).

f. Transfer Type and Date

(1) Thedisbursing office must work closely with the personnel office to keep track
of cardholders who will be leaving the ship within 30, 60, and 90 days (see paragraph 8.4.20,
Close or Suspend an Account Pending Transfer or Discharge?). To assist in monitoring transfer
dates, the Disbursing Officer should ensure that the projected “ Transfer Date” and “ Transfer
Type” in each cardholder’ s member profileis current. For “ Transfer Type”, use the selectionsin
the drop down box to indicate whether the transfer is a“ Transfer of Command”, in which the
cardholder is transferring to a new ship or shore command, or a“Separation”, in which the
cardholder isleaving the Navy.

(2) Based on thetransfer datesin the member profiles, a shore report will be
generated when a cardholder’ s transfer is within a 30-day window. The shore report will contain
account balances and will serve as a notice to clear any negative balances before these
cardholders leave the ship.

(3) Transfer to Shore Command. The transfer dates in the member profiles will also
be used to pull accounts of cardholders who have left the ship off the ship’s Navy Cash roster
and transfer these accounts to a“shore” command. Once these accounts are transferred to the
shore command, a standard set of reports, including the daily Negative Balance Report and
Returned Items Detail Report, will continue to be generated, so that any account activity can be
monitored ashore and any negative account balances can continue to be pursued.

(4) Automatic Blocking of Navy Cash ACH Access and Suspending of Navy Cash
Account. As soon as they are transferred to the shore command, Navy Cash accounts are
suspended automatically and Navy Cash access to bank and credit union accountsis blocked
automatically. Blocking access prevents Navy Cash access to bank and credit union accounts
from the ship. Suspending an account prevents online ATM withdrawals and online PIN-based
and signature-based purchases ashore. The cardholder can still use the value on the chip to
purchase things on the ship. The cardholder can still use the card for signature-based purchases
ashore, even when the Navy Cash account balance is negative, at merchants who process
transactions in an offline mode.

g. For Cardholders with Negative Navy Cash Account Balances

(1) Navy Cash Card Limits. Reducing the maximum amount that can be transferred
from a bank or credit union account ashore and/or reducing the maximum amount that can be
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loaded on the chip are options available to discipline a cardholder who continues to have
problems with negative account balances (see Appendix L, Guidelines for Negative Account
Balances). Any updates to these card limits are effective immediately on board the ship and will
regulate any subsequent funds transfer requests the cardholder attempts at the K80 Cashless
ATM. To change card limits, enter anew limit in the “Chip Load Limit” block and/or “DDA
Account to Navy Cash Transfer Amount”. For cardholders, the maximum chip load limit is
$1,000, and the maximum DDA (home bank or credit union) account to Navy Cash transfer
amount is $400 per day. For merchants, the maximum chip load limit is $50,000 for Navy Cash
cards issued after 24 September 2008 and $9,999.99 for Navy Cash cards issued before 24
September 2008, and the maximum DDA account to Navy Cash transfer amount is $5,000 per

day.

(2) Blocking Accessto Bank and Credit Union Accounts Ashore. Blocking Navy
Cash access is an option available to discipline a cardholder who continues to have problems
with negative account balance. Any updates to block Navy Cash access are effective
immediately on board the ship and will regulate any subsequent funds transfer requests the
cardholder attempts at the K80 Cashless ATM. To block account access, click on the “Block
Account Request” button.

(3) Negative Balance Notification at K80 Cashless ATM. When cardholders Navy
Cash (strip) account balance is negative, a message will be displayed on the K80 CashlessATM
after they enter their PIN notifying them that the account is negative and asking them to go to
Disbursing to arrange to clear their negative balance. With automatic representment, transactions
returned for Non Sufficient Funds (NSF) will normally be cleared automatically on the next pay
day when the transaction is represented (see paragraph 8.8.1.d for the characteristics and
limitations of automatic representment).

(4) Guidelinesfor Negative Account Balances. Appendix L provides
recommendations for taking action in the case of a cardholder whose Navy Cash account balance
is negative. These guidelines are based on the number of times a cardholder’ s account has gone
negative and are listed in order of severity, from |least severe to most severe. These guidelines are
offered as suggestions only; the actual action taken is at the discretion of the cardholder’s chain
of command.

(5) Unblocking Accessto Bank and Credit Union Accounts Ashore. Once a
cardholder’ s negative account balance has been cleared, click on the “Unblock Account” button.

(@ ACH Decline Count. The ACH decline count is used to prevent cardholders
from abusing the system and would not normally be reset. Navy Cash has established returned
transaction thresholds. Every time a cardholder posts an NSF transaction to the Navy Cash
system, a“counter” records the event. When a cardholder reaches a limit of three NSFs, the
ability to access hisor her DDA account from the Navy Cash system is permanently blocked.

(b) Once Navy Cash access is permanently blocked, the only way it can be
restored is by authorized Disbursing Officer or Disbursing Clerk action, either by unblocking
access through the Disbursing Application or the Navy Cash Center web site or by sending a
request to the CSU.

(c) Thefollowing summarizes ACH decline counts. For a more complete
description of “ACH Allowed” and “ACH Decline Count” flags and codes, see paragraph 8.8.2,
Blocking and Unblocking Access to Home Accounts.
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0,1,2,3 Number of ACH returnsfor NSF Allow unblock

90,91, Blocked on transfer Allow unblock
92,93 Previousvaue0,1,2,3

95 No linked account information Allow unblock if bank or credit union
provided during enrollment account and ABA numbers updated

96 Unacceptable NFCU account provided  Allow unblock if account number updated

97 Technical error processing account Allow unblock if error corrected

98 Return other than NSF, e.g., invalid Allow unblock if bank or credit union
account number account and ABA numbers updated

99 Manually blocked by disbursing Allow unblock

(6) Dalily Blocked Account Report. This shore report lists al cardholders whose
access to their linked bank or credit union account is blocked. The report includes cardholders
first and last name, the last four of their SSN, their account number, and their decline count. The
Disbursing Officer should review the Daily Blocked Account Report on adaily basis. The report
will make it easier for disbursing to research the cause when cardholders find that they do not
have access to their linked bank or credit union account at the Cashless ATM (K80). Cardholders
who appear on the report because of unacceptable or invalid account information (decline counts
96 or 98) should be contacted so they can update their home bank or credit union account
information (see paragraph h below).

(7) Again, any updates to Navy Cash access done through the Disbursing
Application are effective immediately on board ship and will regulate any subsequent transfer
requests the cardholder attempts at the K80. Updates done through the Navy Cash Center web
site do not go into effect on board ship until around trip is completed between ship and shore.
Updates done through the CSU do not go into effect on board the ship until the CSU receives the
information, processes the request, and around trip is completed between ship and shore.

(8) Blocking access only prevents Navy Cash access to bank and credit union
accounts from the ship. The cardholder can still use the card for signature-based purchases
ashore, even when the Navy Cash account balance is negative, at merchants who process
transactions in an offline mode. Suspending an account (see paragraph 8.4.20.c) only prevents
online ATM withdrawals and online PIN-based and signature-based purchases ashore. Neither
blocking Navy Cash access to bank and credit union accounts nor suspending a Navy cash
account disables the chip on a Navy Cash card; the individual can still use the value on the chip
to purchase things on the ship.

h. Bank Account Information. For “Customer Type’, indicate whether the account the
cardholder is associating with his or her Navy Cash account isa“ Consumer” or “Business’
account. Generally, individual cardholders will have “ Consumer” accounts. A Navy Cash
merchant, on the other hand, may have opened a“Business’ account. For “Bank Account
Type’, use the selections in the drop down box to indicate whether the account the cardholder is
associating with his or her Navy Cash account isa*“ Checking” or “ Savings’ account.

(1) Personal Checks. For contingency planning purposes, all crew members should
be encouraged to associate an account that supports writing of personal checksif at al possible.
Prior to an extended or overseas deployment, notify all crewmembers via POD notes or e-mails
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to have a minimum number of personal checks available on board ship to use in the event Navy
Cash isat or near complete mission failure for an extended period of time.

(2) ATM or Debit Cards. Again, for contingency planning purposes, all crew
members should be encouraged to have the ATM or debit card issued by their bank or credit
union available on board ship. Many ports Navy ships visit have an extensive ATM
infrastructure available where the crew can obtain the local currency they need on liberty in the
event Navy Cash isat or near complete mission failure.

i. Oncethe appropriate updates to the cardholder’ s account information have been
completed, the Disbursing Officer clicks on the “ Account Update” button to initiate the
changes. Any updates are effective in the local database on board the ship immediately and are

effective in the database ashore as soon as the end-of-day round trip is completed between ship
and shore.
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8.4.23 Note Maintenance

a. A “Note” isamemo internal to Navy Cash that is stored in a cardholder’ s member
profile. “Disbursing Notifications’ notes are sent by the Navy Cash shore side primarily to
notify the ship of any replication conflicts between ship and shore. On board the ship, the “Note
Maintenance” function enables the disbursing office to view the notes stored in member profiles
and to add notesto log efforts to clear negative balances. The ability to add notes can be used to
both coordinate actions taken within the disbursing office to clear negative balances and to
document those actions for the chain of command or auditors. Initially, the only “Note Type’
that can be generated on the ship is a“ Negative Balance” note.

b. Toview or add a note, the Disbursing Officer clicks on the “Note Maintenance” link.
If the “View Disbursing Notifications’ checkbox at the top of the screen in the “ Card not
Present” box is checked, only the notes that report replication conflicts between ship and shore
are displayed. If the checkbox is unchecked, all notes are displayed. To view a particular note:

c. “View Dishursing Natifications’ Checkbox Unchecked.

(1) If the cardholder’s Navy Cash card is available, the Disbursing Officer inserts
the card into the K22 and clicks the “Get Card Info” button in the “ Card Present” box.

(2) If the cardholder’s Navy Cash card is not available, the Disbursing Officer
enters the cardholder’s SSN or the MasterCard number from the front of the cardholder’s Navy
Cash card or the cardholder’ s last name or the initial letter or letters of the last name in the “Card
not Present” box and then clicks the “ Search” button.

(3) If needed, the “Help” button can be pressed to display the procedures to search
for a cardholder’ s name and to view and add notes.

Help for Note Maintenance

Procedure

Ta Search for a user ToView tdd Hates
1. Have uzer inzert card. From the ‘Lizt of Members matching Search
2. Click the 'Get Card Info’ button, Criteria’ bow:
ar 1. Choose a Member.
1. Enter Social Security Humber or 2. 'ou can either Add Mote'
2. Enter Social MasterCard Mumnber ar ar
3. Enter Lazt / Firgt Mame. From the 'List of Maotes for Highlighted Member'
4. Click Search. b

3. Choose a naote,
4. Either Wiew Mote' or 'Add Mate',

(4) The application brings up the names associated with the search criteria.

(5) After verifying the cardholder’ s identity, the Disbursing Officer highlights the
correct name in the “List of Members Matching Search Criteria’ box, and alisting of all the
notesin the cardholder’s member profile appears in the “List of Notes for Highlighted Member”
box. The most recent note is listed first. With the “View Disbursing Notifications’” checkbox
unchecked, thisincludes both “ Disbursing Notifications” and “Negative Balance” notes.
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(6) View Note. To view anote, select the appropriate listing and click on the “View
Note” button. The “View Note” window will be displayed, and the “Note Comments” can be
reviewed but not edited. Click on the “Cancel” button to close the note. For a discussion of
“Disbursing Notifications’ notes and the actions to be taken, see paragraph d.(5) below.

(7) AddNote. To add a note to the cardholder’ s member profile, click on the “Add
Note” button. The “Add Note” window will be displayed. At least initially, the only “Note Type’
that can be generated on the ship is a*“Negative Balance” note.

(@ Usethe“Note Subject” drop down menu to select an appropriate subject.

(b) Inthe*Note Comments’ box, enter appropriate comments to document any
Navy Cash account actions taken. Comments should be kept relatively simple, but should make
clear what action was taken, who took the action, and what date the action was taken. Thereisa
limit of 1,000 characters for note comments. Click on the “Add Note” button to save the note.

(c) Oncethe noteis saved, note comments cannot be changed. Take carein
composing the comments. Proofread the comments before clicking the “ Add Note” button.
Careful attention is required because all notes are retained permanently as a part of an
individual's member profile and are sent along with the rest of the profile to each new ship when
an individual does a“Ship Check In” at aK80 Cashless ATM.
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d. “View Disbursing Notifications’ Checkbox Checked.

(1) TheDisbursing Officer entersthe “Disbursing Note Start and End Dates” in the
“Card not Present” box and then clicks the “Search” button. The start date defaults to the last
time the operator logged on to the Disbursing Application. If no end date is entered, all
“Disbursing Notifications’ notes up to the current log-in will be displayed. The “ Card Present”
search option is not available if the checkbox is checked.

(2) After verifying the cardholder’ s identity, the Disbursing Officer highlights the
correct name in the “List of Members Matching Search Criteria’ box, and alisting of only the
“Disbursing Notifications’ notesin the cardholder’s member profile appearsin the “List of
Notes for Highlighted Member” box. The most recent note is listed first.

(3) Toview anote, select the appropriate listing and click on the “View Note”
button. The “View Note” window will be displayed, and the “Note Comments’ can be reviewed
but not edited. Click on the “Exit” button to close the note. The “Add Note” option is not
availableif the “View Disbursing Notifications’ checkbox is checked.

NC SOP Ver 1.13 Chpt 8 Disbursing 8-72 14-Aug-09



(4) Replication Conflicts. Replication conflicts can occur when both the ship and
the shore side update a cardholder’ s account information between two consecutive round trips.
For example, the ship may initiate a change to a cardholder’ s account information using the
“ Account Information Update” function in the Disbursing Application (see paragraph 8.4.22) on
the same day that the shore side updates a cardholder’ s account information based on a separate
phone or e-mail request from the ship.

(@ The Navy Cash system, both ship and shore, will apply the account update
received from the ship. When alerted to the replication conflict by the “ Disbursing Notifications”
note, the Disbursing Officer should review the cardholder’ s account information and update as
necessary to resolve any errors that may have resulted from the conflict (see paragraph 8.4.22,
Account Information Update).
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Mate for FREEMAMN, MARCIA |

Mote Date:  4/12/2006 8:27:31 PM

Maote Type:  REPLICATION COMFLICT

MHaote Subject: J

Mate Comments: D ate Detected: <0412006 20:27-31>Batch |d:<DL3B00_322»Record
Tupe<12:Ship Record<zre_acct_name: FREEMAN MARCIAL: Shore
Record<arc_acct_name: FREEMAM MaRCLa>:

Account
Infarmation i Cancel Help
Update

(b)  When viewing a note, clicking on the “Help” button will display the options
available for “Replication Conflict” notes. Clicking on the “Cancel” button will return the
application to the “Note Maintenance” screen. Clicking on the “ Account Information Update”
button will open an “Account Information Update” screen and display the data for the record in
conflict (see paragraph 8.4.22, Account Information Update). The Disbursing Officer can then
update the data to fix the replication error if necessary. In the sample screen above, the account
name can be changed to reflect the correct first name, Marcia, if the cardholder desires (see
paragraph 8.4.22.€). From the “ Account Information Update Screen”, clicking on the “ Return to
Note Maintenance” button will return the application to the “Note Maintenance” screen.
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(c) Replication Conflict Report. The Disbursing Natifications note identifies the
EOD batch that contains the replication conflict. Disbursing can then pull the Replication
Conflict Report for that period to obtain the details of the conflict. The Replication Conflict
Report is a ship report that can be generated as needed on the ship (see paragraph 8.4.25, View
Reports). To select, view, and print the report, Disbursing can click on the “View Reports” link
on the Disbursing Application, click on the “Replication Conflict Report” link in the “Disbursing
Office Report” box, fill in the start and end dates for the inclusive period desired, click the
“Generate” button, and, once the report appears, click the “Print” button.

e. Disbursing Natifications Alerts. Disbursing Notifications notes appear as alerts at
start up of the Disbursing Application or when a new operator logs on. Like the “Negative
Balance” notes above, Disbursing Notifications notes are retained permanently as a part of an
individual's member profile. An operator will see all the Disbursing Notifications notes that
have been received by the ship since the last time he or she logged on to the Disbursing
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Application. A brand new operator will see only the last 30 days of accumulated notifications
notes. Click on the“Cancel” button to close the note.

8.4.24 Indicate End of Day

a. Indicate End Of Day (IEOD) Function. Completing the IEOD function starts
automatic system back-ups and begins a“round-trip” process that runs the batch file, connects
through ship’s communications systems to Navy Cash shore facility, transfers all ship
transactions to shore, generates and retrieves shore reports, retrieves updates from shore, and
updates account data on ship and shore. The IEOD function has three components, each of
which will be discussed in turn.

e Manua EOD
e Automatic EOD

e Automatic Interim Round Trips
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b. Manual EOD

(1) Initiating the IEOD function is normally a manual operation. At the end of the
business day on the ship or whenever appropriate, the Disbursing Officer performs the “Indicate
End of Day” function. Thiswill end al business transactions for that particular day and begin
recording all subsequent transactions on the next business day.

(2) The Disbursing Officer clicks on the “Indicate End-of-Day” link on the
Disbursing Application.

(3) The Disbursing Officer then clicks the “ Submit” button next to the “Check for
Logged in Operators’ tag.
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(4) If operators arelogged on, for example, in the ship’s store, post office, MWR,
Wardroom, or Chiefs Mess, a message is displayed that informs the Disbursing Officer who is
still logged on. It is not necessary to delay End-Of-Day (EOD) processing if operators are still
logged in; however, if transactions occur during EOD processing, some transactions may be
posted to the next day’ s business. It is generally recommended that operators either log out or
suspend business until the DISBO completes the EOD process. The Disbursing Officer can
contact the operator and request that they log out immediately or the Disbursing Officer can
proceed with the EOD process. Any transactions entered by that operator after EOD will appear
on the next business day. To proceed with the EOD process, click the “Yes’ button.

NOTE: K22s operating in normal mode are connected to the Navy Cash server directly
through the ship’s LAN. If connectivity to the server is expected to be a problem, an
operator should remain logged on to the K22 at the end of the day so that sales
transactions can be processed offline the next day even if connectivity to the Navy Cash
server isnot available (see paragraphs 3.12, 4.16, 5.11, 6.9, or 7.7).
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(5) The Disbursing Accountability Summary Report (DASR) will be displayed, and
the “End of Day Values’ frame will be enabled, which will contain the check balance, cash
balance, and EOD date and time (a non-editable variable). In Navy Cash, all dates and times are
recorded and reported in Greenwich Mean Time (GMT) (Coordinated Universal Time (UTC)).

(6) Atthispoint, the Disbursing Officer should have closed out the Daily Cash
Transaction Ledger in accordance with paragraph 8.4.14. The total in block 7 of the ledger
should match the sum totals generated by the DASR. If the balances do not match, the
Disbursing Officer shall make every effort to identify the correct totals to be reported for the day.

(7) Disbursing Officer clicks the “ Submit” button to start the actual IEOD process.

(@ Indicate End of Month. If that particular IEOD will also be considered the
End Of Month (EOM) close-out, the Disbursing Officer must check the “Indicate End of Month”
block, and then enter the month and year being closed. The “Indicate End of Month” block will
be grayed out and cannot be used until the Sales Officer has performed the EOM process at all
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vending machines and indicated EOM for each vending and ship’s store merchant (parent) in the
Disbursing Application (see paragraph 8.4.29.b).

(b) Coordinate EOM Close-Out. As a part of the EOM process, the Disbursing
Officer is responsible for coordinating all Navy/Marine Cash collections that must be registered
to aLine of Accounting (LOA) through the SF 1219 Statement of Accountability, e.g., sale of
meals in the general mess and sale of merchandise in the ship’s store and vending machines (see
paragraph 8.9). The Disbursing Officer, Sales Officer, Food Service Officer, and Marine
Disbursing Officer (when embarked) must coordinate to establish a closeout date each month.

(c) Prepare and Submit Reports on Time. The Disbursing Officer’s 1219 must
be prepared and submitted on time at the end of each month, i.e., NLT 1000 EDST on the first
calendar day of the following month or, if it falls on aweekend or holiday, on the last business
day of the month. To help ensure the 1219 is submitted on time, Navy Cash must be closed out
prior to 2100Z on the 27th of each month or, if the 27th falls on a weekend or holiday, on the
business day prior.

(d) EOM Indicators. Completing the “Indicate End Of Day” function (IEOD)
with the “Indicate End of Month” block checked, sends the EOM indicators for disbursing, food
service, and Marine disbursing (when embarked) to the Navy Cash back end ashore and closes
out their Navy Cash business for that month. EOM indicators for the vending machines and
ship’s store are sent at the first IEOD completed after closing out the vending and ship’s store
mer chants (parents) in the Disbursing Application (see paragraph 8.4.29). The Disbursing
Officer should notify the Sales Officer, Food Service Officer, and Marine Disbursing Officer
(when embarked) when this step has been compl eted.

(e) EOM Procedures Worksheet. A Navy Cash EOM Procedures Workshest,
which consolidates the procedures for the various steps and phases of the EOM process for
disbursing, sales, and food service, isincluded at Appendix R.

(8) The Disbursing Officer isthen prompted for verification of EOD. This givesthe
Disbursing Officer an opportunity to back out of the action if necessary.

(9) If the Disbursing Officer’s actual cash or manual ledgers do not balance, every
effort should be made to determine the cause. If the cause is not discovered and corrected
immediately, a balancing transaction can be entered in accordance with paragraph 8.4.27, Safe
Bank Transactions. This process will balance the Navy Cash report and allow the DISBO to
complete the end of day and return the system to normal use. However, the out-of-balance
condition needs to be investigated and handled in an expeditious manner. If a shortage (loss of
funds/loss of accountability) or an overage occurs, it should be handled as prescribed in Chapter
6 of DODFMR Volume 5. The correction will be documented on the Disbursing Accountability
Reports for future reference.

(20) Once the balances have been verified, the DISBO will click “OK” in the
verification window. After verification, an EOD completion message is displayed.

(11) The Disbursing Officer will record the daily totals from the DASR cash column
on the DD 2657 as an increase/decrease to line 6.2A, U.S. Currency on Hand. The value from the
total column will be entered on line 6.9, “Other”, but will have the opposite sign. Disbursing
Agents will record the transaction on the DD 2665 asincreases to line 17, US Currency on Hand,
or 20, US Negotiable Instruments on Hand, as appropriate and an opposite entry to line 31,

Other. Sample DD 2657 entries are included in paragraph 8.10.
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(12) Sincethe entries on the DD 2657 are logged in section |1 and oppositein value,
there will be no increase in total accountability. However, when the electronic funds are reported
as deposited at the end of the month, the overall accountability will be updated and correct. All
funds that are being carried on line 6.9 can be supported by the DASR, and therefore are
auditable. If required, a detailed report can be generated under the “View Reports’ paragraph,
8.4.25. Thisreport will display every transaction recorded on the server for any given period.

(13) The supporting DASR, along with the completed Daily Cash Transaction
Ledger(s) and Disbursing Transactions Detail Report sorted by operator, shall be retained on file
with the balanced DD 2657.

(14) If that particular IEOD has been indicated as the End Of Month (EOM) close-
out, the Disbursing Officer will zero out the Disbursing Accountability Summary Report
(DASR) starting balance by entering a“Deposit To Bank” transaction type for the total amount
being carried on the DA SR at the end of the month. This action shall be done in accordance with
paragraph 8.4.27, Safe Bank Transactions, to reset the Safe Bank Transactions functionality for
the next month’ s reports.

(15) The manual EOD function is normally initiated from the Disbursing Application
on the Navy Cash workstation in the disbursing office. If no one from the disbursing office will
be on duty, the automatic EOD function will normally be activated to initiate IEOD at a preset
time. However, if the Navy Cash server or another Navy Cash workstation (desktop or laptop) is
located outside the disbursing office, amanual EOD can be run remotely by duty personnel (see
paragraph 8.4.36, Access Editor—Access Control for Disbursing Application). When IEOD isrun
under the duty log-in, it is completed with minimal user requirements (i.e., double click the EOD
icon on the desktop) and is the only functionality available.

c. Automatic EOD

(1) If no one from the disbursing office will be on duty at the end of the business
day, e.g., on the weekend, the IEOD function can be initiated automatically at a preset time.

(2) Managing Automatic EOD Settings. The settings for automatic EOD are
displayed in the “ Auto EOD Settings’ box in the “Indicate End-of-Day” screen. To update these
settings, the Disbursing Officer must click on the “Change’ button. The “Manage EOD Settings’
window isthen displayed.

(8 To activate automatic EOD, click on the “Automatic EOD On” check box to
insert the “check” mark, and click the “Update” button. A pop-up window verifies that the
automatic EOD settings were updated successfully.

(b) To deactivate automatic EOD, click on the “ Automatic EOD On” check box
to remove the “check” mark, and click the “Update” button. Click the “OK” button to verify and
deactivate automatic EOD.

(c) To change the preset time for initiating automatic EOD, select the desired
time using the “Hrs (24)” and “Min” drop down boxes for the “New EOD” time, and click the
“Update’ button. A pop-up window verifies that the automatic EOD settings were updated

successfully.
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d. Automated Interim Round Trips

(1) Toensureeveryone' s Navy Cash account information is updated on aregular
basis, interim round trips are run automatically at regular intervals throughout the day to
synchronize the ship and shore databases.

(2) Theseinterim round trips do not generate and retrieve shore reports. Shore
reports are generated only when IEOD is initiated, either manually from the Disbursing
Application or automatically when the automatic EOD function is selected. If IEOD is not
initiated for some reason, either manually or automatically, Navy Cash continues to operate
normally, but transactions appear on the shore reports for the next business day, and shore
reports are not available for that business day.

(3) Insynchronizing the ship and shore databases, these interim round trips also
ensure Split Pay Option (SPO) payroll payments are retrieved from shore and account balances
updated on the ship on pay day. If communications are completely down around pay day, the
Disbursing Officer has the option to run a provisional payroll on the ship (see paragraph 8.4.35,
Provisiona Split Pay).

(4) By default, automated interim round trips run every six hours. Thisinterval can
be changed by sending an e-mail request to the CSU. Any changes requested in the interval will
not go into effect on board the ship until the CSU receives the information, processes the request,
and around trip is completed between ship and shore.

e. End of Day (EOD) Report. A shipboard report, the EOD Report tracks the status of
manual IEOD and automated interim round-trip requests (batches) initiated. An EOD Report
can be generated on the ship as needed (see paragraph 8.4.25, View Reports). A column in the
report identifies the batch as either an automated interim or manually initiated IEOD batch. If a
prior automated round trip is pending, any subsequent round trips (either automated or manual)
will not be processed until the response files are received from the shore for the prior round trip.
At any time, a ship can have only one pending automated round trip or any number of pending
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manually initiated IEOD round trips. If a current automated round trip is pending and the
Disbursing Officer initiates a manual 1EOD round trip, the pending automated round trip will be
converted into amanually initiated IEOD round trip.
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File Edit “iew Help
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f. Shore Reports. Successful processing of the IEOD batch (round trip), either
manually or automatically, sends a series of reports to the ship from the shore side. These shore
reportsinclude all the round trips (automated interim) that were created since the last IEOD was
initiated, either manually from the Disbursing Application or automatically when the automatic
EOD function is selected. Shore reports are generated automatically, and, when they are
received, the Navy Cash system places them into a shore reports directory by date, with one
sub-directory for each report date. On the Disbursing A pplication workstation or laptop, the
shore reports can be found in the S:\files\navydata\report directory, which mapsto the
Q:\files\navydata\report directory on the Navy/Marine Cash server. The “ Shore Reports” folder
(icon) on the Disbursing Application desktop provides a short cut to the reports directory.
Sample reports are shown in paragraph 8.15. In Navy Cash, all dates and times are recorded
and reported in Greenwich Mean Time (GMT) (Coordinated Universal Time (UTC)).
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(1) Reports have been named using the following convention:
<UIC>_<REPORT TYPE> <REPORT
NAME> <D/M> yyyymmdd HHMMSS.txt, where:
UIC = Ship’s Unit Identification Code
Report Type = TRAN — Transaction Report, FRAU — Fraud Report,
OPER- Operational Report, SETT — Settlement Report
Report Name = Name of report
D/M = Daily or Monthly
Yyyymmdd = year/month/day report generated (GMT)
Hhmmss = hour/minute/second report generated (GMT)
xt = Textfile
Example:
R21452 TRAN_Ship Merchant_Settle D 20041209 000736.txt
R21198 TRAN_ShipStore D 20010828 171708.txt

(2) Transaction Reports. Transaction reports will be generated for all ship
merchants, for example:

(& Wardroom

(b) CPO MessDues

(c) General Mess

(d) FagMess

(e) Commanding Officer’sMess

(f)  First Class Petty Officer Association
(@ MWR

(h) Post Office— Metered Mail

(i) Post Office— Money Orders

() Post Office— Stamps

(k) Ship's Store

() Foreign Vendors

(m) Vending Store Items (Snack, Phone Cards, Soap)
(n)  Vending Soda

(o) Transaction Summary

(p) Negative Balances

(9 Returned Items

(3) Merchant Settlement Reports. Merchant settlement reports are generated for all
merchants, whether they settle to bank or credit union accounts ashore or to merchant Navy Cash
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(strip) accounts. By default, private merchants are set up to settle on adaily basis. For merchants
who elect to settle on aweekly basis, deposits are initiated using the following schedule: on the
8th, 15th, 22nd, and 28th of each month. The deposit on the 8th of the month will include any
transactions that posted on the 29th, 30th, and 31st of the previous month. Funds are normally
available the next business day after the transactions are posted.

(4) Reconciliation Reports. Reconciliation reports, which are generated for all
merchants, segregate transactions that were collected in the offline mode but were not processed
on the same day they were collected. Reported separately, these collections can then be added to
the totals for the appropriate day if desired.

(5) Print Reports. The Disbursing Officer can view and print reports at any time by
accessing the shore report directories and sub-directories. Reports should be printed in
“Landscape’ format using WordPad ™" software. A printer is not provided with the Navy Cash
system. The Disbursing Officer must print reports sharing an already existing printer local to the
server or workstation in the disbursing office, for example, the ATMs-at-Sea printer. Reports can
also be saved electronically and sent viae-mail.

(6) Review Reports. The Disbursing Officer and other responsible individuals, such
asthe Sales Officer, MWR Officer, and Chiefs Mess Treasurer, should compare the daily
reports with reports from their existing accounting systems, for example, the Sales Officer with
ROM 11 for ship’s store, to verify accuracy. A Navy Cash generated report states the collections
that have been recorded to any particular activity. Therefore, the report serves the same function
for an accountable officer as asigned page in the NS 470 or a deposit ticket.

(7) Negative Balances. The Disbursing Officer shall review the Negative Balance
Report and the Returned Items Detail Report on adaily basis. Guidelines for handling negative
Navy Cash account balances are contained in paragraph 8.8 and Appendix L.

(8) Daily Blocked Account Report. The Disbursing Officer should review the Daily
Blocked Account Report on adaily basis. The report lists all cardholders whose access to their
linked bank or credit union account is blocked. The report includes cardholders’ first and last
name, the last four of their SSN, their account number, and their decline count. The Daily
Blocked Account Report will make it easier for disbursing to research the cause when
cardholders find that they do not have accessto their linked bank or credit union account at the
K80 CashlessATM (see paragraph 8.15.20 for a sample report). Cardholders who appear on the
report because of unacceptable or invalid account information (decline counts 96 or 98) should
be contacted so they can update their home bank or credit union account information (see
paragraph 8.8.2, Blocking and Unblocking Access to Home Accounts).

8.4.25 View Reports

a. The Disbursing Officer can click on the “View Reports’ link on the Disbursing
Application to select the report menu and display the reports that can be generated as needed on
the ship. To select, generate, view, and print areport, click on the report desired, fill in the start
and end dates for the inclusive period, and click the “ Generate” button. Some of the reports can
be generated using one of a selection of preset sorting criteria (see table of report descriptions
below). Sample reports are shown in paragraph 8.15.
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b. Review Reports. The Disbursing Officer and other accountable individuals, such as
the Sales Officer and Chiefs' Mess Treasurer, are responsible for comparing the daily reports
with reports from their existing accounting systems to verify accuracy. Thisreview is normally
done with the shore reports (see paragraph 8.4.24.f), which are generated automatically by the
EOD process and sent to the ship when the EOD round trip is completed. However, to check
total sales figures for a particular day before the shore reports are received on the ship, a
Merchant Sales Summary Report can be generated by entering the correct start and end datesin
the “View Reports’ link. In Navy Cash, all dates and times are recorded and reported in
Greenwich Mean Time (GMT) (Coordinated Universal Time (UTC)). The more detailed
Merchant Transactions Report can be generated in the same way.

c. Printing Reports. A printer isnot provided with the Navy Cash system. Reports must
be printed sharing an already existing printer local to the server or workstation in disbursing, for
example, the ATMs-at-Sea printer. Reports can also be saved electronically and sent via e-mail.
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Report

Purpose

Sort Capability

Disbursing Office Reports

Safe Bank
Transactions Report

Tracks al changesto Navy Cash fundsin the
disbursing office that result from deposits to bank
(withdrawal s), deposits to safe (deposits), funds
transfers to chip, and funds transfers from chip

Transaction Date or
Transaction Type

SPO Payroll Report

Lists cardholdersin SPO and the last payroll
amounts credited to their Navy Cash accounts

Cardholder Name
or Last Pay Date

Disbursing Accountability
Detail Report

Lists disbursing transactions—cash and check to
chip, deposits to safe and bank, and chip to cash

Transaction Date or
Transaction Type

Disbursing Accountability
Summary Report

Summary of transactions shown in Disbursing
Accountability Detail Report

None

Disbursing Transactions
Detail Report

Lists al transactions by disbursing staff—to
facilitate audit of disbursing office

Operator, Date, or
Transaction Type

Disbursing Transactions
Summary Report

Summary of transactions shown in Disbursing
Transaction Detail Report

Operator, Date, or
Transaction Type

Replication
Conflict Report

Provides details of any replication conflictsin
updating a cardholder’ s account information

None

Sales Reports

Merchant Sales
Summary Report

Summary of total sales and transaction counts
shown in Merchant Transactions Report—used
for EOD and EOM merchant sales receipts

Merchant Name
or Merchant ID

Merchant
Transactions Report

Listsall sales, refunds, and correction transactions
and cardholder name and card number (last 5
digits) for both vending and non-vending

Merchant, Operator,
Date, Transaction
Type, or Event

merchants—includes summary section Description
Operations Reports
Operator Status Report Lists operators currently logged on to K22s None
Tracks the status of end-of-day requests (batches)
EOD Report initiated and check and cash balances at EOD None
Unmatched Listsal failed chip-to-chip transactions—used to Cardholder Name,
Chip-to-Chip Report research unmatched chip-to-chip transfers Date, or Card Number
Navy Cardholder Tracks cardholder name, date, and card number Cardholder Name,
Issued Card Report (last 5 digits) for al instant issue cards issued Date, or Card Number
Indicates possible fraudulent ACH activity on
Fraud Detection Report | ship. Lists questionable transactions by cardholder None
name and SSN (last 4 digits).
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8.4.26 ROM Il Reporting

a. Attheend of each day, the Sales Officer, or designated assistant, should compare the
end-of-day reports generated by the ROM 11 back office and the Navy Cash system. The totals
from both reports for electronic sales in the ship’s store must match. Any differences must be
investigated. The ROM |1 Reporting function and the ROM 11/Navy Cash Comparison Reports
provide an automated tool to compare the ROM Il and Navy Cash daily transaction reports.

b. To generate aROM IlI/Navy Cash Comparison Report, the Disbursing/Sales Officer
clicksonthe “ROM |1 Reporting” link on the Disbursing Application, inserts the floppy disk
with the ROM 11 file (“special disk”), clicks on the “Load ROM I1 File’ button, double clicks
on “sales.txt” to load thefile, and clicksthe “Yes’ button to verify thisis the correct file to load.

c. After thefile datais successfully loaded, the “ROM |1 Start Date” and “ROM Il End
Date” are defined by the date range of ROM 11 file just imported, and the actual ROM |1 times
will be displayed. ROM 11 times are normally set to ship local time. In Navy Cash, all dates and
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times are recorded and reported in Greenwich Mean Time (GMT) (Coordinated Universal Time
(UTC). Inthe“Sales Merchant ID” block, the Disbursing/Sales Officer then scrolls down and
sel ects the appropriate merchant, for example, Ship’s Store #1.

d. Togenerate aROM II/Navy Cash Comparison Report, the Disbursing/Sales Officer
clicks on the “ Generate” button. A report can be run without loading a ROM 11 file, by entering
an appropriate “ROM Il Start Date” and “ROM |1 End Date”, selecting an appropriate “ Sales
Merchant ID”, and clicking on the “Generate” button. If areport is run without loading a ROM
Il file, al transactions will appear under “Navy Cash Transactions Not in ROM I1”.

e. TheROM II/Navy Cash Comparison Report consists of four sections.

(1) ROM Il Transactions Not in Navy Cash. Listsany ROM Il transactions that
were included in the ROM |1 file but were not reported in the Navy Cash system in the period
specified by the ROM |1 start and end dates.

(2) Navy Cash Transactions Not in ROM 1. Lists any Navy Cash transactions that
were not included in the ROM 11 file in the period specified in the ROM 11 start and end dates.
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(3) Navy Cash and ROM II Transactions with Different Dollar Amounts. Lists
transactions that were matched in ROM Il and Navy Cash by transaction IDs, but the dollar
amounts differ between ROM |1 and Navy Cash.

(4) Transactionsthat failed in ROM Il but succeeded in Navy Cash. Lists
transactions that were included in the ROM 11 file and marked by ROM 11 asfailed transactions
but that were matched in ROM 1l and Navy Cash by transaction IDs and were reported as valid
transactions in the Navy Cash system.

f. The ROM II/Navy Cash Comparison Report can be used as atool in investigating
and resolving any differences between the ROM |1 and Navy Cash daily transaction reports as
required by paragraph 7.3.9. A sample report isincluded at paragraph 8.15.4.
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8.4.27 SafeBank Transactions

a. The“Safe Bank Transactions’ functionality enables the Disbursing Officer to make
adjustments to the cash amount in the Disbursing Accountability Summary Report (DASR) in
order to change the balance reported by the Disbursing Application. This functionality will be
used primarily during the “End-of-Month” process to reset the DASR to a zero balance, as
described in paragraph 8.9.c. In addition, this functionality can be used to create adjustments to
the DA SR when an out of balance condition exists. This action should be used as a last resort
and only as atemporary fix to continue with the “End-of-Day” process when the out-of-balance
condition cannot be rectified. The Disbursing Officer should go back and complete all required
actions for an out of balance condition, as stated in Chapter 6 of the DODFMR Volume 5.

b. Toinitiate the transaction, the Disbursing Officer or Deputy clicks on the “ Safe
Bank Transaction” link on the Disbursing Application.

c. TheDisbursing Officer enters the amount of cash that would be needed to zero out
or “balance” the system and selects the appropriate “ Transaction Type”. The “ Transaction
Type” drop down menu lists “ Deposit to Bank”, which subtracts the designated amount from
the DISBO account to balance the total if the DASR amount is positive, and “Deposit to Safe”,
which adds the designated amount from the DISBO account to balance the total if the DASR
amount is negative.

d. After the adjustments are completed, the Disbursing Officer clicks the “ Submit”
button to adjust the system value.

e. The Disbursing Officer then returns to the “ Indicate End-of-Day” function described
in paragraph 8.4.24, Indicate End of Day, to complete the process for that particular day. All
Safe Bank transactions will be identified on the DASR for that day.
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8.4.28 Operator ID Maintenance

a. Within Navy Cash, each operator, for example, in the post office, CPO mess, MWR,
wardroom, or disbursing office, must be identified by a unique operator ID number and must be
registered at the disbursing office. To be assigned an operator ID, an individual must be a Navy/

Marine Cash cardholder. Once ship’s store operator 1Ds are established in Navy Cash, they
must be entered into the ROM |1 back office.
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b. Todisplay al operators within the ship’s Navy Cash system, the Disbursing Officer
clicks on the “ Operator ID Maintenance” link and clicks the “List Configured Operators’
button.

c. Add an Operator. The Disbursing Officer enters the first and last name of the new
operator and assigns afour-digit number. This number must be unique within the Disbursing
Application on each ship. Once a number has been assigned to an operator, it cannot be reused
even if that operator is deleted. However, the number can be duplicated on different ships. Upon
clicking “Submit”, the Disbursing Officer will be prompted to verify information for the
operator being added, which isdone by clicking the“Yes’ or “No” button as appropriate.

d. Disbursing Application User. If a person isto be added to the Disbursing
Application user list, the “Add as Disbursing User” block must be checked (see paragraph
8.4.36.i.(8).
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e. Delete an Operator. The Disbursing Officer selects the correct name in the list of
configured operators and clicks in the “Delete This Operator” box. There will be a prompt to
verify thisisthe operator to delete, which is done by clicking the “Yes’ or “No” button.

f. Reactivate an Operator. The Disbursing Officer selects the correct namein the list of
configured operators and clicks in the “Delete This Operator” box. This removes the check
mark in the box. There will be a prompt to verify thisisthe operator to re-activate, which is
done by clicking the“Yes’ or “No” button. The Disbursing Officer can narrow the list of
configured operators to search by clicking in the “View Only Deleted Operators’ box.

NC SOP Ver 1.13 Chpt 8 Disbursing 8-95 14-Aug-09



8.4.29 Vendingand Ship’s Store—Vending Maintenance and End of Month

The“Vending and Ship’s Store” link in the Disbursing Application is used to:

¢ Add, change, or remove a CAD or vending machine or modify the description of avending
machine, actions which are described under *Vending Maintenance” below.

¢ Close out the vending machines and the ship’ s store at the end of the month or at the end of a
specified period, actions which are described under “End of Month™ below.

a. Vending Maintenance

(1) Navy Cash “ties’ or “links" specific CADs to specific vending machinesin the
Navy Cash system database so that sales transactions are credited to the correct merchant. The
Disbursing Application requires that each CAD be identified by a unique CAD Terminal ID
number. Whenever a CAD is added, changed, or removed, it must be linked within the
Disbursing Application as discussed in the following subparagraphs.
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(2) Todisplay al operating CADs within the Navy Cash system, the Disbursing
Officer or Sales Officer clicks on the “Vending and Ship’s Store” link in the menu on the left-
hand side of the Disbursing Application screen. The “Vending and Ship’s Store” screen displays
all the merchants, all the vending machines associated with each merchant, and the Terminal 1D
numbers for the CADs “tied” to each of the vending machines.

(3 Adding aVending Machine and CAD.

(@ Toadd anew vending machine and CAD to the Navy/Marine Cash system,
the Disbursing Officer or Sales Officer first highlights (selects) the appropriate merchant in the
“Merchants and Vending Machines” window on the “Vending and Ship’s Store” screen.

(b) A description of the new vending machine, for example, Candy #3, is
entered in the “Vending Machine ID” box, and the location of the new machine on the ship is
entered in the “Machine Location” box.
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(c) TheDisbursing Officer or Sales Officer then selects (highlights) the
appropriate 16-digit aphanumeric CAD Terminal ID number for the new CAD from the“CAD
Terminal ID” drop-down box.

e When aCAD isingalled in avending machine, the CAD Terminal ID number istransmitted
automatically from the CAD to the system and listed as unassigned until it is assigned to the
appropriate vending machine when the next step is completed.

o |f there are multiple unassigned CADs, the correct 16-digit CAD Terminal ID numbers can be
verified at the CADs themsalves by pressing the right-hand button of the three hidden
“buttons’. The“No Card” side of the CAD template depicts where the buttons are located on
the CAD (see Appendix A, Vending Maintenance). On the older mode of the CADs, the
buttons are more distinct; on the newer model, the buttons are pressure sendtive “aress’.

(d) Onceall theinformation is entered or selected, the Disbursing Officer or
Sales Officer clicksthe “Add Vending Machine” button to update the system. At thistime the
Disbursing Officer or Sales Officer will be prompted to verify information for the CAD and
vending machine being added, which is done by clicking the “OK” or “Cancel” button as
appropriate. If the “Cancel” button is clicked, the change is not made, and the Disbursing Officer
or Sales Officer either exitsthis portion of the application or re-enters the information for the
change desired. No transactions can occur at the vending machine until the CAD is associated
with the vending machine in the Disbursing Application.

(e) Itistheresponsibility of the ship to install any new vending machine and
pull the cabling from the nearest Navy Cash router to the new machine. The Navy Cash depot
and field support contractor can advise the ship on the nearest available router. Any costs
associated with this effort, including travel, will be borne by the ship. The ship can contract
directly with the Navy Cash depot and field support contractor to pull cable, hook up the
equipment, or come on board after the installation is complete to set up the new machinein the
Navy Cash system configuration.

(4) Updating Vending Machine Information, Changing a CAD, or Removing a
Vending Machine.

(@) To update vending machine information, change a CAD, or remove a
vending machine from the system, the Disbursing Officer or Sales Officer first highlights
(selects) the appropriate vending machine in the “Merchants and Vending Machines’ window on
the “Vending and Ship’s Store” screen.

(b) Toremove avending machine, the Disbursing Officer or Sales Officer
clicks the “Remove Vending Machine” button. At this time the Disbursing Officer or Sales
Officer will be prompted to verify removing the vending machine, which is done by clicking the
“OK” or “Cancel” button as appropriate. If the “Cancel” button is clicked, the change is not
made, and the Disbursing Officer or Sales Officer either exits this portion of the application or
re-enters the information for the change desired. If the “OK” button is clicked, the vending
machine and associated CAD are removed from the system.

(c) To update vending machine location, the Disbursing Officer or Sales Officer
selects (highlights) the entry in the “Machine Location” box and enters the new location
information.
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(d) TochangeaCAD, the Disbursing Officer or Sales Officer selects
(highlights) the appropriate 16-digit alphanumeric CAD Terminal ID number for the new CAD
fromthe “CAD Terminal ID” drop-down box.

e When aCAD isingdled in avending machine, the CAD Termina ID number istransmitted
automatically from the CAD to the system and listed as unassigned until it is assigned to the
appropriate vending machine when the next step is completed.

e If there are multiple unassigned CADs, the 16-digit CAD Termina ID numbers can be
verified at the CADs themselves by pressing the right-hand button of the three hidden
“buttons’. The“No Card” side of the CAD template depicts where the buttons are located on
the CAD (see Appendix A, Vending Maintenance). On the older model of the CADs, the
buttons are distinct; on the newer model, the buttons are pressure sensitive “areas’.

(e) Once the updated vending machine information is entered or the new CAD
Terminal 1D is selected, the Disbursing Officer or Sales Officer clicks the “Update Vending
Machine Data” button to update the system. At this time, the Disbursing Officer or Sales Officer
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will be prompted to verify the updated information, which is done by clicking the “OK” or
“Cancel” button as appropriate. If the “Cancel” button is clicked, the change is not made, and the
Disbursing Officer or Sales Officer either exits this portion of the application or re-enters the
information for the change desired. When changing the CAD, clicking the “OK” button removes
the previous (old) CAD from the system.

b. End of Month for Vending Machines and Ship’s Store

(1) Prepare and Submit Reports on Time. The Disbursing Officer’s Statement of
Accountability (SF 1219) must be prepared and submitted on time at the end of each month, i.e.,
NLT 1000 EDST on the first calendar day of the following month or, if it falls on aweekend or
holiday, on the last business day of the month. In order to make certain that the 1219 is submitted
on time, Navy Cash must be closed out prior to 2100Z on the 27th of each month or, if the 27th
falls on aweekend or holiday, on the business day prior. Each month, the Disbursing Officer,
Sales Officer, Food Service Officer, and Marine Disbursing Officer, if one is embarked, should
coordinate to establish a closeout date for the month. The EOM process generally beginsin the
sales office with the EOM for vending machines and ship’s store as much as five days before the
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27th of the month (see paragraph 8.9). At the same time that the sales office begins to close out
the vending machines, disbursing (including Marine disbursing if embarked) and food service
should begin to pull together the Navy Cash figures needed to meet their own reporting
responsibilities.

(2) Itiscommon practice, especially on larger ships, to specify different EOM or
End-of-Period (EOP) closing dates for different vending machines. To assist in closing out each
month, the Disbursing Application allows different closing dates to be specified for each vending
machine.

(3) Navy Cash enforces a sequence of steps for closing out each month or period.

(@ Firgt, al the vending machines for the particular merchants must be closed
out at the vending machines themselves (see Appendix A).

(b) Second, all the merchants must be closed out, to include both vending and
ship’s store(s), at the Disbursing Application (see Appendix A and paragraph 8.4.29.b).

(c) Third, an EOM close-out can be performed as a part of the Indicate End of
Day (IEOD) function at the Disbursing Application (see paragraph 8.4.24.b).

(d)  Successful processing of the IEOD round trip sends the EOM shore reports
and automated EOM spreadsheet to the ship which are then used to prepare the required EOM
reports (see paragraphs 8.9, 7.6, and 3.11)

(e) EOM Procedures Worksheet. A Navy Cash EOM Procedures Worksheet
that consolidates the procedures for the various steps and phases of the EOM process for
disbursing, sales, and food serviceisincluded at Appendix R.

(4) The“Indicate End of Month” field on the “Indicate End of Day” screen (see
paragraph 8.4.24.b) will remain grayed out until all vending machines and merchants are closed
out in the proper sequence. In thisway, an EOM cannot be initiated before al the vending
machines and merchants are closed out.

(5) The EOM process for vending and ship’s store is performed in two phases.

(@ Phaseoneis performed at the vending machine using the CAD template and
merchant card to activate the CAD EOM function (see Appendix A, Vending Maintenance and
Sales End of Month) and includes a physical inventory for each machine. Thisisthefirst stepin
the sequence for closing out each month, and all vending machines for a particular merchant
must be closed out before proceeding to phase two.

(b) Phasetwo is performed at the sales office or disbursing office using the
Disbursing Application to activate EOM for each merchant (parent) (see Appendix A, Vending
Maintenance and Sales End of Month, and paragraph 8.4.29.b below and following). Thisisthe
second step in the sequence for closing out each month, and all the merchants, including both
vending and ship’s store, must be closed out before the actual end of month can be performed.

(6) Toinitiate EOM for each merchant (parent) (phase 2), the Sales Officer clicks
on the “Vending and Ship’s Store” link in the menu on the left-hand side of the Disbursing
Application screen. The “Merchants and Vending Machines’ box displays al the merchants, all
the vending machines associated with each merchant (if any), and the Terminal 1D numbers for
the CADs “tied” to each of the vending machines.
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¢ A ydlow traffic sign next to avending machine indicates that an EOM must be
performed at the vending machine (see Appendix A, Vending Maintenance).

e |f an EOM has been performed at a vending machine, agreen traffic light will be
displayed next to the vending machine.

e |f an EOM has been performed on al vending machines associated with a
merchant (parent), ayellow traffic sgn will be displayed next to the merchant.

¢ A red warning sign indicates that one or more of amerchant’s vending machines
have not indicated EOM. EOM must be completed at al vending machines
before EOM for the merchant can be initiated.

o A greentraffic light icon displayed next to amerchant indicates that the merchant
and al of its vending machines (if any) have indicated their EOMSs.

HOEEE

(7) After al the vending machines for a particular merchant display the green
traffic light icon, ayellow traffic sign will be displayed next to the merchant, and the Sales
Officer can initiate an EOM for that merchant (parent).

(& Highlight specific merchant in “Merchants and Vending Machines’ box.
(b) Click the check box next to “Indicate End of Period for Merchant”.

(c) Verify the “End of Period Month” and “End of Period Year” by scrolling
down the respective menus.

(d) Click onthe*“Indicate EOP” button.

(e) When the prompt is displayed, verify that EOM is desired for the specified
merchant by clicking the“OK” or “Cancel” button as appropriate.

(f)  Print the screen to record the vending EOM date and time. In Navy Cash, all
dates and times are recorded and reported in Greenwich Mean Time (GMT) (Coordinated
Universal Time (UTC)).

(8) The procedure in paragraph (5) above isfollowed until all merchants, including
ship’s store are closed out. A green traffic light icon displayed next to a merchant indicates that
the merchant and al of its vending machines (if any) have indicated their EOMSs.

(99 The EOM indicators for the vending machines and ship’s store are sent to the
Navy Cash back end ashore whenever the Disbursing Officer performs the next “Indicate End of
Day” function.

(10) Once the EOM process has been completed for al vending and ship’s store
merchants, the Sales Officer should notify the Disbursing Officer. Once all vending and ship’s
store merchants have been properly closed out, the “Indicate End of Month” field on the
“Indicate End of Day” screen (see paragraph 8.4.24.b) will no longer be grayed out. The
Disbursing Officer can then complete the third step in the sequence for closing out each month at
the next appropriate end of day (see paragraph 8.4.24.b). If ROM I1 inventories do not balance
with Navy Cash collections, any or al machines can be re-inventoried by simply restarting the
inventory process at Phase 1 Step 2 (see Appendix A). When the vending machine operator
inserts the Merchant Card into the CAD and presses the right-hand button on the CAD to activate
the EOM function, the date and time stamp in the Navy Cash system will be reset to the new date
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and time. If arecount is necessary after the Disbursing Officer has completed the EOM, the
Disbursing Officer must reinitiate the EOM in order to incorporate the new numbers.

(11) EOM reports will not be available until the Disbursing Officer completes the
EOM process by clicking the “Indicate End of Month” check box at the next appropriate IEOD.

(12) Status of Vending and Ship’s Store Merchant Closeout. The Disbursing Officer
can check the status of the vending and ship’s store EOM or other EOP process for the current
and the previous month.

(@ Inthefirst sample screen below, selecting the previous month, “5/2008”, in
the “Display Status for Period” drop-down box indicates that each merchant and all of its
vending machines (if any) have indicated their EOMSs.
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(b) Inthe second sample screen below, selecting the current month, “6/2008”,
in the “Display Status for Period” drop-down box indicates that each merchant and all of its
vending machines (if any) have not yet completed their EOMs.

(13) Multiple EOMs for Turnover Closeout

(@ Current Month. The Disbursing Officer can do multiple EOM close-outs
within the current month, for example, at Disbursing Officer turnover (see paragraph 8.3.4.d,
Closing Out Navy Cash at Disbursing Officer Turnover), by selecting the current month in the
“Display Status for Period” drop-down box. The Disbursing Officer cannot close out Navy Cash
(step three in paragraph (10) above) until all vending and ship’s store merchants have been
properly closed out (steps one and two in paragraph (5) above). At true EOM, the same steps are
followed, and the EOM numbers will start from the previous month end, not the midmonth
closeout, and include the full month’ s receipts. The reports will include numbers for the entire
month, but the new Disbursing Officer will only be responsible for the latter part of the month.
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(b) Previous Month. The Disbursing Officer can do an EOM close-out for the
previous month (steps one, two, and three) by selecting the previous month in the “Display
Status for Period” drop-down box as long as no other close-out was completed in that month.
Once the month changes, multiple EOMs are no longer possible for the previous month. If
necessary the CSU can assist the ship in recovering the numbers for previous month.

8.4.30 Event Maintenance

When alarge number of cardholders need arefund, handling the refunds individually would
be time consuming. For example, MWR may sell a significant number of tickets to a concert or
sporting event or series of tours that must be cancelled at the last minute because of operational
requirements or a change in the ship’s schedule. Event processing allows a merchant to make
sales collections for specific events, report transactions by event, and request arefund through
the Disbursing Officer for everyone who purchased the event if abulk refund should become
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necessary (see paragraph 8.4.12, Bulk Refunds). Event maintenance allows the Disbursing
Officer to establish and update event processing for any merchant on the ship.

a AddaNew Event

(1) Inthe“Add or Update an Event” box, choose a merchant from the “Merchant”
field by using the scroll bar.

(2) Enter ashort description of the event in the “Event” field and along description
of the event in the “Event Description” field. The short description will be what is displayed on
the K22 screen as the “Event Code” during sales transactions, and the K22 screen is limited to 20
characters (including spaces). Therefore, the short description, or event code, should be
generated accordingly. For example, a series of tours sponsored by MWR on one particular day
of an extended port visit might be indicated smply as TOUR A 040211, TOUR B 040211, and
TOUR C 040211, where“A”, “B”, and “C” distinguish the three tours and “040211” indicates
the year, month, and day of the tours. The long description can be used to provide a more
detailed explanation of the events.

(3) Enter an estimated expiration date for the event in the “ Expiration Date” field
and click the “Update” or “Reset” button to save the new event. The default date displayed in the
“Expiration Date” field is 30 days from the current date. After the expiration date, the event will
no longer be sent to the K22 by the Navy/Marine Cash server.
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b. Update an Existing Event

(1) Inthe“Listing of Existing Eventsto be Updated” box, choose an event by using
the scroll bar or by typing or selecting the merchant name in the “Merchant” field in the“Add or
Update an Event” box.

(2) Click on the event to be updated. Thiswill populate the fieldsin the “Add or
Update an Event” box.

(3) Changeany of thefieldsin the “Add or Update an Event” box, and click the
“Update” or “Reset” button to save the changes.

(4) Event Codes Are Not Reusable. Each event code must be unique within the
Disbursing Application on each ship. Do not reuse event codes; event codes can only be used
one time. This becomes especially important if an event is canceled and the Disbursing Officer
performs a bulk refund. To ensure the correct amount for a particular event is refunded to the
correct cardholders who participated in that event, event codes must be unique. For arepeating
function, each instance must be renamed as a new event with a new event code.
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84.31 ViewlLog

The“View Log” link in the Disbursing Application provides access to both current and
historical records of system actions and error conditions. It is used primarily for troubleshooting
problems with the Disbursing Application.

a. Toview the current log, click on the “View Current Log” button.

b. Toview apast log, highlight the desired log in the “Past Logs” window and then
clink on the “View Past Log” button.
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8.4.32 View Disk Usage

The“View Disk Usage” link in the Disbursing Application displays the current state of disk
storage use within the system. It is used primarily for troubleshooting problems with the
Disbursing Application.
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8.4.33 Network Operations Center (NOC) Selection

a. Navy Cash isdesigned to exchange data with its shore component through multiple
paths. In order to ensure maximum throughput, the Navy Cash server on the ship automatically
switches among these paths so that, if any one path isinoperable for any reason, data files will
continue to flow without action on the part of the Disbursing Officer. Nonetheless, it is not
uncommon for ships to experience temporary communication outages while they are underway.

b. The current NOC selection (path) will be displayed at the top of the “NOC
Selection” screen. To display the available paths, click on the down arrow in the “Change NOC
Selection” box to drop down the menu.

(1) 1P addresses associated with each path are displayed in the drop-down menu to
assist in any communications troubleshooting that may be required, e.g., PRNOC, UARNOC,
PRNOCDR, and UARNOCDR).
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(2) PRNOC isthe“home” NOC for all ships that are based on the West coast or are
Forward Deployed Navy Forces (FDNF). Their satellite communications (SATCOM) are
terminated with the Pacific Region NOC (PRNOC). PRNOCDR is a backup path at the PRNOC.

(3 UARNOC isthe“home” NOC for al shipsthat are based on the East coast.
Their SATCOM communications are terminated with the Unified Atlantic Region NOC
(UARNOC). UARNOCDR is a backup path at the UARNOC.

(4) If the path through the “home” NOC failsto transfer files, the Navy Cash server
will automatically switch to one of the other pathsin a pre-defined order, e.g., UARNOC,
PRNOC, UARNOCDR, PRNOCDR).

c. Communications Troubleshooting. The Disbursing Officer should check the status
of round trips on aregular basis (see paragraph 8.4.24, Indicate End of Day, for an explanation
of manual EOD, automatic EOD, and automatic interim round trips). If a pending batch is not
completed within six hours, engage aship’s 1T and, together with the IT, go through the
troubl eshooting steps in the Communications Troubleshooting Guide included at Appendix S.

(1) Navy Cash Access Control List (ACL) statements must match the statements
provided in the troubleshooting guide. In addition, verify that all NOC selections (paths) (see
paragraph b above) are responding to the FTP test instructions in the troubleshooting guide. If
one of the NOCs times out or the connection closes at the remote host when performing the test,
the IT should contact the NOC to find out why that IP is not connecting. A successful connection
isindicated when the FTP test returns a prompt for a user name and password for that | P address.

(2) To monitor the round-trip process, log on to the Navy Cash server and check the
most current batch _process summary.log file located in the Q:\files\navydatallog directory. If
the batch is continuing to fail at Step 7 or Step 11, check the batch_process details.log for timed-
out or decrypt errors. If these errors exist, the ship’s 1T should open a COMMSPOT with the
UARNOC or PRNOC, i.e., per the IP address the Disbursing Application is displaying at the top
of the “NOC Selection” screen (see paragraph b above), along with the NOC the ship may
currently be termed with due to location. Look for Navy Cash traffic, and seeif there are errors
or TCP resets causing the file to terminate transmission.

(3) Thekey to resolving communicationsissuesisto work with the ship’sITs.
Ships whose I Ts are engaged get communications issues and problems resolved more quickly,
which ultimately affects customer service to the crew. The I Ts are aware of LAN issues on the
ship or fleet advisories sent by the NOCs. If the NOCs state there are no issues and no errors
transmitting Navy Cash files, the Disbursing Officer should then contact the CSU via e-mail at
navycashcenter @ezpaymt.com. The CSU will assign a case number and engage the Navy Cash
Technical Support team for further troubleshooting.

8.4.34 Process Split Pay File

Individuals who elect the Split Pay Option (SPO) have a portion of pay sent directly to Navy
Cash accounts each payday. Enrolling in Navy Cash and signing up for SPO are two separate
actions. Signing up for SPO does not automatically enroll someone in Navy Cash (see paragraph
8.4.21); conversely, enrolling in Navy Cash does not automatically sign someone up for SPO.

a. Navy Option

NC SOP Ver 1.13 Chpt 8 Disbursing 8-111 14-Aug-09



(1) The proceduresfor Navy Cash SPO follow the procedures in place today for
non-Navy Cash ships. The member continues to sign alocally generated form to authorize SPO
(see paragraph 8.15.17 for a sample SPO enrollment/disenrollment form), and an HM series FID
is generated in the Defense MilPay Office (DMO) system. However, under Navy Cash, all
payroll functions are done between DFAS Cleveland and JPMC. The SPO payroll dollars will
continue to appear on the pay message, but require no action by the ship.

(2) Faled Navy Cash SPO Payments. Currently, when DFAS Cleveland forwards a
SPO payroll, JIPMC credits payroll paymentsto individual accounts by ship. Individua payroll
payments fail when someone does not have an open Navy Cash account or when the Navy Cash
backend ashore does not know that someone is assigned to a particular ship.

(@ Toavoidfailed SPO payroll payments, disbursing must ensure a person’s
enrollment in Navy Cash is completed and their Navy Cash account is actually opened before
signing them up for SPO. A person’s name on the SPO enrollment form must match their name
on the Navy Cash enrollment form. If a person is transferring from another Navy Cash ship and
isalready enrolled in Navy Cash, the Disbursing Officer must ensure they have completed a
“ Ship Check In” at the K80 before signing them up for split pay. That way, as soon as the next
End-Of-Day (EOD) round trip is completed between ship and shore, the Navy Cash backend
knows this person is assigned to a particular ship.

(b) Navy Cash Payroll Report. The Disbursing Officer should check the Navy
Cash Payroll Report in the shore reports directory (see paragraph 8.4.24.f) each pay day. The
report is sent to the ship automatically at the completion of the next EOD round trip after the
Navy Cash backend ashore posts the split pay payroll to the individual accounts (see paragraph
8.15.18 for a sample report). If someone’ s split pay payroll payment fails, the report will provide
an indication of the reason for the failure. For example, in addition to the primary reasons
mentioned above, a person’s name may have been changed in the MM PA but not in Navy Cash;
aperson’s SSN, which is probably correct in the MMPA, may have been entered incorrectly in
Navy Cash; or aperson’s Navy Cash account may have been closed for some reason or other. In
the report, “CLOSE_PND” or “CLOSED” indicates the account has been closed, and “ Account
Invalid” indicates the Navy Cash backend ashore could not match the person’s SSN, name, or
ship to an account. After checking the report, the Disbursing Officer can then contact the CSU
and provide the correct information or be ready with the correct information when the CSU
contacts the ship. Either way, the problem can be resolved that much more quickly, and the
individual will receive his or her split pay payroll payment that much sooner.

(c) The CSU will contact the ship, generally with an e-mailed Failed Split Pay
Notice, to seeif the individual isgoing to enroll in Navy Cash. If they do not hear from the ship
or if theindividual is not going to enroll, JPMC must then return these fundsto DFAS Cleveland
to be credited back to the individual’s Master Military Pay Account (MMPA).

(3) If IPMCisforcedto reect a SPO payroll payment, the funds will be returned to
DFAS Cleveland to be credited back to the individual’s MMPA. This creates additional
workload for the Disbursing Officer and significantly delays receipt of SPO payroll amount for
the individual. JIPMC will initiate the return of fundsto FRB Boston. The FRB will issueaDT in
the amount of the SPO to be returned. FRB will notify the individual’s ship that aDT has been
issued. Since the FRB reported the DT, the Disbursing Officer must do the following:

(@ Postthe DT online 4.2 of the DD Form 2657.
(b) PrepareaDD Form 1131 to credit back the SPO to the MPN.
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(c) 17x1453.2202 011 12600/0 000022 2D 000000071130
(d) Postthe DD Form 1131 on line 4.1B of the DD Form 2657.

(e) PosttheDT to the SODA.

(4) Provisional Split Pay. In the event of a communications interruption around
payday, which is normally held on the 1st and the 15th of the month, the Disbursing Officer has
the option to run a provisional SPO payroll on the ship (see paragraph 8.4.35). Cardholders who
are enrolled in SPO can be given a“provisional credit” in the amount of their last SPO payroll
amounts (or updated amount if a change has been entered since the last payday), which the Navy/
Marine Cash system keeps as a part of their profile information on the ship. The SPO Payroll
Report can be generated on the ship (see paragraph 8.4.25, View Reports) and lists cardholders
who have participated in SPO and the amount of the last payroll payment credited to their Navy
Cash accounts (see paragraph 8.15.19 for a sample report). When communications are restored,
the Navy/Marine Cash system synchronizes Navy/Marine Cash accounts between ship and
shore so that Navy/Marine Cash accounts on the ship reflect the correct balances.

MarineCash Disbursing Application

MARIM

Welcome, SMITHJ
Logout

Process Split Pay File

Fundsz Transfer

Place diskette containing split pay data in the floppy drive and click the 'Load’ button,

aintenance

ty Functions

You are uging verzion 1.4.27 of the Disbursing Applization. [nep.di280) B/23/2005 1:49 PM
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b. Marine Corps Option

The USMC Disbursing Officer operating on board deployed U.S. Navy ships will have SPO
functionality and will be required to create and process al SPO payrollslocaly.

(1) The Disbursing Officer will determine the amount of total Marine split pay
going to Navy Cash and then create an SF 5515 debit voucher in this amount. The 5515 will also
include the appropriate Disbursing Station Symbol Number (DSSN). The Disbursing Officer will
sign and image this 5515 and e-mail it to the Federal Reserve Bank (FRB) Boston to Jon Colvin,
jon.colvin@bos.frb.org, 617-973-5909. The deployed Disbursing Officer will also mail a copy of
the 5515 to FRB Boston.

(2) The Disbursing Officer will then generate a Split Payroll file using the RAPTRS
system and transfer it to afloppy disk. When completed, the floppy disk isinserted into the disk
drive on the Marine Cash workstation in order to upload the payroll file to the Navy Cash system
on board ship. When the end-of-day processing is completed, the system forwards the payroll file
to the Navy Cash back-end ashore for processing by JPMC.

MarineCash Disbursing Application

MARIM

Welcome, SMITHJ

Logout

Funds

Card Maintenance

1933120300,z

BO92C969. a2
DevicelevelOrderD ata. clazs
Dizhakid

K.earsargeB 0920963, atl
Persanal&pptdn, hirl
SBABLLID
TrumanE032C311.at1

fccount Enrollment Please click on the 'Process’ button.

Operations

You are uging verzion 1.4.27 of the Disbursing Applization. [nep.di280) B/23/2005 1:50 P
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(3) At the Marine Cash workstation, the Disbursing Officer clicks on the “ Process
Marine Split Pay” link in the Disbursing Application. The Disbursing Officer then inserts the
disk containing the payroll file and clicks on the “Load” button.

(4) The Disbursing Officer then selects and highlights the correct payroll file (.at1
file) and clicks on the “Process” button.

(5) Prior to processing the payroll file, the application will ask the Disbursing
Officer if he or sheis sure that the specified file is the correct payroll file. The Disbursing
Officer confirms that the fileis correct by clickingon “Yes'.

(6) Thisrunsthe application that encrypts the SSN on each record (field transport
key) and copies the data file off the disk and movesit to a directory for transmission off the ship.
When the end of day runs, the payroll information file is automatically encrypted (file transport
key), zipped, and pushed to JPMC.

MarineCash Disbursing Application

Welcome. SMITHJ
Logaut

I Process Split Pay File

Funds Tranzfer

Fundz Transfer
Place diskette containing split pay data in the floppy drive and click the 'Load' button.

| |4:v80920969 at2

19391 208l0g. zip
£092C910. 5t

DevicelevellrderD ata. clazs
Dshak.id
Kearzargeb092C969. at1
Personaldpptve. html
SBABLLID
TrumanB092C911.at1

File has been proceszed and placed in C:\Program Filez\DizposppPayroll

You are using version 1.4.27 af the Disburzsing Application. [ncp.di380) B/2342005 1:52 P

(7) JIPMC will credit the amounts indicated in the file to the individual Marines
Navy Cash accounts. (At this point, JPMC has credited value into the Navy Cash system, but no
corresponding value has been deposited in the Navy Cash funds pool.)
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(8) The SF 5515 sent viae-mail to FRB Boston authorizes the transfer of funds
from the FRB to JPMC. FRB Boston will enter the 5515 into CA$SHLINK, which will debit the
Disbursing Officer’'s DSSN. FRB Boston will credit (viawire or ACH) the funds pool account at
JPMC in an amount equal to the 5515 debit voucher.

The routing number and account number for the Navy Cash funds pool are:

ABA Routing Number: 021000021
Account Number: 323152589

(99 TheUSMC Disbursing Officer will subsequently validate the SF 5515 amount
by reviewing CASHLINK reports.

(10) FRB Boston will subsequently validate the e-mailed image of the 5515 when
the hard copy arrives by mail.

(11) No third-party validation of the Disbursing Officer’s e-mailed 5515 is possible
as the Deployed Disbursing Officer creates and has ownership of the Marine split pay
information. Any risk in this processis mitigated by the fact that the Deployed Disbursing
Officer’s e-mail will always result in the transfer of funds from FRB Boston to the Navy Cash
funds pool. No other funds transfers will be possible using this approach.

8.4.35 Provisional Split Pay

a. Inthe event of acommunications interruption around payday, which is normally
held on the 1st and the 15th of the month, the Disbursing Officer has the option to run a
provisional Split Pay Option (SPO) payroll on the ship. Cardholders who are enrolled in SPO
can be given a*“provisiona credit” in the amount of their SPO payroll amounts. The Navy/
Marine Cash system on the ship keeps the previous SPO payroll amounts as a part of each
cardholder’ s profile information and provides the Disbursing Officer the ability to update the
SPO payroll amounts. The SPO Payroll Report can be generated on the ship (see paragraph
8.4.25, View Reports) and lists cardholders who have participated in SPO and the amount of the
last payroll payment credited to their Navy Cash accounts (see paragraph 8.15.19 for a sample

report).

b. Even when the Navy/Marine Cash system cannot communicate with the shore side,
DFAS Cleveland will still send the actual Navy split pay file to the Navy/Marine Cash back end
ashore for processing. When communications are restored, the Navy/Marine Cash system
synchronizes Navy/Marine Cash accounts between ship and shore and reconciles Navy/Marine
Cash accounts on the ship so they reflect the correct balances.

c. The“Provisiona Split Pay” function consists of three basic parts, each of which will
be discussed in turn.
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e Updating Previous Split Pay Data
¢ Running Provisiona Split Pay
¢ Reporting

d. Updating Previous Split Pay data. If communications have been a problem and, as
payday approaches, it appears that a provisional split pay request may be necessary, the
Disbursing Officer can update a cardholder’ s SPO information in the Navy/Marine Cash
database on the ship to reflect any changes entered into DM O since the last SPO payrall file
was posted, to include adding a Navy/Marine Cash cardholder who was not previously
receiving split pay. This capability helps to ensure that the proper SPO amount is credited to a
cardholder’s Navy/Marine Cash account should a provisiona split pay request become
necessary. The Disbursing Officer should refer to the SPO message received from DFAS
Cleveland for that particular payday if at all possible.

(1) To accessthe provisional split pay functions, the Disbursing Officer clicks on
the “Provisional Split Pay” link in the Disbursing Application. A window is then displayed that
presents the two provisional split pay options, the first of which is Provisional Split Pay Amount
Editing. To update previous split pay data, the Disbursing Officer clicks on the “Provisional Split
Pay Amount Editing” link in the provisional split pay options window.

NC SOP Ver 1.13 Chpt 8 Disbursing 8-117 14-Aug-09



(2) FEilter Options.

(& Toview only the Navy/Marine Cash cardholders on the ship who are
participating in the Split Pay Option (SPO), click on the “ Show Only Split Pay Cardholders’
check box to insert the “ check” mark, and click the “ Refresh” button.

(b) Toview al Navy/Marine Cash cardholders, click on the “ Show Only Split
Pay Cardholders’ check box to remove the “ check” mark, and click the “ Refresh” button.

(c) Toview asingle Navy/Marine Cash cardholder, enter an SSN in the “ Social
Security Number” box, and click the “ Refresh” button.

(3) Update Payroll Amount. To update the payroll amount for an individual Navy/
Marine Cash cardholder:

(@ Click on the cardholder whose payroll amount is to be updated; or enter an
SSN in the “Social Security Number” box, and click the “Refresh” button.
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(b) Change the dollar amount in the “Payroll Amount” box, and click the
“Submit” button to save the change.

(c) Thischange updates the Navy/Marine Cash database on the ship only and is
normally used to reflect any changes entered into DM O since the last SPO payroll was posted.

e. Running Provisional Split Pay. If the Navy Cash system cannot communicate with
the shore side on or just before payday, the Disbursing Officer has the option to submit a
provisional split pay request. Before submitting a request, the Disbursing Officer should update
cardholder SPO information in the Navy/Marine Cash database on the ship to reflect any
changes entered into DMO since the last SPO payroll was posted to ensure that the proper SPO
amount is credited to each cardholder’ s Navy/Marine Cash account (see paragraph d above).

(1) To access provisional split pay functions, the Disbursing Officer clicks on the
“Provisional Split Pay” link in the Disbursing Application. A window is displayed that presents
two options, the second of which is Post Provisional Split Pay. To run provisional split pay, the
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Disbursing Officer clicks on the “Post Provisional Split Pay” link in the provisiona split pay
options window.

(2) View Split Pay Requests.

(8 To check the status of a provisional split pay request, ook at the appropriate
split pay request in the “Previous Split Pay Requests’ box. If thereisno “ Status Date” provided,
then the request has not been processed.

(b) The status displayed only represents the status of processing the provisional
split pay request on the ship. It does not represent the status of synchronization with the back end
ashore. A status of “Processed Successfully” indicates that provisional split pay has been
successfully applied to Navy/Marine Cash account balances on the ship.

(3) Submit Split Pay Request. To submit a provisional split pay request:

(8 After ensuring cardholder SPO information in the Navy/Marine Cash
database on the ship has been updated as necessary to reflect any changes entered into DMO
since the last SPO payroll file was posted (see paragraph d above), enter the date of the payday
being requested for provisional split pay, and click the “ Submit” button. The default date
displayed is dways the date of the previous payday from today’ s date.

(b) There cannot be more than one pay request for apay date that isin a“Not
Y et Processed” status. A request for the same pay period cannot be submitted until the
processing of that request has been completed. A provisiona split pay request might be
submitted a second time to credit the Navy/Marine Cash account of a cardholder who was added
to split pay through the “Provisional Split Pay Amount Editing” screen (see paragraph d above)
after the request was run initialy.

(c) A pay date cannot be skipped. Requests for provisiona split pay must be run
in date order. If the last successfully processed provisional split pay request displayed in the
“Previous Split Pay Requests’ box was 15 September 2003, the Disbursing Officer could first go
back and run the 15 September 2003 provisional split pay request again to pick up any
cardholders who were not paid for that pay period. Once the 1 October 2003 provisional split pay
request has been submitted and processed successfully, the previous 15 September 2003 pay
period cannot be run again.

(d) Therecan only be one future pay date. Continuing the example above, once
the 15 October 2003 provisional split pay request displays a status of “Processed Successfully”,
the Disbursing Officer could submit a provisiona split pay request for 1 November 2003 but
could not submit a request for another future date after 1 November 2003.

f. Reporting. When communications are restored and the provisional split pay fileis
received ashore as a part of the normal end-of-day processing, it is posted to cardholder Navy/
Marine Cash accounts and reversed immediately. The cardholder accounts will aready reflect
the actual split pay payroll from DFAS Cleveland. Any differences will be reflected in the
Provisional Split Pay Exceptions Report. This detailed report, and other summary reports, will
be placed in the provisional split pay option log filesin the
“Q:\files\navydata\report\ship\spso\by date” directory. On the Disbursing Application
workstation or laptop, the report can be found in the S:\files\navydata\report directory, which
maps to the Q:\files\navydata\report directory on the Navy Cash server. The “ Shore Reports”
folder (icon) on the Disbursing Application desktop provides a short cut to the reports directory.
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8.4.36 Access Editor—Access Control for Disbursing Application

a. The Disbursing Officer must control who has access to the various functions within
the Disbursing Application. Individual operators are assigned to one of six “User Groups’.
These user groups essentially represent six levels of accessrights. The access rights for each
user group are initially set to default settings, a sample of which is shown in the table included
under paragraph g below. The Disbursing Officer can tailor the access rights for an individual
operator by either adding or deleting specific access rights.

b. Inorder for an individual to change his’her password, the Disbursing Officer must
first verify theindividual’s identity. Once thisis established, the individual can then enter a new
password into the system.

c. Eachindividual operator must log off when they are through working on the system.
The next operator can then log on the system by entering his or her own user ID and password.
Each operator must use his or her own user ID and password when operating the Navy Cash
system.

d. Asamatter of policy, any PS who wantsto perform any personal Navy Cash
transactions in the disbursing office, for example, to add or cash out value or change a PIN,
should contact the Disbursing Officer or Deputy.

e. Each calendar quarter, the Cash Verification Team will generate card reports for all
Navy Cash Disbursing Application users (see paragraph 8.4.18, Card Report) to verify that no
unauthorized deposits were made to their accounts since the last quarterly cash verification.

f. To access the access editor
functions, the Disbursing Officer clicks on the
“Access Editor” link in the Disbursing
Application. A window is then displayed that
presents the access editor options that are
available to the Disbursing Officer, each of
which will be discussed in turn.

e Assgned Access Rights Editor
e User Account Operations

g. Default Settings. The table below shows the current default settings for access rights
to the Disbursing Application.
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Level 1
Disbursing Officer/Deputy

Level 2

Marine Disbursing Officer/Deputy
Level 3

Agent Cashier
Level 4
Duty Person (Duty DK, Duty Supply, CDO)

Level 5

Refunds (Ship's Store, MWR, etc.)
Level 6
Duty ADP

Funds Transfer
Funds Transfer to Chip
Funds Transfer from Chip ° ) )

Chip to Chip Corrections

Card Maintenance
PIN Reset or Change
Change Card Status
Unblock Card
Card Report
New Enrollee Card Pick Up

Account Maintenance

Assign Replacement Card

Account Enrollment
Operations

Indicate End-Of-Day

Weekend Indicate End-Of-Day

Safe Closeout

View Reports

Safe Bank Transactions

Operator ID Maintenance

Vending Maintenance
Utility Functions

View Log

View Disk Usage

NOC Selection

Process Split Pay File

Access Editor

Refunds

Backups/ Troubleshooting ° )
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. Set Look and Feel Attributes

Group Membership
G ToLp; Group Membership:
Add DISEOD

Harine Disbursing Offi:e
Agent Cashier
Duty Personnel Remaove
Fefund= 3
211 tr ATIP . Fretrieve . .
IJzer Hame: Cumnulative Access Rights for User:

View Report= Y

HOC Selection
SHMITHJ Frocess Marine Split Pav
SATLORS View Di=k U=zage
ENROLLES View Log
FFET ¥ lann TISFR RROTE A~
< > < >
Group Access
IJzer Group: Group Access:
Havy Disbursing Offic Add Account Maintenance Y
Marine Disbursing Off — J |Account Enrollment
Agent Cashier Allow Add Group Member Right
Duty Personnel Remove ADD USER GROUIE
Fefunds r ALTEE_USEE_GROUFP
Tt ATHF Fetrieve Az=zign REeplacement Card
£ > —_— 1 |Card Maintenance W
Arccess List:
ACCESS EDIT — Access Editor ”
ACCESS USER_CGROUP_EDITOR — Access and Uzer Group EdltDr -
ACCOUHT HATNTENANCE - Account Maintenance
ACCT _ENROLL — Account Enrollment -
ADD DATABASE USER — Add Application User -
ADD GROUFP_MEMEEER — Allow Add Group Member Fight —
ADD TSER_GROUP - - bl

E wit

h. Assigned Access Rights Editor

(1) The Disbursing Officer clicks on the “ Access Editor” link on the Disbursing
Application and then on the “ Assigned Access Rights Editor” link on the “ Access Editor” screen.

(2) Group Membership. Group access rights can be modified, that is, “Add”,
“Remove”, or “Retrieve”, within the “Group Membership” section of the Assigned Access
Rights Editor screen.

(3) Group Access Rights. The access rights for groups can be added or removed by
highlighting individual rightsin the “ Cumulative Access Rights for User” window and selecting
“Add” or “Remove’.

(@ Toaddanindividual to auser group, click on the individual’s user name in
the “User Name” box, using the scroll bar if necessary to find the user name.
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NOTE: User names are assigned by the Disbursing Application when a new Disbursing
Application user is added (see paragraph 8.4.36.i.(8)).

(b) Click on the appropriate user group in the “ Group” box in the “Group
Membership” section and click on the “Add” button. The application will ask the Disbursing
Officer to verify that he or she wants to add the indicated user to the indicated user group. When
the Disbursing Officer clicks the “OK” button, the application then displays a status box to
indicate that the operation was successful. Clear the status box by clicking the “OK” button.

(4) Group Access. Within the “Group Access’ section of the Assigned Access
Rights Editor screen, the access rights for an entire group can be added or removed by the
Disbursing Officer. Normally, the group access rights would not be modified.

% Set Look and Feel Attributes E]
Usger Operations
Ligt Active Uzers

UTzer Hame Acount Hame Operator ID
DISEOD DISEO, DL 1001
SATLORS SATTOR, SAM 2002

‘SMITHJ

£ >
Specihied Uzer: SMITHJ

Unlock Account | Lock Account Reset Password Change Password

Add Mew Disburzing Application User

Firzt Mame: | Add User

Lazt Mame: |

Search | Feset

Exit

i. User Account Operations

(1) The Disbursing Officer clicks on the “ Access Editor” link on the Disbursing
Application and then on the “User Account Operations’ link on the “ Access Editor” screen.

(2) Click onthe“List Active Users’ button to display all currently active
Disbursing Application users.

(3) The status of each account, for example, locked, open, expired, islisted in the
“Status’ column on the far right. Use the scroll bar to view the “ Status’ column.
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(4) Unlock Account. To unlock alocked user account, for example, a user account
isautomatically locked if the password is entered incorrectly three times, the Disbursing Officer
specifies a user by clicking on the user name and then clicking on the “Unlock” button. The
application will ask the Disbursing Officer to verify that he or she wantsto “Unlock” the
specified account by clicking the “OK” button. When you click the “OK” button, the application
then displays a status box that indicates that the operation was successful. Clear the status box by
clicking the “OK” button.

(5 Lock Account. To lock auser out of the Disbursing Application, for example, if
auser will be on temporary duty away from the ship for an extended period, specify auser by
clicking on the user name and then clicking on the “Lock” button. The application will ask the
Disbursing Officer to verify that he or she wantsto “Lock” the specified account by clicking the
“OK” button. When you click the “OK” button, the application then displays a status box that
indicates that the operation was successful. Clear the status box by clicking the “OK” button.

(6) Reset Password. In order for an individual to change his/her password, the
Disbursing Officer must first verify the individual’s identity. Once thisis established, the
individual can then enter a new password into the system. To reset the password on a user
account, the Disbursing Officer specifies a user by clicking on the user name and then clicking
on the “Reset Password” button. The user is then prompted for a new password, which becomes
effective upon the next log on.

NOTE: After the new password is set, the Disbursing Application will display an error
and terminate. Smply restart the Disbursing Application and log on.
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Password Control. Access to the Disbursing Application is controlled by
password. Passwords must be a minimum of 8 characters and less than 16 characters
in length and must begin with an alphabetic character and should use three of four
character sets, that is, upper-case letters, lower-case |etters, numbers, and special
characters. Passwords should be changed every six months. The Disbursing Officer
shall record password changesin a locally generated and maintained |og.

Each operator should log off when they are through working on the system. The next
operator can then log on the system by entering hisor her own password. Each operator
must use hisor her own user ID and password when operating the Navy Cash system.

(7) Change Password. In order for an individual to change his/her password, the
Disbursing Officer must first verify theindividual’s identity. Once thisis established, the
individual can then enter a new password into the system. To change the password on a user
account, the Disbursing Officer specifies a user by clicking on the user name and then clicking
on the “ Change Password” button. The user is then prompted for a new password, which
becomes effective upon the next log on. Again, the Disbursing Officer shall record password
changesin alocally generated and maintained log.

NOTE: Again, passwords must be less than 16 but at least 8 charactersin length and
must begin with an alphabetic character. Passwords should use three of four
character sets, that is, upper-case letters, lower-case | etters, numbers, and special
characters, and should be changed every six months.

Each operator should log off when they are through working on the system. The next

operator can then log on the system by entering hisor her own password. Each operator
must use hisor her own user 1D and passwor d when operating the Navy Cash system.
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(8 AddNew Navy Cash Application User

NOTE: Anindividual must be a Navy Cash cardholder and have an Operator 1D assigned
with the “ Add as Disbursing User” block checked (see paragraph 8.4.28.d, Operator
ID Maintenance) in order to be added to the Disbursing Application user list.

(@ Inthe“First Name” and “Last Name” text boxes, the Disbursing Officer
entersthe individua’sfirst and / or last name. Click on the “ Search” button and select the desired
individual by clicking on the appropriate name in the adjacent list box. If no entries are found,
the list box will be empty, and the specified individual is probably not a Navy Cash cardholder.

(b) Click onthe®Add User” button. The application will ask the Disbursing
Officer to verify that he or she wants to create a new user account for the specified individual by
clicking the “OK” button. A successful operation will be indicated by a status box that displays
the username and password created by the system for the new user. Before clicking the “ OK”
button, which will clear the status box, write this information down for the new user. The user
should destroy this written note once he or she has changed the password (see paragraph (d)
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below. If an error message is displayed, write down the displayed message and contact the CSU
(see paragraph 8.14).

(c) Add the new user’s username to the appropriate user group through the
Disbursing Application “ Access Editor” screen and the “ Assigned Access Rights Editor”
functionality (see paragraph 8.4.36).

(d) Once the new user account has been established and his or her username has
been assigned to the appropriate user group, the password assigned by the Disbursing
Application must be changed by the user (see paragraph 8.4.36.i.(7) above).

8.4.37 Ingtallation Alerts: Installing IAVA and Other Softwar e Patches

a. Installation aerts provide an automated mechanism for applying software updates to
the Navy Cash system on the ship. These software updates include Information Assurance
Vulnerability Assessment (IAVA) patches to address applicable Information Assurance
Vulnerability Alerts (IAVAs) and Bulletins (IAVBs), DMLs (data fixes) applied to the ship-side
Navy Cash database, and application patches applied to the Navy Cash system.

(1) WhenlAVA and Navy Cash application patches have been pulled to the ship as
apart of the round-trip process, the “Installation Alert” pop-up window will appear the next time
an authorized individual logsin to the Disbursing Application. The Installation Alert window
notifies the Disbursing Officer to initiate the installation process by clicking on the “Install Now”
or to delay the installation by clicking on the “Install Later” button.

(2) DML patcheswill generally be transmitted to the ship and applied automatically
without any action required by the Disbursing Officer.

b. The Disbursing Officer must install IAVA and Navy Cash application patches as
soon as practicable. [dedlly, patches should be installed after the end of the business day, when
retail outlets have closed out for the day and retail operations are at a minimum. The status of
each patch will be transmitted back to shore automatically viaalog file as a part of the next
ship-initiated round trip. These log files will show a summary of the activity that occurred
during the installation of a patch. IAV A patches in particular require Navy-wide compliance
monitoring to ensure mitigation of security vulnerabilities. For each IAVA/B, the Navy Cash
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team ashore must report compliance to meet established deadlines using the Online Compliance
Reporting System (OCRS) to document and track compliance status for all Navy assets.

c. 1T-21 Security Practices. Disbursing should follow I T-21 security practices, e.g.,
auditing event logs, physical security, etc. in addition to any Navy Cash security requirements
(see primarily paragraphs 8.2, General; 8.3, Navy Cash Custodial Responsibilities; and 8.4.36,
Access Editor—Access Control for Disbursing Application). However, do not apply IAVA
patches independently on the Navy Cash servers. Navy Cash Technical Support will provide all
necessary and approved updates, e.g., viainstallation alerts or pre- and post-deployment
grooms. When in doubt, contact the CSU.

85  Navy Cash Merchants, Vendors, and Foreign Concessionaires

8.5.1 Transient Merchants—Vendorsand Foreign Concessionaires

a. Transient merchants are generally used when Navy Cash transactions must be settled
on an as-needed basis to pay a vendor or concessionaire without delay for goods or services
provided. The transient merchants are usually only needed for a short time and are commonly
settled to adifferent vendor each time they are used. Transient merchants are designed to settle
to the disbursing office merchant Navy Cash (strip) account on adaily basis and not to a bank or
credit union account. The Disbursing Officer then provides an ex-cash-remittance check or cash
to the vendor in the amount of the Navy Cash transactions collected by the vendor. Within Navy
Cash, the standard transient merchants are: Husbanding Agent, Foreign Concessionaire, College
Courses, College Books, and Miscellaneous Events. While the other transient merchants were
set up for fairly specific purposes, “Miscellaneous Events’ was established to handle fund-
raising and other events, like a Navy Wives bake sale or a Chief’s Mess special function.

b. The procedures below were written for currency exchange and foreign
concessionaires, but they apply to transient merchants in general. Specific differences for
individual transient merchants are noted where necessary.
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8.5.2  Currency Exchange by Vendorsin a Foreign Port

Navy Cash can be used in exchange for foreign currency on board ships during a port visit.
When needed, currency exchange is generally arranged through the husbanding agent as part of
the Logistics Request (LOGREQ) prior to aport visit.

a. Preparation

(1) Beforethe sale of currency begins, an exchange rate that will remain in effect
throughout the port visit will be agreed upon with the currency exchange vendor. Once
established, the exchange rate will not be changed.

(2) The currency exchange vendor will maintain a currency exchange log and
record each transaction. A sample * Currency Exchange Log” isincluded at paragraph 8.15.24.
The vendor may use his or her own log as long as the information recorded includes the basic
information in the sample log.

(3 When aship pullsinto aport, the Disbursing Officer will provide the vendor
with sufficient copies of the Currency Exchange Log and issue each operator a battery-operated
K22 POS device. K22s checked out for these periodic functions should be signed out on alocally
generated and maintained custody log. Following the procedures in Chapter 2 of this SOP, each
K22 will be set to one of the transient merchants (Husbanding Agent is generally used for the
currency exchange vendor) and each operator will be assigned a separate operator ID number so
the Navy Cash detail reports can be separated by operator. The vendor will use the K22(s) to
record transactions and collect value from the cardholders using their Navy Cash cards to
exchange for foreign currency. If the K22s are expected to be used remotely for an extended
period, the Disbursing Officer should provide the operator with additional batteries.

b. Closeout

(1) Closeout Day Prior to Payment. At the end of each day or, more commonly, at
the end of the port visit, the vendor will bring the K22 and the currency exchange logs back to
the disbursing office for closeout and payment.

(@) Generaly, the vendor must close out at the end of the business day prior to
the day that payment is desired.

(b) Navy Cash transactions collected by transient merchants are settled to the
disbursing office merchant Navy Cash (strip) account, but the amount is not actually transferred
to the account or the new balance reflected until an Indicate End Of Day (IEOD) function and
subsequent round trip between the ship and the shore are compl eted.

(2) Download K22 and Copy Logs. The Disbursing Officer or Deputy shall make
copies of the logs and then plug the K22 into an available “download box” or serial port, for
example, in the disbursing office or sales office. When the K22 comes on line with the Navy
Cash server, the sales information contained on the K22 will be uploaded to the Navy Cash
server automatically.

(3) Generate Ship Report. As soon as the sales information on the K22 is uploaded
to the server on the ship, the Disbursing Officer shall use the Disbursing Application to generate
and print aMerchant Sales Summary Report that shows the total amount of Navy Cash
transactions collected by the vendor.
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(4) Reconcile Navy Cash Report and Vendor Logs

(@ If the Merchant Sales Summary Report generated by the Navy Cash system
and the vendor’ s currency exchange logs agree, the Disbursing Officer isready to pay the vendor
for the amount of the Navy Cash transactions collected by the vendor. If they do not agree, the
Disbursing Officer must reconcile the differences. To simplify settlement and payment, this
reconciliation should be completed before initiating the IEOD function.

(b) The Disbursing Officer shall use the Navy Cash system to generate a
Merchant Transactions Report for the time period covered by the logs presented by the vendor
and using the merchant and operator 1D number that was assigned to the K22 used by the vendor.

(c) Therearetwo primary out-of-balance conditions that can occur. It is
possible, however, to experience combinations of these two basic error conditions, and this must
be considered when conducting the investigation.

((1)) Shortage. Thetotal sales amount on the vendor’s currency exchange log
is greater than the total amount collected on the Merchant Sales Summary Report. Sales are
overstated, or collections are understated. This condition occurs when a currency exchange sale
was recorded but the currency or electronic cash was not collected, for example, an individual
could have removed his or her Navy Cash card before the transactions was completed, or the
amount collected was less than the amount of the sale. If cash (currency) isinvolved, it is
possible that a cashier made change incorrectly during the transaction or that money was
miscounted, misplaced, lost, or stolen.

((2)) Overage. The total sales amount on the vendor’s currency exchange log
isless than total amount collected on the Merchant Sales Summary Report. Sales are understated,
or collections are overstated. This condition occurs when currency or electronic cash was
collected but a sale was never recorded or was recorded at an amount less than the currency or
electronic cash collected. If cash (currency) isinvolved, it is possible that the cashier made
change incorrectly or that the money was miscounted.

(d) For either out of balance condition, the Disbursing Officer must compare the
Navy Cash Merchant Transactions Report for the currency exchange vendor, which lists every
Navy Cash transaction the vendor performed that day, and the vendor’ s currency exchange log to
determine, through a process of elimination, which transactions are missing or were recorded at
incorrect amounts. Probable error conditions and corrective actions:

((1)) Condition: The Merchant Transactions Report shows a Navy Cash
collection transaction but a corresponding entry in the vendor’ s currency exchange log does not
exist. Corrective Action: Disbursing Officer will first confirm that the collection reported on the
Merchant Transactions Report is correct. If correct, the vendor will make a corresponding entry
in the currency exchange log. If incorrect, the Disbursing Officer will reverse the Navy Cash
collection by issuing arefund to the member in the amount of the original erroneous collection in
Navy Cash or currency as appropriate.

((2)) Condition: The Merchant Transactions Report shows a collection
transaction but recorded at an amount different than what is recorded in the currency exchange
log. Corrective Action: Disbursing Officer will determine the correct amount for the transaction
and, if the correct transaction amount is greater than the amount collected, the currency exchange
log will be corrected and the Disbursing Officer will contact the member and request payment of
the difference in Navy Cash or currency as appropriate. If the correct transaction amount is less
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than the amount collected, the currency exchange log will be corrected and the Disbursing
Officer will refund the difference to the member in Navy Cash or currency as appropriate.

((3)) Condition: The currency exchange log shows a collection transaction
occurred on the day of reconciliation but a corresponding transaction was not been recorded in
the Merchant Transactions Report. Corrective Action: Disbursing Officer will confirm that the
collection entry in the currency exchange log is correct. If correct, payment was never made, and
the Disbursing Officer must contact the cardholder and request payment in Navy Cash or
currency as appropriate. If incorrect, the currency exchange vendor will reverse (cancel) the
entry in the currency exchange log.

(e) If theinvestigation revealsthat cash (currency) was lost, misplaced, or
stolen, it should be handled in accordance with Chapter 6 of DODFMR Volume 5 and existing
procedures (which are outside the scope of Navy Cash).

(f)  Oncethe Merchant Transactions Report and Currency Exchange Log agree,
the reconciliation is successful, and the Disbursing Officer is ready to pay the vendor with a
check or cash for the amount of the money exchanged using Navy Cash (see paragraphs 8.5.2.c
and d below).

(g) The Disbursing Officer shall maintain any Merchant Sales Summary or
Merchant Transactions Reports and any reconciliation worksheets associated with currency
exchange on file for 12 months.

c. Payment

(1) Oncetheround trip is completed between ship and shore and the correct balance
isreflected in the disbursing office merchant strip account and the Daily Transaction Detall
Report—M erchant Settlement from shore (see paragraph 8.15.8 for a sample report), the
Disbursing Officer shall transfer value from the strip to the chip in the amount of the Navy Cash
transactions collected by the vendor using the disbursing office merchant card at the K80
Cashless ATM or at the Disbursing Application (see paragraph 8.4.8, Funds Transfer to Chip).
On the Merchant Settlement Report, the “ Settlement Type” for Navy Cash transactions collected
by transient merchants and settled to the disbursing office merchant Navy Cash (strip) account
will be reported as “DISBO OFF”.

(2) Inthedisbursing office, the Disbursing Officer shall then cash out the chip and
either cut an ex-cash remittance check to the vendor or provide the vendor cash for the total
amount of their Navy Cash salesreceipts.

(3) The Disbursing Officer shall record the payment to the vendor as a chip-to-cash
transaction on the Daily Cash Transaction Ledger in accordance with paragraphs 8.4.9 and
8.4.14. The vendor shall print and sign his or her name on the ledger for the amount of value
received. If the vendor was issued a check, the Disbursing Officer shall also record the check
number on the ledger.
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(4) Vendor Issued Check. If the vendor was issued a check, the Disbursing Officer
will post the amount of the payment to the DD 2657 as an increase to line 2.1B and line 6.9. In
addition, the Disbursing Officer will update the check issue log and al other applicable
documentation required by DODFMR Volume 5 for each ex-cash check issued.

Vendor Issued Check

1. OSSN 2 DATE

DAILY STATEMENT OF ACCOUNTABILITY N e
SECTION | - TRANSACTIONS AFFECTING ACCOUNTABILITY
a.LIME b. DESCRIFTION c. TODAY & MONTH-TO-DATE

MCOHIRTARILITY - Beginnimg of Day

[

n MOCOUWTANILITY

ACCOUMTIABILITY -I.'::«; of Day
SECTION Il - DISTRIBUTION OF ACCOUNTABILITY - INCUMBENT D0
a.LINE b. DESCRIPTION c. DALY INCREASE | d. DAILY DECREASE o. MONTH-TO-DATE

N

Vendor Issued Check
Post amount of payment to 2657 as
an increase to line 2.1B and
an increase to line 6.9

TOTAL IROUMIELNT OO0 ARCDDUETANTLITYE

SECTION Il - ISTRIBUTION OF ACCOUNTABILITY - PREDECESSOR DOs

a.LINE b. DESCRIPTION c. DAILY INCREASE d, DALY DECREASE o, MONTH-TO-DATE

. TOTAL FREDECESDOE Dla ADOUHTABILITY

SECTION IV - DISTRIBUTION OF ACCOUNTAEBILITY - COMBINED

a.LINE b. DESCRIPTION ¢, DAILY INCREASE [ DAILY DECREASE 'a. MONTH-TO-DATE
DOTRL Dads ALLINTRELLITY

4. DISEURSING OFFICER MNAME, RANK OR GRADE, TITLE 4. DISBURSING OFFICER OR DEFUTY 5. DATE

LTJG JACK RIPPER, US55 NFRS

DD FORM 2657
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(5) Vendor Issued Cash. If the vendor was issued cash, the Disbursing Officer will
post the amount of the payment to the 2657 as a decrease to line 6.2A and an increase to line 6.9.

Vendor Issued Cash

1. DSSN 2. DATE
DAILY STATEMENT OF ACCOUNTABILITY BR&A a2 2120089

SECTION | - TRANSACTIONS AFFECTING ACCOUNTABILITY
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1 '\
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3. DISBURSING CFFICER NAME, RANK OR GRADE, TITLE 4. DISBURSING OFFICER OR DEFUTY | 5. DATE

LTJG JACK RIPPER, USS NFRS
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d. Contingency Alternative — Closeout and Payment

(1) On an exception basis, in the event that paying the vendor cannot wait until an
IEOD and round trip between ship and shore have been completed, the Disbursing Officer can
provide the vendor an ex-cash check or cash based on the logs provided by the vendor and the
Merchant Sales Summary Report. If the logs and Navy Cash report do not agree, the Disbursing
Officer must reconcile the differences following the procedures above before initiating payment.

(2) The Disbursing Officer shall create a Journal V oucher, OF 1017-G, to record
the amount of the ex-cash remittance check or the cash issued to the vendor.

(@ Onthejournal voucher, annotate the transaction as “ Chip-to-Cash”, have the
vendor print and sign his or her name for the amount of the check or cash received, and, if the
vendor was issued a check, record the check number.

(b) Retain the journal voucher and Merchant Sales Summary Report to
substantiate the value of Navy Cash transactions collected by the vendor and the amount of the
check or cash issued to the vendor.

(3 Vendor Issued Check. If the vendor was issued a check, the Disbursing Officer
will post the amount of the payment to the DD 2657 as an increase to line 2.1B and line 6.2A.

(@) The Disbursing Officer must update the check issue log and all other
applicable documentation required by DODFMR Volume 5 for each ex-cash check issued.

(b) Cashon hand (6.2A) should equal physical cash plusthe value of the Navy
Cash transactions collected by the vendor as reflected on the journal voucher, Merchant Sales
Summary Report, and amount of the ex-cash check issued to the vendor.

(¢) Oncethe [EOD and round trip are completed and the correct balanceis
reflected in the Merchant Settlement Report and disbursing office merchant strip account (either
later that day or first thing the next day), the Disbursing Officer shall transfer the value from the
strip to the chip using the disbursing office merchant card at the K80 or at the Disbursing
Application (see paragraph 8.4.8, Funds Transfer to Chip).

(d) The Disbursing Officer shall then cash out the chip, annotate the chip-to-
cash transaction as a payment to the vendor on the Daily Cash Transaction Ledger, and keep the
cash in the Navy Cash safe/box.

(e) The Disbursing Officer shall post the amount of the payment to the DD
2657 as adecrease to line 6.2A and an increaseto line 6.9.
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Contingency Alternative — Vendor Issued Check
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Contingency Alternative—Vendor Issued Check—IEOD and Round Trip Completed
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(4) Vendor Issued Cash. If the vendor was issued cash, the Disbursing Officer will
post the amount of the payment to the 2657 as a decrease to line 6.2A and an increase to line 6.9.

(@ Navy Cash cash (6.9) should equal physical cash plusthe value of the Navy
Cash transactions collected by the vendor as reflected on the journal voucher, the Merchant Sales
Summary Report, and the amount of the cash issued to the vendor.

(b) Oncethe IEOD and round trip are completed and the correct balanceis
reflected in the Merchant Settlement Report and disbursing office merchant strip account (either
later that day or first thing the next day), the Disbursing Officer shall transfer the value from the
strip to the chip using the disbursing office merchant card at the K80 or at the Disbursing
Application (see paragraph 8.4.8, Funds Transfer to Chip).

(c) The Disbursing Officer shall then cash out the chip, annotate the chip-to-
cash transaction as a payment to the vendor on the Daily Cash Transaction Ledger, and keep the
cash in the Navy Cash safe/box.

(d) No additional entries are required on the DD 2657.
8.5.3 Concessionaire Salesby Vendorsin a Foreign Port

a. Insome foreign ports, the Navy Exchange (NEX) Europe District and the NEX
Y okosuka, Japan, contract with certain vendors to sell merchandise on board ships. The Navy
Cash system can be used to accommodate these sales.

b. Asapart of the contract agreement, the foreign concessionaire vendors pay a
commission to the ship and the NEX based on a percentage of the total retail value of gross
sales as outlined in each concessionaire’ s contract. The concessionaire will pay 50 percent of
the commission to the ship’s Sales Officer prior to the vendor leaving the ship. The
concessionaire will pay the remaining 50 percent of the commission to the NEX District Office
from which the contract was | et.

c. Preparation. When the ship pullsinto port, the Sales Officer will check out the
appropriate number of battery-operated K22 POS devices from the disbursing office to issue to
each vendor. If the K22s are expected to be used remotely for an extended period, the Sales
Officer should provide each vendor with additional batteries. Following the proceduresin
Chapter 2 of this SOP, each K22 will be set to the “ Foreign Concessionaire” transient
merchant and each operator will be assigned a separate operator ID so the Navy Cash detail
reports can be separated by operator. The vendor will be responsible for the K22 device and
use it to record transactions and collect value from the cardholders using their Navy Cash cards.
K22s checked out for these periodic functions should be signed out on alocally generated and
maintained custody |og.

d. Closeout

(1) Closeout Day Prior to Payment. At the end of each day or, more commonly, at
the end of the port visit, each vendor will report to the Sales Officer and present the K22 and all
appropriate paperwork for closeout and payment.

(@) Generaly, the vendor must close out at the end of the business day prior to
the day that payment is desired.
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(b) Navy Cash transactions collected by transient merchants are settled to the
disbursing office merchant Navy Cash (strip) account, but the amount is not actually transferred
to the account or the new balance reflected until an Indicate End Of Day (IEOD) function and
subsequent round trip between the ship and the shore are compl eted.

(2) Download K22 and Copy Logs. The Sales Officer shall make copies of the
Concessionaire Number Control Logs and the totals of the SS-141 forms and then plug the K22
into one of the available Navy Cash “download boxes’ or seria ports, for example, in the
disbursing office or sales office. When the K22 comes on line with the Navy Cash server, the
sales information contained on the K22 will be uploaded to the Navy Cash server automatically.

(3) Generate Ship Report. As soon as the sales information on the K22 is uploaded
to the server on the ship, the Sales Officer or Disbursing Officer shall use the Disbursing
Application to generate and print a Merchant Transactions Report sorted by Operator 1D that
shows the total amount of Navy Cash transactions collected by each operator.

(4) Reconcile Navy Cash Report and Vendor Logs

(& If the Merchant Transactions Report generated by the Navy Cash system
and the vendor’ s Concessionaire Number Control Logs and the totals of the SS-141 forms agree,
the Sales Officer is ready to ask the Disbursing Officer to pay the vendor for the amount of the
Navy Cash transactions collected by the vendor. If they do not agree, the Sales Officer must
reconcile the differences. To simplify settlement and payment, this reconciliation should be
completed before the Disbursing Officer initiates the IEOD function.

(b) The Sales Officer shall use the Merchant Transactions Report for the time
period covered by the logs presented by the vendor and, using the merchant and operator 1D
numbers that were assigned to the K22s used by the vendor, reconcile the differences following
the procedures outlined above (see paragraph 8.5.1.b (4)) before initiating payment.

(c) If theinvestigation reveals that cash was lost, misplaced, or stolen, it should
be handled in accordance with Chapter 6 of DODFMR Volume 5 and existing procedures (which
are outside the scope of Navy Cash).

(d) Oncethe Merchant Transactions Report and the vendor’s Concessionaire
Number Control Logs and the totals of the SS-141 forms agree, the reconciliation is successful,
and the Sales Officer isready to ask the Disbursing Officer to pay the vendor with a check or
cash for the amount of the Navy Cash transactions collected by the vendor (see paragraphs
8.5.3.eand f below.

(e) The Sales Officer shall maintain any Merchant Sales Summary or Merchant
Transactions Reports and any reconciliation worksheets associated with foreign concessionaire
sales on file for 12 months.

€. ment

(1) Oncetheround trip is completed between ship and shore and the correct balance
isreflected in the disbursing office merchant strip account and the Daily Transaction Detail
Report—M erchant Settlement from shore (see paragraph 8.15.8 for a sample report), the
Disbursing Officer shall transfer value from the strip to the chip in the amount of the Navy Cash
transactions collected by the vendor using the disbursing office merchant card at the K80
Cashless ATM or at the Disbursing Application (see paragraph 8.4.8, Funds Transfer to Chip).
On the Merchant Settlement Report, the “ Settlement Type” for Navy Cash transactions collected
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by transient merchants and settled to the disbursing office merchant Navy Cash (strip) account
will be reported as “DISBO OFF”.

(2) Inthedisbursing office, the Disbursing Officer shall then cash out the chip and
either cut an ex-cash remittance check to the vendor or provide the vendor cash for the total
amount of their Navy Cash sales receipts.

(3) The Disbursing Officer shall record the payment to the vendor as a chip-to-cash
transaction on the Daily Cash Transaction Ledger in accordance with paragraphs 8.4.9 and
8.4.14. The vendor shall print and sign his or her name on the ledger for the amount of value
received. If the vendor was issued a check, the Disbursing Officer shall also record the check
number on the ledger.

(4) Vendor Issued Check. If the vendor was issued a check, the Disbursing Officer
will post the amount of the payment to the DD 2657 as an increase to line 2.1B and [ine 6.9. In
addition, the Disbursing Officer will update the check issue log and all other applicable
documentation required by DODFMR Volume 5 for each ex-cash check issued.

(5) Vendor Issued Cash. If the vendor was issued cash, the Disbursing Officer will
post the amount of the payment to the 2657 as a decrease to line 6.2A and an increase to line 6.9.

f. Contingency Alternative — Closeout and Payment

(1) On an exception basis, in the event that paying the vendor cannot wait until an
IEOD and round trip between ship and shore have been completed, the Disbursing Officer can
provide the vendor an ex-cash check or cash based on the Merchant Transactions Report
generated by the Navy Cash system, the vendor’ s Concessionaire Number Control Logs, and the
totals of the SS-141 forms, al of which would be provided by the Sales Officer. If the logs and
Navy Cash report do not agree, the Sales Officer must reconcile the differences before requesting
the Disbursing Officer to initiate payment.

(2) The Disbursing Officer shall create a Journal Voucher, OF 1017-G, to record
the amount of the ex-cash remittance check or cash amount issued to the vendor.

(@ Onthejournal voucher, annotate the transaction as “ Chip-to-Cash”, have the
vendor print and sign his or her name for the amount of the cash or check received, and, if the
vendor was issued a check, record the check number.

(b) Retainthe journal voucher, the Merchant Transactions Report generated by
the Navy Cash system, the vendor’s Concessionaire Number Control Logs, and the totals of the
SS-141 formsto substantiate the value of Navy Cash transactions collected by the vendor.

(3 Vendor Issued Check. If the vendor was issued a check, the Disbursing Officer
will post the amount of the payment to the DD 2657 as an increase to line 2.1B and line 6.2A.

(@ The Disbursing Officer must update the check issue log and all other
applicable documentation required by DODFMR Volume 5 for each ex-cash check issued.

(b) Cash onhand (6.2A) should equal physical cash plus the value of the Navy
Cash transactions collected by the vendor as reflected on the journal voucher, Merchant
Transactions Report generated by the Navy Cash system, vendor’ s Concessionaire Number
Control Logs, totals of the SS-141 forms, and amount of the ex-cash check issued to the vendor.
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(c) OncethelEOD and round trip are completed and the correct balanceis
reflected in the Merchant Settlement Report and disbursing office merchant strip account (either
later that day or first thing the next day), the Disbursing Officer shall transfer the value from the
strip to the chip using the disbursing office merchant card at the K80 or at the Disbursing
Application (see paragraph 8.4.8, Funds Transfer to Chip).

(d) The Disbursing Officer shall then cash out the chip, annotate the chip-to-
cash transaction as a payment to the vendor on the Daily Cash Transaction Ledger, and keep the
cash in the Navy Cash safe/box.

(e) The Disbursing Officer shall post the amount of the payment to the 2657 as
adecreaseto line 6.2A and an increase to line 6.9.

(4) Vendor Issued Cash. If the vendor was issued cash, the Disbursing Officer will
post the amount of the payment to the 2657 as a decrease to line 6.2A and an increase to line 6.9.

(@ Navy Cash cash (6.9) should equal physical cash plusthe value of the Navy
Cash transactions collected by the vendor as reflected on the journal voucher, Merchant
Transactions Report generated by the Navy Cash system, vendor’s Concessionaire Number
Control Logs, totals of the SS-141 forms, and amount of the cash issued to the vendor.

(b) Oncethe IEOD and round trip are completed and the correct balanceis
reflected in the Merchant Settlement Report and disbursing office merchant strip account (either
later that day or first thing the next day), the Disbursing Officer shall transfer the value from the
strip to the chip using the disbursing office merchant card at the K80 or at the Disbursing
Application (see paragraph 8.4.8, Funds Transfer to Chip).

(c) The Disbursing Officer shall then cash out the chip, annotate the chip-to-
cash transaction as a payment to the vendor on the Daily Cash Transaction Ledger, and keep the
cash in the Navy Cash safe/box.

(d) No additional entries are required on the DD 2657.

g. The Sales Officer will record the amount of the commissions received by the ship
from the foreign concessionaire vendors as a contribution to Ship’s Store Profit Navy (SSPN) in
the ROM 11 system following the procedures outlined in the ROM 11 User’s Guide.

8.5.4  Activating Merchantsln Navy Cash
A detailed discussion of Navy Cash merchantsisincluded at Appendix P.

a. Activate a Private Merchant. To activate a merchant who settles to a bank or credit
union checking account ashore or to a Navy Cash (strip) account on the ship, the Disbursing
Officer must contact the CSU. In the request, the Disbursing Officer must include the
information needed to enroll the new merchant (see paragraph 8.4.21). If the merchant elects to
settle to a bank or credit union account, the request should include the routing number and
account number for the settlement account. The request should also indicate whether the
merchant wants to settle on adaily or weekly basis to the checking account specified or to the
Navy Cash (strip) account. These options can be changed at any time by sending a request to the
CSU. If the merchant elects to establish a Navy Cash merchant account without a corresponding
checking account, funds would be transferred only to the strip account. Once the merchant is
enrolled ashore, the new account information will be updated on the ship when the next end-of -
day round trip is completed between ship and shore. At the same time, the ship’s current
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merchant list will be updated with the new merchant, if necessary. The new merchant’s Navy
Cash merchant card will be forwarded to the ship automatically. By default, private merchants
are set up to settle on adaily basis. For merchants who elect to settle on aweekly basis, deposits
are initiated using the following schedule: on the 8th, 15th, 22nd, and 28th of each month. The
deposit on the 8th of the month will include any transactions that posted on the 29th, 30th, and
31st of the previous month.

b. Activate a Generic Private Merchant. Recognizing that the named private merchants
established within Navy Cash will not cover every situation, a set of generic private merchants
has a so been established. Generic merchants can be used to activate a merchant not specifically
named in the Navy Cash merchant listing. By default, generic private merchants will be set up
to settle automatically to the merchant's strip (Navy Cash) account on aweekly basis. If aship
wants to link abank or credit union account to a generic private merchant, they can update the
account through either the Disbursing Application (see paragraph 8.4.22, Account Information
Update) or the Navy Cash Disbursing web site (see paragraph 8.14.1 and Appendix E), or by
sending arequest to the CSU by phone or e-mail (see paragraph 8.14.2). Individual ships are
responsible for managing the cross references between the standard generic merchant names
and the actual merchants assigned. When the need for a generic merchant is over, the account
will no longer be used. A generic merchant can be reused when a new requirement emerges by
contacting the CSU and providing the new account information.

c. Activate an LOA Merchant. To activate a merchant who settlesto a Line Of
Accounting (LOA), for example, a second ship’s store when only one ship’s store was set up
during implementation, the Disbursing Officer must contact the CSU to indicate which
merchant to enroll. Once the merchant is enrolled, the new account information will be updated
on the ship when the next end-of-day round trip is completed between ship and shore. At the
same time, the ship’s current merchant list will be updated with the new merchant, if necessary.
The new merchant’s Navy Cash merchant card will be forwarded to the ship automatically. To
add a new vending machine to an existing merchant, the Disbursing Officer simply goes to the
“Vending and Ship’s Store” link in the Disbursing Application (see paragraph 8.4.29.a). No
transactions can occur at the new vending machine until the Card Access Device (CAD)
terminal 1D number is associated with the machine in the Disbursing Application.

d. New Equipment. It isthe responsibility of the ship to install any new equipment and
pull the cabling from the nearest Navy Cash router to the new equipment. The Navy Cash depot
and field support contractor can advise the ship on the nearest available router. Any costs
associated with this effort, including travel, will be borne by the ship. The ship can contract
directly with the Navy Cash depot and field support contractor to pull cable, hook up the
equipment, or come on board after the installation is compl ete to set up the new equipment in
the Navy Cash system configuration.

8.6  Miscelaneous Paymentsto Navy Cash Card

a. Thedisbursing office will follow existing procedures to pay laundry claims, travel
reimbursements, transfer of ship’s store profits to the recreation fund, or other miscellaneous
payments. Once the payment is made by check or cash, the value can be added to the
cardholder’s Navy Cash card following the “ Funds Transfer to Chip” procedures in paragraph
8.4.8 or the “Deposit Cash or Check to Strip” procedures in paragraph 8.4.13 above.
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b. Thereisno need to cut a Treasury check if the individual is going to cash the check
right away and give the cash back to the Disbursing Officer to load the funds on the Navy Cash
card.

(1) On the Standard Form (SF) 1034, Public VVoucher for Purchases and Services
Other Than Personal, in the “Paid By” block, fill in the required information under “Cash”. For
“Payee”, have theindividual print his or her name and rank/rateftitle.

(2) Load the funds on the chip (or strip). The entire amount of the 1034 must be
loaded on the Navy Cash card; partial payments are not authorized.

(3) Record the transfer of the payment to the Navy Cash card as a cash transaction
on the Daily Cash Transaction Ledger (chip or strip) in accordance with paragraph 8.4.14. The
individual shall sign the Daily Cash Transaction Ledger for the amount of value received.
Record the SF 1034 voucher number on the Daily Cash Transaction Ledger.

(4) Post the amount of the 1034 as an increase to line 4.1A and adecreaseto line
6.2A to report the disbursement of funds (cash) based on the 1034.

(5) Then post the amount of the payment transferred to the Navy Cash card as an
increase to line 6.2A and a decrease to line 6.9.

8.7 Collections from Portable K22 Point of Sale Devices

a. WhenaLAN drop is not accessible, the Disbursing Officer will issue the merchant a
hand-held battery-operated K22 point of sale device in accordance with Chapter 2 of this SOP.
If the K22 is expected to be used remotely for an extended period, the Disbursing Officer
should make sure the merchant has additional batteries readily available. The merchant will be
accountable for this device and use it to collect value from the cardholders’ Navy Cash cards.
The user will be required to sign out the K22 on alocally generated and maintained custody log.
Since a portable K22 stores the value of sales transactions, it should be protected like a cash
box. When being transported off the ship and over water, the K22 should be carried in a
waterproof container equipped with a flotation device. The merchant is also required to
maintain a separate log and record each transaction.

b. At the end of each business day, the merchant will upload the information from the
K22 to the Navy Cash server by simply plugging the K22 into any Navy Cash serial drop. The
information will be uploaded automatically. Paragraph 2.3.1 contains more detailed procedures.

c. Attheend of the current business day, the Navy Cash server will generate a report
showing the name of the merchant account to which the money will be settled, the number of
transactions, and the total dollar value.

d. The Disbursing Officer and the responsible individual must compare this report to
the merchant’ s transaction log to verify that the amounts reported by the Navy Cash server are
correct.

e. When the daily files are sent ashore as a part of the end-of-day process, JPMC will
settle the appropriate amount of money from the funds pool to the appropriate account.
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8.8  Negative Navy Cash and Marine Cash Account Balances

a. Electronic Transactions Dishonored and Returned. To keep demands on ship
communications to a minimum, Navy Cash was designed to work on a store-and-forward basis.
Generaly, aday’ s worth of transactions are transmitted ashore once each day at the end of the
business day. This store-and-forward design affects the timing for processing Navy Cash
transactions. Navy Cash lets cardholders transfer value to their Navy Cash cards from their bank
or credit union accounts and spend that money on board ship immediately, before the funds are
actually transferred from their accounts ashore into the Navy Cash funds pool. Thisimmediate
availability of fundsis like the cashing of personal checks that Navy Cash servesto replace.
However, a cardholder can potentially request atransfer at the K80 Cashless ATM from their
bank or credit union account ashore without having the funds to back the request or from an
account that has been closed or inaccurately identified, e.g., incorrect account number. The
Automated Clearing House (ACH) Return Codes and Notification Codes are included in
paragraph 8.15.22.

b. Negative Balances. If atransfer request isreturned for Non Sufficient Funds (NSF)
or any other reason, Navy Cash reverses the credit to the Navy Cash (strip) account. If any of
the funds have been moved from the strip to the chip in the meantime, a negative Navy Cash or
Marine Cash account balance generally results. The amount of any negative balance represents
adebt to the U.S. Treasury’s Navy Cash funds pool, and, on the ship, the Disbursing Officer is
responsible for collecting on that debt.

c. Commanding Officer’s Responsibilities. The Commanding Officer will be
responsible for establishing a Navy Cash policy for the command that identifies the limits on
size, number, suspension of a cardholder’s card for misuse, and disciplinary repercussions
associated with Non Sufficient Funds (NSF) or other returned transactions. Suggested Courses
of Action (COASs) for returned transactions that result in a negative Navy/Marine Cash account
balance are presented in Appendix L. When atransaction is returned for whatever reason, it will
be dealt with in the following manner.

8.8.1  Collecting on Negative Balances

a. Treasury Financial Agent Action. On receipt of areturned transaction, the Treasury
Financial Agent, JPMorgan Chase (JPMC), will reverse the credit (apply a negative credit for
the same value) to the cardholder’ s Navy Cash account. If the cardholder has moved funds from
the Navy Cash account to the chip account, a negative Navy Cash balance may result. JPMC
will also put a block on the cardholder’s Navy Cash access to the bank or credit union account
to prevent additional transactions from being requested, dishonored, and returned prior to
clearing the negative balance. Once the transaction has been cleared, access to the bank or credit
union account will be restored.

b. Negative Balance Reporting. Negative accounts will be added to the Daily Negative
Balance Report and Returned Items Detail Report, which are sent to disbursing on adaily basis.

c. Negative Balance Notification at K80 Cashless ATM. When cardholder’ s Navy
Cash (strip) account balance is negative, a message will be displayed on the K80 Cashless ATM
after they enter their PIN notifying them that the account is negative and asking them to go to
Disbursing to arrange to clear their negative balance. With automatic representment,
transactions returned for Non Sufficient Funds (NSF) will normally be cleared automatically on
the next pay day when the transaction is represented.
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d. Automatic Representment. Navy Cash implemented automatic representment to
reduce the workload associated with managing and collecting on negative account balances.

(1) ACH Transfer Requests Returned for NSF. With automatic representment, if a
cardholder’s ACH transfer request at the K80 is returned for NSF, the ACH transaction will
automatically be presented up to two more times on successive pay days.

(2) The Disbursing Officer no longer collects on any negative balance resulting
from an ACH transfer request covered by automatic representment until after the second ACH
representment is returned. However, the Disbursing Officer must ensure the cardholder’ s Navy
Cash access to a bank or credit union account ashore remains blocked until the negative balance
isresolved and the balance is zero or positive.

(3) Pay day ison the 1st and 15th of each month. If the 1st or 15th fallson a
weekend or holiday, pay day isthe duty day preceding the weekend or holiday. The ACH
representment file will be created one day prior to pay day, so the receiving banks or credit
unions can debit the accounts first thing on pay day. For example, if the 15th falls on a Monday
and isa holiday, the ACH representment file will be created on the 11th, and the accounts will be
debited on pay day on the 12th. If the first representment is also returned for NSF, the ACH
transfer request will be represented automatically a second time on the following pay day.

(4) For areturned transaction covered by automatic representment, the Disbursing
Officer only collects on the negative balance if the ACH transaction is returned a third time, that
is, theinitial ACH transfer request plus the two representments. To assist the Disbursing Officer
in collecting on any debt owed the U.S. Treasury’s Navy Cash funds pool, the Daily Negative
Balance Report has been modified as a part of implementing automatic representment. The
report now indicatesif an account is negative due to atransaction that is covered by automatic
representment by listing the details of the pending representments (see paragraph e.(1) below).
The Disbursing Officer can use the options detailed in paragraph e.(6) below, i.e., deposit cash or
check to strip, chip to strip transfer, change or initiate split pay, or immediate collection from
pay, to collect on this debt in the amount of the negative Navy Cash account balance.

(5) Specific Characteristics

(@) FundsHeld for Five Days. When areturned transaction is represented, the
funds will not be posted immediately but will be held for five business days to ensure the
cardholder cannot use those funds until it is reasonably certain the represented transaction will
not be returned for NSF as well.

(b) Returned Transactions of $5 or More. To avoid the potential for multiple
bounced check fees for small transactions, automatic ACH representment will proceed only if the
value of the returned transaction is $5 or more. With Navy Cash, some cardholders transfer as
little as 50 cents from their bank or credit union accounts. In some cases, even these small
transactions are returned for NSF, and banks and credit unions may charge a bounced check fee.
Thereisarisk that automatic representments for these very small transactions would also be
returned for NSF and additional bounced check fees. The amount of $5 was selected to balance
the desire to protect the individual cardholder with the need to reduce Disbursing workload. The
Navy Cash program will review thisfloor limit annually.

(c) Because Navy Cash access to abank or credit union account is blocked
automatically when atransfer request is returned for NSF and a Navy Cash account goes
negative, a cardholder may opt to go to Disbursing to clear a negative balance and unblock
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access. Just prior to initiating automatic representment, the Navy Cash system ashore checks the
account balance. If the account is no longer negative, i.e., the account balance is “zero” or
positive, the transaction returned for NSF will not be represented.

(6) Limitations

(@ At Implementation. Automatic representment only works with ACH
transactions that are processed after it isimplemented on the ship. Negative Navy Cash account
balances incurred before automatic representment was implemented will not be processed, and
the Disbursing Officer continues to be responsible for collecting on those negative balances.

(b) Only ACH Transfer Requests Over $5 Returned for NSF. With the Navy
Cash implementation of automatic representment, only an ACH transfer request of $5 or more
that is returned for NSF will be represented. A cardholder’s Navy Cash account balance can go
negative for other reasons, and the Disbursing Officer is still responsible for collecting on those
debts.

((1)) Other ACH Transfer Requests Returned. When an ACH transfer request
isreturned, it may have been for less than $5, or the bank or credit union account may have been
closed, the account information invalid, the account not authorized for ACH transactions, etc. If
atransaction is returned for invalid account information, Navy Cash automatically blocks Navy
Cash access to the bank or credit union account. In addition to collecting on any negative
balance, the Disbursing Officer should work with the cardholder to update any invalid bank or
credit union account information, so Navy Cash ACH access can be unblocked.

((2)) Insufficient Fundsin Navy Cash (Strip) Account. When a cardhol der
uses aNavy Cash card ashore, the amount of the purchase or ATM withdrawal may have
exceeded the available balance. The ATM withdrawal or debit card purchase may have been
allowed, rather than being denied, because the financial network was not available, the merchant
did not have online authorization capability, the transaction was below the merchant’ s floor
limit, there was a hold on the account, etc.

((3)) Timing of Navy Cash Transaction Processing. When a cardholder uses
aNavy Cash card ashore, either to get cash at an ATM or to purchase something at a restaurant
or store, the new balance in the Navy Cash (strip) account is reflected ashore immediately, but
isn’t reflected on the ship until the next end-of-day processing is completed between ship and
shore. If the cardholder got back to the ship and checked the strip account balance before this
processing was completed, the K80 would have shown the old balance not the new balance. If
the cardholder transferred money to the chip based on the old balance, the Navy Cash account
may have ended up with a negative balance once all the transactions ashore and on the ship were
fully processed.

((4)) Recurring Payments. When cardholders use Navy Cash cards for
recurring payments they pre-authorized, they may have forgotten to add money to their Navy
Cash (strip) accounts to cover the cost of the payments. A recurring payment that exceeds the
available balance will be declined, but only if the merchant tries to get authorization first. If the
merchant is “force posting” the transaction without getting prior authorization, arecurring
payment that exceeds the available balance will result in a negative balance.

e. Disbursing Officer Action. The amount of a negative balance represents a debt to the
U.S. Treasury funds pool. Even though the amount of that debt in not part of hisor her
accountability, the Disbursing Officer is responsible for collecting on that debt. With automatic
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representment, the majority of returned ACH transactions and resulting negative balances will
be handled automatically. However, the Disbursing Officer shall:

(1) Review Reports Daily. On adaily basis, review the Daily Negative Balance
Report and Returned Items Detail Report.

(@ Daily Negative Balance Report. The Daily Negative Balance Report lists all
Navy Cash strip accounts with negative balances (see sample report at paragraph 8.15.6).

((1)) Automatic Representment Pending. If someone’s account is negative
because of an ACH transfer request returned for NSF and covered by automatic representment,
the details of the pending representment are listed on the report immediately below the line of
account data. The details include the ACH representment count and the date and amount of the
representment. The Disbursing Officer should not take any collection action on negative
accounts for which details are listed, because representment actions are pending.

e If the ACH REPRESENTMENT COUNT =0, the ACH request is scheduled to be
represented for the first time on the date.

e If the ACH REPRESENTMENT COUNT = 1, either the ACH request was represented
on the date and is in the five-day waiting period, or the ACH request is scheduled to be
represented for the second time on the date.

e |f the ACH REPRESENTMENT COUNT = 2, the ACH request was represented a
second time on the date and is in the five-day waiting period.

((2)) No Representment Pending. If the second automatic representment
fails, no details are listed on the report below the account, because no further representments are
pending. If someone's account is negative because of Navy Cash card transactions not covered
by automatic representment, no details are listed on the report bel ow the account. The Disbursing
Officer should initiate collection action immediately on all negative accounts for which no
details are listed, because no representments are pending.

((3)) When areturned ACH transfer request is represented, the funds are not
posted immediately but are held for five business days to ensure the cardholder cannot use the
funds until it is reasonably certain the represented transaction will not be denied and returned as
well. The cardholder’ s negative balance will continue to appear on the Daily Negative Balance
Report until the five-day waiting period is over.

(b) Returned Items Detail Report. To assist the Disbursing Officer in
investigating negative balances, the Returned Items Detail Report provides more details for ACH
transactions that were processed and returned for NSF or that were not processed and were
returned because of invalid account information, e.g., the date the ACH transfer request was
made and the date and the reason it was returned (again, ACH Return Codes and Notification
Codes are included in paragraph 8.15.22). Cardholders who appear on the report because of
invalid account information should be contacted so they can update their bank or credit union
account information.

(2) Notify Cardholder. As appropriate, immediately notify in writing any
cardholder whose negative Navy Cash account balance is listed on the Daily Negative Balance
Report with no representment details and, therefore, with no representment actions pending (see
paragraph 8.15.7 for sample e-mails and include the cardholder’ s chain of command for second
and third occurrences). Once notified, the cardholder shall report to the Disbursing Officer
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within two working days to establish how his or her Navy Cash balance will be restored to $0 or
greater.

(3) Collect on Negative Balance. For each negative balance listed on the Daily
Negative Balance Report with no representments pending, initiate collection action for the
amount of the negative balance within 10 working days after receipt of the pertinent Negative
Balance Report. Apply a pay checkage (DS01) to the individual’ s pay account if thereis no
response from the cardholder within the prescribed period.

(4) Disciplinary Action. Within five working days of receiving the pertinent
Negative Balance Report, recommend, through the individual’s chain of command, any
disciplinary action considered necessary if willful negligence or fraud is suspected (see
Appendix L).

(5) Ensure cardholders within 30 days of transfer or discharge are not listed on the
Negative Balance Report. See paragraph 8.4.20, Close or Suspend an Account Pending Transfer
or Discharge?

(6) Collection Options. There are several options available to collect on the amount
of a negative balance. Depending on the size of the negative balance, these options may need to
occur several times or be spaced out over several pay periodsto clear the negative balance. The
Disbursing Officer must ensure that the cardholder’ s access to his or her home bank or credit
union account remains blocked until the negative balance is cleared (see paragraph 8.8.2,
Blocking and Unblocking Access to Home Accounts). Don’'t unblock access until the
Navy/Marine Cash account balance is zero or positive.

(@) Deposit Cash or Check to Strip (Navy Cash) Account. The Disbursing
Officer can have the cardholder provide cash (or a personal check if the Disbursing Officer is
willing to accept it) at the disbursing office and transfer the value directly to the cardholder’s
strip account (see paragraph 8.4.13, Deposit Cash or Check to Strip).

(b) Chipto Navy Cash Account Transfer. The Disbursing Officer can have the
cardholder transfer any value on the chip on his or her Navy Cash card to the Navy Cash account
(strip) by escorting the cardholder to the K80 Cashless ATM, and verifying that the funds are
transferred to the strip.

(c) Changeor Initiate Split Pay Option (SPO). The Disbursing Officer may,
with the approval of the cardholder, change or initiate the cardholder’ s split pay payroll amount,
which istransferred directly to the cardholder’s Navy Cash account (strip) on payday, to cover
the amount of the negative balance.

(d) Immediate Collection from Pay. The Disbursing Officer can initiate an
immediate collection from pay to clear the amount of any negative Navy/Marine Cash balance.
The Disbursing Officer may post an indebtedness to the cardholder’ s military pay account using
the “DS01” Format Identifier in the DM O system in accordance with the DMO Procedural
Training Guide. The Company Code for Navy Cash is D411179. When DFAS-CL receives the
information from the DM O system, the debt will be reconciled with JPMC via a collection from
the cardholder’ s military pay account. This option is also appropriate for cardholders who have
left the ship but are still in the service.

(e) If acardholder iswithin the final 30 days of being discharged from the Navy
or Marine Corps and has a negative Navy Cash balance, the Disbursing Officer’s only optionis
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to post a“DS01” indebtedness to the cardholder’ s military pay account. The DSO1 must be
posted prior to the cardholder’ s separation date. (See paragraph 8.4.20 for procedures when a
cardholder isleaving the service or transferring to an activity that does not have Navy Cash.)

f. Automated Controls. To prevent cardholders from abusing the system, Navy Cash
automatically blocks Navy Cash accessto abank or credit union account when ACH
transactions are returned for NSF and the Navy Cash account balance goes negative. For the
first or second return for NSF, the block is temporary, until the account balance returns to zero
or a positive amount. For the third return, the block is* permanent”, and the Disbursing Officer
must decide whether or not to unblock access when the Navy Cash account balance returns to
zero or apositive amount. It isimportant to realize that every NSF transaction advances the
counter. To be clear, with automatic representment, asingle ACH transfer request returned for
NSF could result in a cardholder’s Navy Cash ACH access being blocked permanently if both
representments are also returned for NSF. It is aso important to realize that these controls do
not go into place until the bank receives the information. Therefore, the cardholder may have
the opportunity to create multiple NSF transactions before these automated controls are
implemented.

g. Fraud Detection Report. In the event the Disbursing Application detects possible
fraudulent ACH activity on the ship, a pop-up window will appear automatically. If the
Disbursing Officer clicksthe*Yes’ button, the Fraud Detection Report will be displayed. The
report is intended to reduce the number of negative account balances, particularly when the
ship's communications are not available. If the file transfer round trips between ship and shore
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do not take place, cardholders could pull non-existent funds from their bank or credit union
account to the chip several times before Disbursing would see the Negative Balance and
Returned Items Detail Reports. Fraud Detection Reports will include cardholders who have
made more than $400 in transfers from abank or credit union account since the last round trip
and cardhol ders who have made more than $1,000 in transfers from a bank or credit union
account over a seven day period. The Fraud Detection Report can also be generated, viewed,
and printed on the ship at any time, by clicking on the report name in the “ Operations Reports’
block on the “View Reports’ screen in the Disbursing Application, filling in an end date, and
clicking on the “ Generate” button. The report will display any possible fraudulent transaction
events leading up to that end date.

h. Manua Controls. Manual controls provide additional options to prevent abuse of the
system or to discipline a cardholder who continues to have problems with negative account
balances. Manual controls can be put into effect through either the Disbursing Application (see
paragraph 8.4.22, Account Information Update) or the Navy Cash Disbursing web site (see
paragraph 8.14 and Appendix E), or by sending arequest to the CSU by phone or e-mail (see

paragraph 8.14).

(1) Navy Cash Card Limits. The maximum amount that can be transferred from a
bank or credit union account ashore and/or the maximum amount that can be loaded on the chip
can be reduced. For cardholders, the maximum chip load limit is $1,000, and the maximum DDA
account to Navy Cash transfer amount is $400 per day. For merchants, the maximum chip load
and debit limit is $50,000 for cards issued after 24 September 2008 and $9,999.99 for cards
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issued before 24 September 2008, and the maximum DDA account to Navy Cash transfer
amount is $5,000 per day.

(2) Blocking Navy Cash Accessto Bank and Credit Union Accounts Ashore. Navy
Cash ACH accessto a cardholder’ s bank or credit union account can be blocked. Blocking
accessis an option available to discipline a cardholder who continues to have problems with
negative account balance (see paragraph 8.8.2, Blocking and Unblocking Access to Home
Accounts, below).

(3) Guideinesfor Negative Account Balances. Appendix L provides
recommendations for taking action in the case of a cardholder whose Navy Cash account balance
is negative. These guidelines are based on the number of times a cardholder’ s account has gone
negative and are listed in order of severity, from |least severe to most severe. These guidelines are
offered as suggestions only; the actual action taken is at the discretion of the cardholder’ s chain
of command.

(4) Timeliness of Updates. Any updates done through the Disbursing Application
are effective immediately on board the ship and will regulate any subsequent cardholder
transactions at the K80 Cashless ATM. Updates done through the Navy Cash Center web site do
not go into effect on board the ship until around trip is completed between ship and shore.
Updates done through the CSU do not go into effect on board the ship until the CSU receives the
information, processes the request, and a round trip is completed between ship and shore.

i. Out-of-Service Debt. Even if amember |eaves the service before settling a negative
account balance, the Defense Finance and Accounting Service (DFAS), Directorate of Debt and
Claims Management, and the Department of the Treasury, Financial Management Service, are
responsible for collecting delinquent debts owed the government by former military members.
Debt collection procedures for the Government are detailed in Book 31 of the Code of Federal
Regulations, Chapter 9, Parts 900-904. A debt notice will be sent through the U.S. Postal
Service using the mailing address provided by the Master Military Pay Account. If the Postal
Service returns the debt notice as undeliverable, an attempt will be made to obtain a current
mailing address through the commercial credit bureau network and various other government
databases. Whether or not a current mailing addressis found, DFAS and Treasury are required
by law to continue with the debt collection process. Thus, even if they cannot contact the former
member, the debt must be reported to commercial credit bureaus as a " collection account”, and
the former member’ s Federal income tax refund will be offset by the Department of the
Treasury for payment towards the debt. They are also required by law to report the delinquent
account to private collection agencies through the Department of the Treasury.

8.8.2  Blocking and Unblocking Accessto Home Accounts

An authorized Disbursing Officer or Disbursing Clerk can block or unblock a cardholder’s
ACH access to their home bank or credit union account through either the Disbursing
Application or the Navy Cash Disbursing web site, or by sending a request to the CSU by phone
or e-mail.

a. When aNavy or Marine Cash cardholder’s ACH access privileges are blocked, the
account information is updated as follows on the Navy Cash Disbursing web site:

(1) The“ACH Allowed” flagissetto“N”.
(2) The“ACH Decline Count” isset to “99”.
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(3 The“99” code indicates that the ACH privileges on the account were
deliberately blocked by either a Customer Service Representative (CSR) or authorized disbursing
personnel. Even if the account balance returns to $0 or greater, the blockage is not removed.

(4) This*99” account blockage can only be removed by authorized disbursing
personnel or by the CSR at the request of authorized disbursing personnel.

b. When an ACH transaction is returned with a code other that RO1/RO9/NSF, the
account is automatically blocked, and account information is updated as follows on the web
site:

(1) The“ACH Allowed” flagissetto“N”.
(2) The“ACH Decline Count” isset to “98".

(3) Notethat the“98” indicates that the ACH privileges were blocked automatically
due to an ACH return other that NSF, for example, an invalid account number, a closed account,
or an account that is not authorized for ACH transactions, such as a Navy Federal Credit Union
(NFCU) savings account. It is expected that if ACH privileges are blocked immediately for these
types of returned transactions, account balances will not go as far into a negative status for what
may well be an inadvertent error in recording account information.

(4) This*98" account blockage can only be removed by authorized disbursing
personnel or by the CSR at the request of authorized disbursing personnel. The request should
include new or updated home bank or credit union account information that has been validated
by the disbursing office so that any errors in the account information on file can be corrected.

c. Summary of ACH Decline Counts

0,1,2,3 Number of returnsfor NSF Allow unblock
90,91, Blocked on transfer Allow unblock
92,93 Previousvaue0,1,2,3
95 No linked account information provided Allow unblock if bank or credit union
during enrollment account and ABA numbers updated
96 Unacceptable NFCU account provided Allow unblock if account number
updated
97 Technical error processing account Allow unblock if error corrected
98 Return other than NSF, e.g., invalid account  Allow unblock if bank or credit union
number account and ABA numbers updated
99 Manually blocked by disbursing Allow unblock

d. Again, any updatesto Navy Cash card access done through the Disbursing
Application are effective immediately on board the ship and will regulate any subsequent funds
transfer requests the cardholder attempts at the K80 Cashless ATM. Updates done through the
Navy Cash Center web site do not go into effect on board the ship until around trip is
completed between ship and shore. Updates done through the CSU do not go into effect on
board the ship until the CSU receives the information, processes the request, and around trip is
completed between ship and shore.
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e. Dally Blocked Account Report. This shore report lists al cardholders whose access
to their linked bank or credit union account is blocked. The report includes cardholders’ first
and last name, the last four of their SSN, their account number, and their decline count. The
Disbursing Officer should review the Daily Blocked Account Report on adaily basis. The
report will make it easier for disbursing to research the cause when cardholders find that they do
not have access to their linked bank or credit union account at the CashlessATM (K80).
Cardholders who appear on the report because of unacceptable or invalid account information
(decline counts 96 or 98) should be contacted so they can update their home bank or credit
union account information (see paragraph 8.4.22, Account Information Update).

f. Blocking access only prevents Navy Cash access to bank and credit union accounts
from the ship. The cardholder can still use the card for signature-based purchases ashore, even
when the Navy Cash account balance is negative, at merchants who process transactionsin an
offline mode. Suspending an account (see paragraph 8.4.20.c) only prevents online ATM
withdrawals and online PIN-based and signature-based purchases ashore. Neither blocking
Navy Cash access to bank and credit union accounts nor suspending a Navy cash account
disables the chip on a Navy Cash card; the individual can still use the value on the chip to
purchase things on the ship.

8.9 EOM Reconciliation and Reporting of eFundsin Disbursing Officer’s Safe

a. EOM Reporting. At the end of each month, the Disbursing Officer is responsible for
coordinating all Navy Cash collections that must be registered to a Line of Accounting (LOA)
through the monthly returns, the SF 1219 Statement of Accountability. Thisincludes the sale of
meals in the general mess, the sale of merchandise in the ship’s store and vending machines,
and Navy Cash activity in Navy disbursing and Marine Cash activity in Marine disbursing
(when embarked). The Navy Cash EOM Procedures Worksheet at Appendix R consolidates the
procedures for the various steps and phases of the EOM process for disbursing, sales, and food
service.

b. Prepare and Submit Reports on Time. The Disbursing Officer’s Statement of
Accountability (SF 1219) must be prepared and submitted on time, i.e.,, NLT 1000 EDST on the
first calendar day of the following month or, if it falls on aweekend or holiday, on the last
business day of the month. In order to make certain the 1219 is submitted on time, Navy Cash
must be closed out prior to 2100Z on the 27th of each month or, if the 27th falls on a weekend
or holiday, on the business day prior. The Disbursing Officer, Sales Officer, Food Service
Officer, and Marine Disbursing Officer (when embarked) should coordinate to establish a
closeout date each month. The EOM process generally beginsin the sales office as much asfive
days before the 27th of the month. At the same time, the disbursing office, food service office,
and Marine disbursing office (when embarked) should begin to pull together the figures needed
to meet their own monthly reporting responsibilities.

c. Successful processing of the IEOD round trip at EOM (see paragraph 8.4.24.f) sends
the EOM shore reports and automated EOM spreadsheet files to the ship. To reset the Safe
Bank Transactions functionality for the next month’ s reports, the Disbursing Officer will zero
out the Disbursing Accountability Summary Report (DASR) starting balance by entering a
“Deposit To Bank” transaction type for the total amount being carried on the DASR at the end
of the month. This action shall be done in accordance with paragraph 8.4.27, Safe Bank
Transactions.
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d. Close Out Line-of-Accounting Merchants. The Sales Officer will use the shore
report numbersin the Ship’s Store, Vending Soda, Vending Store Items, and Hangar Bay Sales
Monthly Transaction Detail Reports to enter the Navy Cash numbers for the month into ROM 11
and prepare the Memorandum Cash Sales Invoice (DD 1149) in accordance with existing
procedures. The Food Service Officer will use the shore report numbersin the General Mess
and General Mess Surcharges Monthly Transaction Detail Reports to include the Navy Cash
numbers for the month in the Monthly General Mess Operating Statement (NS 1359) in
accordance with existing procedures.

e. Automated EOM Spreadsheet. Once the spreadsheet files are retrieved and
processed on the ship, the EOM spreadsheet will be completed automatically with the shore
totals; deposit ticket (SF 215) numbers, dates, and amounts; and debit voucher (SF 5515)
numbers, dates, and amounts (see Figure 1, End-Of-Month Spreadsheet).

(1) To process the spreadsheet files and prepare the EOM spreadsheet for closing,
the Disbursing Officer must follow these steps.

(8 Once EOM has been indicated and around trip completed, find the EOM
spreadsheet Excel file and Comma Separated Value (CSV) file on the Navy Cash Server
computer directly at My Computer-> Q:\files\navydata\work. NOTE: These files cannot be accessed
and copied from the wor kstation — the workstation only allows “ View Only” access.

Excel File Name Format: NavySettlement_Y_M_(Timestamp).xls

Sample: NavySettlement_Y_M_20080317_114830.xls

CSV File Name Format:  ShipName_BatchlD_YearMonth_EOP_SETTLEMENT_RPT_SMRY _
M_(Timestamp).csv
Sample: BAINBRIDGE_V23153_935_200803_EOP_SETTLEMENT_RPT_SMRY _
M_20080317_114830.csv
(b) Right click and copy both filesto afloppy disk or thumb drive, and move
the files from the Q:\files\navydata\work folder to the Q:\files\navydata\report\shore\<batchid> folder
that contains the monthly reports for that month.

((1)) Access Denied Error. If you experience an access error at the server
station, select the Cluster Administrator Icon on the server job monitor and verify that all the
Groups and Resources are in control by Owner Node 1.

((2)) Highlight the Groups folder and Resources folder to verify this. All
Groups and Resources need to be controlled by the same Node to be able to compl ete the EOM
instructions successfully.

(c) Copy both of the files (csv file and spreadsheet file) to athumb drive and
then move them to a workstation that has Microsoft Excel. Make sure thereis only one datafile
(only one csv file) in this new folder.

(d) Open the Excel spreadshest file. Fill in the password (‘navycash' for Navy).

(e) InExcel, enable “Macro Processing” and set the security settings to LOW.
Thisis done with the Tools->Macro->Security pull-down menu entry.

(f) Pressthe Ctrl + “F” keys on the keyboard to populate the EOM spreadsheet
with the shore totals; deposit ticket (SF 215) numbers, dates, and amounts; and debit voucher (SF
5515) numbers, dates, and amounts.
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(9 TheEOM spreadsheet now includes sections for both “ Strip” (5a) and
“Chip” (5b) disbursing activity. If aship did not process any “Deposit Cash or Check to Strip”
transactions, they would not have had any strip disbursing activity, and only the chip disbursing
activity section will be populated when the Ctrl “F”’ function is used. If aship did have both strip
and chip disbursing activity, two deposit ticket/debit voucher numbers should be submitted on
the 1219 (one for strip and one for chip). Only ships with software release 1.4.5 build 2 or later
have the “ Deposit Cash or Check to Strip” functionality.

(2) The Disbursing Officer then enters the Navy Cash shore report numbers the ship
will be reporting on the SF 1219 on the ship side of the EOM spreadsheet and any variances
already agreed upon on the shore side of the spreadsheet. If there is a difference between the ship
and shoretotals, it must be resolved before the last day of the month. If the differenceis not
resolved, then the Disbursing Officer must report the Navy Cash shore totals as received from
JPMC on the 1219.

(@ The 1219 must be submitted NLT 1000 EDST on the first calendar day of
the following month or, if it falls on aweekend or holiday, on the last business day of the month.

(b) Don’t hold up the 1219 message/e-mail reports because of Navy Cash. Any
difference must be resolved and any adjustment necessary made in the next month’s business.
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Figure 1. End-of-Month Spreadsheet Part 1
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Figure 1. End-of-Month Spreadsheet Part 2
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(c) If the ship does not receive the EOM spreadsheet as part of the round trip
process, use the shore reports (or use the Navy Cash application to generate ship reports if
necessary (see paragraph 8.4.25, View Reports)), fill out ablank EOM spreadsheet, and e-mail it
to JIPMC to the Settlement Group. Here is how to create the deposit ticket and debit voucher
numbers.

SF 215 Deposit Ticket Number is a six-digit number (ABCDEF) to be created as follows:

A= 2"

B = “1” — Disbursing Chip to Cash
“2" — Disbursing - Concessionaires Reimbursed
“3” — Food Service Sales total
“4” — Food Service Surcharges total
“5” — Sales total

C= "0"(zero)

DEF = “123” where 123 are the last three digits of the batch_ID for the batch that

contained the last of the EOM/P flags

SF 5515 Debit VVoucher Number isafive-digit number (ABDEF) to be created as follows:

A= 2"
B = “6” — Disbursing Cash to Chip
“7” — Disbursing Check or Cash to Strip
DEF = "“123" where 123 are the last 3 digits of the batch_ID for the batch that
contained the last of the EOM/P flags

(3) The Disbursing Officer then saves and names the EOM spreadsheet, including
at least the month and year in the file name, e.g., EOM Spreadsheet YYYYMM.

f. The Disbursing Officer must e-mail the EOM spreadsheet to JPM C to the Settlement
Group at jpmcnavycash.settlement@j pmorgan.com. (jpmcnavycash.settlement@j pmorgan.com
should be used only for EOM e-mails. Other e-mails from the disbursing office or shipboard
mer chants should be sent to navycashcenter @ezpaymt.com. E-mails from cardholders should
be sent to navycash@ezpaymt.com.) The EOM spreadsheet shall contain the following:

e Shiptotals

e Shoretotals

e Any variances agreed upon

e Deposit ticket (SF 215) and debit voucher (SF 5515) numbers, dates, and amounts

g. Finalize EOM. If variances are not included on the EOM spreadsheet, JPMC will
enter any previous variances already agreed upon on the shore side of the spreadsheet. JPMC
then sends the final EOM spreadsheet to Navy for approval. Once the EOM spreadsheet is
approved, JPMC and Navy close EOM. JPMC enters the Navy Cash 5515s and 215s into
CASHLINK. The transactions are confirmed as soon as they are entered into CA$SHLINK.

h. Post Navy Cash Numbers on Daily Statement of Accountability (DD 2657) for Day.
The Sales Officer submits the 1149, and the Food Service Officer, the 1359, to the Disbursing
Officer. The Disbursing Officer uses the EOM spreadsheet and the shore report numbers to
verify the Navy Cash numbers on the 1149 and 1359 and prepare deposit tickets (SF 215s) as
appropriate. The Disbursing Officer uses the EOM spreadsheet and the shore report numbersto
report the Navy Cash Disbursing numbers and prepare either a debit voucher (SF 5515) or
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deposit ticket (SF 215) as appropriate. Generally, the merchant activity will be larger than the
disbursing activity, and both an SF 215 and an SF 5515 will be prepared. If the disbursing
activity islarger than the merchant activity, only an SF 5515 will be prepared for the difference.
The deposit ticket and debit voucher numbers generated by the automated EOM spreadsheet
must be reflected on the Disbursing Officer’s DD 2657 for the day.

(1) SalesOfficer 1149 and Food Service Officer 1359 totals are entered on line
4.1E; disbursing activity totals for Navy Cash transactions are entered on line 6.9; and totals for
the SF 5515s and SF 215s prepared above are entered on line 4.2A.

(2) Update Schedule of Deposit Activity (SODA) with all Navy Cash 55155/215s.

(3) Ensurethe Navy Cash numbersin the SODA, 215s, and 5515s al match the
numbersin the EOM spreadsheet Deposit Activity.

i. Attheactual end of the accounting period (month), close out the SF 1219. Send via
Navy message and e-mail (include EOM spreadsheet) to DFAS Cleveland NLT 1000 EDST on
the first calendar day of the following month.

(1) DFASCleveland uses CA$HLINK to verify the Navy Cash 5515s and 215s
entered by JPMC and reported in the 1219 and reconciles accounts.

J- DFAS Cleveland reports monthly on the status of Monthly Returns (1219s) —
timeliness of reporting and any out-of-balance conditions. When all discrepancies have been
resolved, JPMC will enter the figuresinto the CASHLINK system. The Disbursing Officer will
use these figures to prepare the hard copy SF 215 Deposit Tickets and SF 5515 Debit Vouchers
and to submit the SF 1219 in accordance with existing procedures.

k. A copy of the supporting DASR, Monthly Transaction Summary Report (shore
report that summarizes of all merchant figures for the month including disbursing), and EOM
spreadsheet and the original SF 215 deposit tickets and SF 5515 debit vouchers shall be placed
in the retained returns.

[. SF 215 Deposit Tickets. When preparing the hard copy SF 215s (see Figure 3,
Example of Standard Form (SF) 215 Deposit Ticket) :

(1) Block 1: Enter the*SF 215 Voucher” (deposit) number from the automated
EOM spreadsheet.

(2) Block 2: Enter the “Date Prepared” from the automated EOM spreadsheet.

(3) Block 7: Enter Navy Cash Disbursing Chip (Note: If the amount is positive, an
SF 215 will be created, and, if the amount is negative, an SF 5515 will be generated), Navy Cash
Disbursing Concessionaires, Navy Cash Ship’s Store Sales, Navy Cash General Mess Food, or
Navy Cash Genera Mess Surcharges, as appropriate.

(4) Block 9: Enter “NAVY CASH ELECTRONIC FUNDS’ and your ship’s name,
for example, USS NEVERSAIL (DDG 10).

(5) Donot mail theoriginal hard copy SF 215. The original SF 215 will be
placed in the retained returns, and a copy will be placed in the monthly returns.
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Figure 3. Example of Standard Form (SF) 215 Deposit Ticket

m. SF 5515 Debit Vouchers. When preparing the hard copy SF 5515s (see Figure 4,
Example of Standard Form (SF) 5515 Debit VVoucher):

(1) Block 1: Enter the“SF 5515 Voucher” number from the automated EOM
Spreadsheet.

(2) Block 2: Enter the “Date Prepared” from the automated EOM spreadsheet.

(3) Block 7: Enter Navy Cash Disbursing Chip (Note: If the amount is positive, an
SF 215 will be created, and, if the amount is negative, an SF 5515 will be generated) or Navy
Cash Disbursing Strip, as appropriate.

(4) Block 9: Enter “NAVY CASH ELECTRONIC FUNDS’ and your ship’s name,
for example, USS NEVERSAIL (DDG 10).

(5) Do not mail theoriginal hard copy SF 5515s. The original SF 5515swill be
placed in the retained returns, and a copy will be placed in the monthly returns.
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Figure 4. Example of Standard Form (SF) 5515 Debit Voucher

n. The same procedure should be repeated for salesin the General Mess (Food and
Surcharges) and Hangar Bay Sales (used for flower sales) for the month. All entriesto the DD
2657 will be made as prescribed above, and the appropriate collection voucher would be used,
for example, NS 1359, Monthly General Mess Summary Document.
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8.10 Sample Disbursing Forms

8.10.1 DD 2657, Daily Statement of Accountability

March 26, 2001:
1) Cashto Chip transactions totaling $300.00 for the day
ad) Line6.2A increases by $300
b) Line 6.9 decreases by $300

2) Notethat overall accountability does not change — cash justified by Navy
Cash server report

March 27, 2001.:
1) Chip to Cash transactions totaling $200.00 for the day
ad) Line6.2A decreases by $200
b) Line6.9increases by $200

2) Notethat overall accountability does not change — cash justified by Navy
Cash server report

March 31, 2001:
1) End of Month collections done from Ship Store and General Mess
a) Ship storeturnsin collection for $600
b) General Messturnsin collection for $200
c) Line4.1E increased by $800
d) Line4.2A increased by $800
€) Serial number issued to deposits in accordance with paragraph 8.9.k
2) Chip transactions zeroed out and funds reported
a) Line6.9increased $100
b) Line4.2A decreased by $100
c) Serial number issued to deposit in accordance with paragraph 8.9.k
d) Notethat overall accountability is updated for the month
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SAMPLE DD 2657 DATED 26 MAR 01

DAILY STATEMENT OF ACCOUNTABILITY DSSN DATE
5555 010326

a.LINE b.DESCRIPTION c.TODAY d.MONTH-TO-DATE
1.0 ACCOUNTABILITY - Beginning of Day 1000.00 1000.00
2.1A CHECKS ISSUED IN PAYMENT OF VOUCHERS 0.00 0.00
2.1B CHECKS ISSUED - ALL OTHERS 0.00 0.00
2.3 OTHER TRANSACTIONS (Do not report on SF 1219) 0.00 0.00
2.34 DISCREPANCIES IN DO ACCOUNT - CREDITS (Do not use)
2.36 PAYMENTS BY ANOTHER DO (Do not use)
2.37 TRANSFERS FROM OTHER DOs 0.00 0.00
2.8 OPAC PAYMENTS AND COLLECTIONS 0.00 0.00
2.9 TOTAL ACCOUNTABILITY INCREASES 0.00 0.00
3.0 GROSS ACCOUNTABILITY 1000.00 1000.00
4.1A Gross Disbursements 0.00 0.00
4.1B Less - Refunds 0.00 0.00
4.1C Net Disbursements 0.00 0.00
4.1D Less - Receipts 0.00 0.00
4.1E Less - Reimbursements 0.00 0.00
4.1F NET EXPENDITURES 0.00 0.00
4 .27 DEPOSITS PRESENTED OR MAILED TO BANK 0.00 0.00
4.2B EFT DEBIT VOUCHERS 0.00 0.00
4.3 OTHER TRANSACTIONS (Do not report on SF 1219) 0.00 0.00
4.34 DISCREPANCIES IN DO ACCOUNT - DEBITS (Do not use)
4.36 PAYMENTS FOR OTHER DOs (Do not use)
4.37 TRANSFERS TO OTHER DOs 0.00 0.00
4.9 TOTAL ACCOUNTABILITY DECREASES 0.00 0.00
5.0 ACCOUNTABILITY - End of Day 1000.00 1000.00
SECTION II - DISTRIBUTION OF ACCOUNTABILITY - INCUMBENT DO
DAILY DATILY MONTH-~
a.LINE b.DESCRIPTION INCREASE DECREASE TO-DATE
6.1 DESIGNATED DEPOSITARY 0.00 0.00 0.00
6.2A U.S. CURRENCY/COINAGE ON HAND 300.00 0.00 1300.00
6.2B FRGN CRRCY/CHNGE ON HAND 0.00 0.00 0.00
6.3A UNDEPOSITED COLLECTIONS - GENERAL 0.00 0.00 0.00
6.3B OTHER UNDEPOSITED INSTRUMENTS ON HAND 0.00 0.00 0.00
6.4 CUSTODY OR CONTINGENCY CASH 0.00 0.00 0.00
6.5 FUNDS WITH AGENTS 0.00 0.00 0.00
6.6 ADVANCES TO CONTRACTORS 0.00 0.00 0.00
6.7 CASH IN TRANSIT 0.00 0.00 0.00
6.8 PAYROLL CASH 0.00 0.00 0.00
6.9 OTHER 0.00 300.00 -300.00
7.1 DEFERRED VOUCHERS 0.00 0.00 0.00
7.2A ACCOUNTS RECEIVABLE - CHECK OVERDRAFTS 0.00 0.00 0.00
7.2B ACCOUNTS RECEIVABLE - OTHER 0.00 0.00 0.00
7.3 LOSS OF FUNDS 0.00 0.00 0.00
7.4 DISHONORED CHECKS RECEIVABLE 0.00 0.00 0.00
7.5
7.6
7.7
8.0 TOTAL INCUMBENT DO ACCOUNTABILITY 300.00 300.00 1000.00
SECTION III - DISTRIBUTION OF ACCOUNTABILITY - PREDECESSOR DOs
9.2A ACCOUNTS RECEIVABLE - CHECK OVERDRAFTS 0.00 0.00 0.00
9.2B ACCOUNTS RECEIVABLE - OTHER 0.00 0.00 0.00
9.3 LOSS OF FUNDS 0.00 0.00 0.00
9.4 OTHER 0.00 0.00 0.00
10.0 TOTAL PREDECESSOR DO's ACCOUNTABILITY 0.00 0.00 0.00
SECTION IV - DISTRIBUTION OF ACCOUNTABILITY - COMBINED
11.0 [TOTAL DSSN ACCOUNTABILITY 300.00 300.00 1000.00
3. DISBURSING OFFICER NAME, RANK OR GRADE, TITLE 4 .DISBURSING OFFICER OR 5.DATE

DEPUTY SIGNATURE
FRED UMIDS

DD Form 2657
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SAMPLE DD 2657 DATED 27 MAR 01

1000.00
0.00
0.00
0.00

0.00
0.00
0.00
1000.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00

MONTH-
TO-DATE

0.00
1100.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
0.00
-100.00
0.00
0.00
0.00
0.00
0.00

1000.00

DAILY STATEMENT OF ACCOUNTABILITY DSSN
5555
SECTION I - TRANSACTIONS AFFECTING ACCOUNTABILITY
a.LINE b.DESCRIPTION <. TODAY
1.0 ACCOUNTABILITY - Beginning of Day 1000.00
2.1A CHECKS ISSUED IN PAYMENT OF VOUCHERS 0.00
2.1B CHECKS ISSUED - ALL OTHERS 0.00
2.3 OTHER TRANSACTIONS (Do not report on SF 1219) 0.00
2.34 DISCREPANCIES IN DO ACCOUNT - CREDITS (Do not use)
2.36 PAYMENTS BY ANOTHER DO (Do not use)
2.37 TRANSFERS FROM OTHER DOs 0.00
2.8 OPAC PAYMENTS AND COLLECTIONS 0.00
2.9 TOTAL ACCOUNTABILITY INCREASES 0.00
3.0 GROSS ACCOUNTABILITY 1000.00
4.1A Gross Disbursements 0.00
4.1B Less - Refunds 0.00
4.1C Net Disbursements 0.00
4.1D Less - Receipts 0.00
4.1E Less - Reimbursements 0.00
4.1F NET EXPENDITURES 0.00
4.2A DEPOSITS PRESENTED OR MAILED TO BANK 0.00
4.2B EFT DEBIT VOUCHERS 0.00
4.3 OTHER TRANSACTICNS (Do not report on SF 1219) 0.00
4,34 DISCREPANCIES IN DO ACCOUNT - DERITS (Do not use)
4.36 PAYMENTS FOR OTHER DOs (Do not use)
4.37 TRANSFERS TO OTHER DOs 0.00
4.9 TOTAL ACCOUNTABILITY DECREASES 0.00
5.0 ACCOUNTABILITY - End of Day 1000.00
SECTION II - DISTRIBUTION OF ACCOUNTABILITY - INCUMBENT DO
DAILY DATLY
a.LINE b .DESCRIPTION INCREASE DECREASE
6.1 DESIGNATED DEPOSITARY 0.00 0.00
6.2A U.S. CURRENCY/COINAGE ON HAND 0.00 200.00
6.2B FRGN CRRCY,/CHNGE ON HAND 0.00 0.00
6.3A UNDEPOSITED COLLECTIONS - GENERAL 0.00 0.00
6.3B OTHER UNDEPOSITED INSTRUMENTS ON HAND 0.00 0.00
6.4 CUSTODY OR CONTINGENCY CASH 0.00 0.00
6.5 FUNDS WITH AGENTS 0.00 0.00
6.6 ADVANCES TO CONTRACTORS 0.00 0.00
6.7 CASH IN TRANSIT 0.00 0.00
6.8 PAYROLL CASH 0.00 0.00
6.9 OTHER 200.00 0.00
7.1 DEFERRED VOUCHERS 0.00 0.00
7.2A ACCOUNTS RECEIVABLE - CHECK OVERDRAFTS 0.00 0.00
7.2B ACCOUNTS RECEIVABLE - OTHER 0.00 0.00
7.3 LOSS OF FUNDS 0.00 Q.00
7.4 DISHONORED CHECKS RECEIVAEBLE 0.00 0.00
7.5
7.6
7.7
8.0 TOTAL INCUMBENT DO ACCOUNTABILITY 200.00 200.00
SECTICN III - DISTRIBUTION OF ACCOUNTABILITY - PREDECESSOR DOs
9.2A ACCOUNTS RECEIVABLE - CHECK OVERDRAFTS 0.00 0.00
9.2B ACCOUNTS RECEIVABLE - OTHER 0.00 0.o00
9.3 LOSS OF FUNDS 0.00 0.00
9.4 OTHER 0.00 0.00
10.0 TOTAL PREDECESSOR DO's ACCOUNTABILITY 0.00 0.00
SECTION IV - DISTRIBUTION OF ACCOUNTABILITY - COMBINED
11.0 |TOTAL DSSN ACCOUNTABILITY 200.00 200.00
3. DISBURSING OFFICER NAME, RANK OR GRADE, TITLE 4 .DISBURSING OFFICER OR

DEPUTY SIGNATURE

FRED UMIDS

DD Form 2657
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SAMPLE DD 2657 DATED 31 MAR 01

DATE
010331

MONTH-
TO-DATE

DAILY STATEMENT OF ACCOUNTABILITY DSSN
5555
SECTION I - TRANSACTIONS AFFECTING ACCOUNTABILITY
a.LINE b.DESCRIPTION c.TODAY
1.0 ACCOUNTABILITY - Beginning of Day 1000.00
2.1A CHECKS ISSUED IN PAYMENT OF VOUCHERS 0.00
2.1B CHECKS ISSUED - ALL OTHERS 0.00
2.3 OTHER TRANSACTIONS (Do not report on SF 1219) 0.00
2.34 DISCREPANCIES IN DO ACCOUNT - CREDITS (Do not use)
2.36 PAYMENTS BY ANOTHER DO (Do not use)
2.37 TRANSFERS FROM OTHER DOs 0.00
2.8 OPAC PAYMENTS AND COLLECTIONS 0.00
2.9 TOTAL ACCOUNTABILITY INCREASES 0.00
3.0 GROSS ACCOUNTABILITY 1000.00
4.1A Gross Disbursements 0.00
4.1B Less - Refunds 0.00
4.1C Net Disbursements 0.00
4.1D Less - Receipts 0.00
4.1E Less - Reimbursements 800.00
4.1F NET EXPENDITURES -800.00
4 .2A DEPOSITS PRESENTED OR MAILED TO BANK 700.00
4.2B EFT DEBIT VOUCHERS 0.00
4.3 OTHER TRANSACTIONS (Do not report on SF 1219) 0.00
4.34 DISCREPANCIES IN DO ACCOUNT - DEBITS (Do not use)
4.36 PAYMENTS FOR OTHER DOs (Do not use)
4.37 TRANSFERS TO OTHER DOs 0.00
4.9 TOTAL ACCOUNTABILITY DECREASES -100.00
5.0 ACCOUNTABILITY - End of Day 1100.00
SECTION II - DISTRIBUTION OF ACCOUNTABILITY - INCUMBENT DO
DAILY DAILY
a.LINE b.DESCRIPTION INCREASE DECREASE
6.1 DESIGNATED DEPOSITARY 0.00 0.00
6.2A U.S. CURRENCY/COINAGE ON HAND 0.00 0.00
6.2B FRGN CRRCY/CHNGE ON HAND 0.00 0.00
6.3A UNDEPOSITED COLLECTIONS - GENERAL 0.00 0.00
6.3B OTHER UNDEPOSITED INSTRUMENTS ON HAND 0.00 0.00
6.4 CUSTODY OR CONTINGENCY CASH 0.00 0.00
6.5 FUNDS WITH AGENTS 0.00 0.00
6.6 ADVANCES TO CONTRACTORS 0.00 0.00
6.7 CASH IN TRANSIT 0.00 0.00
6.8 PAYROLL CASH 0.00 0.00
6.9 OTHER 100.00 0.00
7.1 DEFERRED VOUCHERS 0.00 0.00
7.2A ACCOUNTS RECEIVABLE - CHECK OVERDRAFTS 0.00 0.00
7.2B ACCOUNTS RECEIVABLE - OTHER 0.00 0.00
7.3 LOSS OF FUNDS 0.00 0.00
7.4 DISHONORED CHECKS RECEIVABLE 0.00 0.00
7.5
7.6
7.7
8.0 TOTAL INCUMBENT DO ACCOUNTABILITY 100.00 0.00
SECTION III - DISTRIBUTION OF ACCOUNTABILITY - PREDECESSOR DOs
9.2A ACCOUNTS RECEIVABLE - CHECK OVERDRAFTS 0.00 0.00
95.2B ACCOUNTS RECEIVABLE - OTHER 0.00 0.00
9.3 LOSS OF FUNDS 0.00 0.00
9.4 OTHER 0.00 0.00
10.0 TOTAL PREDECESSOR DO's ACCOUNTABILITY 0.00 0.00
SECTION IV - DISTRIBUTION OF ACCOUNTABILITY - COMBINED
11.0 |TOTAL DSSN ACCOUNTABILITY 100.00 0.00
3. DISBURSING OFFICER NAME, RANK OR GRADE, TITLE 4 .DISBURSING OFFICER OR

DEPUTY SIGNATURE

FRED UMIDS

DD Form 2657
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8.10.2 Schedule of Deposit Activity (SODA)

Deposits Reported and Confirmed This Month:

NOTE: By virtue of the CASHLINK system, all Navy Cash deposits are confirmed as they
are created. Therefore they will all be reported under section 20.1 of the SODA. In
addition, there is no need to have the hard copy SF 215/5515 since these deposits are
already confirmed.

a. On 3/28/01, deposit of $200 reported to voucher the ex-cash check cut for the
exchange of foreign currency.

b. On 3/31/01, deposits from the General Mess and Ship’s Store are reported for $200
and $600 respectively.

c. On 3/31/01, Navy Cash Chip transactions reported as a negative deposit (SF 5515).
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SAMPLE SCHEDULE OF DEPOSIT ACTIVITY

SCHEDULE OF DEPOSIT ACTIVITY

ORGANIZATION: USS NAVYCASH
LOCATION: NS SAN DIEGO
DSSN: 5555 DO: FRED UMIDS

20.0 DEPOSITS OR DEBIT VOUCHERS REPORTED THIS MONTH

PAGE 1

PERIOD OF REPORT: JAN 2003

20.1 REPORTED THIS MONTH OR CONFIRMED THIS MONTH OR EARLIER
{CONFIRMATION COPY IS ENCLOSED HEREWITH}

DEPOSIT NO./
DEBIT VOUCHER NO.

109000
109001
109003
108790

DATE PRESENTED DATE

OR MAILED
YYMMDD

010331
010331
010331
010328

20.1 NET OF 20.1 ITEMS

20.2 DEPOSITS REPORTED THIS MONTH BUT UNCONFIRMED

DEPOSIT
NUMBER

CONFIRMED
YYMMDD

010331
010331
010331
010328

DATE PRESENTED

OR MAILED
YYMMDD

20.2 TOTAL OF 20.2 ITEMS

20.0 TOTAL REPORTED THIS MO.

(20.1 + 20.2)

(ENTER ON LINE 4.2)

900.00

0.00
900.00

30.0 TOTAL UNCONFIRMED DEPOSITS BF (LINE 34.0 PREVIOUS MONTH)
31.0 DEPOSITS REPORTED PREVIOUS MONTHS
{CONFIRMATION COPY IS ENCLOSED HEREWITH}

DEPOSIT
NUMBER

DATE PRESENTED DATE

OR MAILED
YYMMDD

***x Continued on next page ***

NC SOP Ver 1.13 Chpt 8 Disbursing

CONFIRMED
YYMMDD

8-167

14-Aug-09



SAMPLE SCHEDULE OF DEPOSIT ACTIVITY

SCHEDULE OF DEPOSIT ACTIVITY

ORGANIZATION: USS NAVYCASH
LOCATION: NS SAN DIEGO
DSSN: 5555 DO: FRED UMIDS

20.0 DEPOSITS OR DEBIT VOUCHERS REPORTED THIS MONTH

PAGE 2

PERIOD OF REPORT: JAN 2003

20.1 REPORTED THIS MONTH OR CONFIRMED THIS MONTH OR EARLIER
{CONFIRMATION COPY IS ENCLOSED HEREWITH}

DEPOSIT NO./
DEBIT VOUCHER NO.

109000
109001
109003
108790

DATE PRESENTED DATE

OR MAILED
YYMMDD

010331
010331
010331
010328

20.1 NET OF 20.1 ITEMS

20.2 DEPOSITS REPORTED THIS MONTH BUT UNCONFIRMED

DEPOSIT
NUMBER

CONFIRMED
YYMMDD

010331
010331
010331
010328

DATE PRESENTED

OR MAILED
YYMMDD

20.2 TOTAL OF 20.2 ITEMS

20.0 TOTAL REPORTED THIS MO.

(20.1 + 20.2)

(ENTER ON LINE 4.2)

900.00

0.00
900.00

30.0 TOTAL UNCONFIRMED DEPOSITS BF (LINE 34.0 PREVIOUS MONTH)
31.0 DEPOSITS REPORTED PREVIOUS MONTHS
{CONFIRMATION COPY IS ENCLOSED HEREWITH}

DEPOSIT
NUMBER

DATE PRESENTED DATE

OR MAILED
YYMMDD

***x Continued on next page ***
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8.10.3 SF 1219

a. Oncethe DD 2657 has been has been closed out for month end reconciliation and
the SODA has been updated, the SF 1219 can be closed out, all in accordance with paragraph
8.9.

b. If the DD 2657, the SODA, and al collection data are entered correctly, the SF 1219
will run automatically in the Defense MilPay Office (DMO) system

C. The Ship’'s Store and General Mess collections, $600 and $200 respectively, are
reported within DMO. They appear in section 2 of the 1219 automatically.

d. All deposit data entered under the SODA function will automatically appear under
Section |1 part B.
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SAMPLE SF 1219
PAGE 1

FM DFAS CLEVELAND CENTER

TO DFAS OPLOC SAN DIEGO CA CODE FDAB

UNCLAS //N07200//

SUBJ: MSG RPT OF STMT OF ACCTBLTY AND DISB AND COLL//
SYMBOL 5555 DISBOFF FRED UMIDS

PERIOD OF ACCOUNT O1MARO1 THRU 31MARO1

SECTION I PART A

1.0 Total Accountability Beginning of Period 1000.00
2.1 Checks Issued on U.S. Treasury 200.00
2.3 Other Transactions
2.34 Discrepancies in D.O. Accounts - Credits 0.00
2.36 Payments by Another D.O. 0.00
2.37 Transfers from other Disbursing Officers 0.00
2.8 OPAC Payments and Collections 0.00
2.9 Total Increases in Accountability 200.00
3.0 Gross Accountability 1200.00
4.1 Net Disbursements -800.00
4.2 Deposits Presented or Mailed to Bank 900.00
4.3 Other Transactions
4.34 Discrepancies in D.O. Accounts - Debits 0.00
4.36 Payments for Another D.O. 0.00
4.37 Transfers to other Disbursing Officers 0.00
4.9 Total Decreases in Accountability 100.00
5.0 Total Accountability Close of Period 1100.00
SECTION I PART B

Cash on Deposit in Designated Depositary
6.1 ( ) 0.00
6.2 Cash on Hand ( 0.00 Foreign Funds) 1100.00
6.3 Cash - Undeposited Collections 0.00
6.4 Custody or Contingency Cash 0.00
6.5 Cash 1n Custody of Gov. Cshrs ( 0.00 Frgn Funds) 0.00
6.6 Advances to Contractors 0.00
6.7 Cash in Transit ( 0.00 Frgn Funds) 0.00
6.8 Payroll Cash ( 0.00 Frgn Funds) 0.00
6.9 Other Cash Items 0.00
7.1 Deferred Chgs - Vouchered Items ( 0.00 Frgn Funds) 0.00
7.2 Receivables - Check Overdrafts 0.00
7.3 Losses of Funds 0.00
7.4 Receivables - Dishonored Checks 0.00
8.0 Total of My Accountability 1100.00
SECTION I PART C
9.2 Receivables - Check Overdrafts 0.00
9.3 Losses of Funds 0.00
9.4 Other Accountability 0.00
10.0 Total Predecessor Officers Accountability 0.00
11.0 Total Disbursing Office Accountability 1100.00

I CERTIFY THAT THIS IS A TRUE AND CORRECT STATEMENT OF ACCOUNTABILITY
FOR THE PERIOD STATED AT THE OFFICE REFERRED TO ABOVE.

FRED UMIDS 216-555-1212
D.O. Name Phone Number
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SECTION II PART A
(1) (2)
5555

SECTION II PART B
DT/DV NUMBER
DV 109000
DT 109001
DT 109003
DT 108790

200.00

SAMPLE SF 1219
PAGE 2

(3)

DOC DATE

010331
010331
010331
010328

2. DISBURSEMENTS AND COLLECTIONS:

CODE

NC SOP Ver 1.13 Chpt 8 Disbursing

APPRO/SUB

PROG ELE/
BUD PROJ

DISBURSEMENTS TOTAL

97X4930.NC1A
1711453.2241

COLLECTIONS TOTAL

8-171

200.00

DATE PRESENTED/

MATILED TO BANK AMOUNT
010331 -100.00
010331 600.00
010331 200.00
010328 200.00

900.00
REIM
SOURCE AMOUNT
0.00
600.00
200.00
800.00//
14-Aug-09



8.11 Navy Cash Quarterly Cash Verification Team
Ref: DODFMR Volume 5 Appendix A
8.11.1 Public Funds

a. All funds collected, disbursed, or maintained by the Disbursing Officer, Deputies,
and Agents are to be considered public funds. Therefore, responsible individuals will be
required to show auditable proof for the disposition of those funds. Any accountable items, to
include cash, checks, Navy Cash card stock, and the like, will be verified in the same manner as
prescribed within the DODFMR Volume 5 Appendix A.

b. The Cash Verification Team will use the Navy Cash Transaction Ledger aswell as
the Disbursing Officer’s Disbursing Accountability Reports, to include the Disbursing
Transaction Detail Report, to substantiate all funds being held on line 6.9 of the DD 2657. A
sample Cash Verification Team Navy Cash Checklist isincluded at paragraph 8.15.25.

c. All Navy Cash funds collected and reported as deposits on the SF 1219 can be
substantiated by the End Of Month reports generated by the Navy Cash System. For example,
the Disbursing Officer reports a $10,000 deposit on line 4.2 of the SF 1219 for the Ship’s Store.
There should be a corresponding End Of Month report showing $10,000 in electronic
collections for the same month.

d. Disbursing Offi